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PHYSICAL SECURITY AND LOSS PREVENTION PROGRAM   
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Ref:
(a)
OPNAVINST 5530.14B



(b)
CNETINST 5530.2E



(c)
NASMFSINST 5530.1



(d)
OPNAVINST 5510.1H



(e)
OPNAVINST C3500.29E



(f)
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(g)
NAMTRAGRUINST 5530.4B
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(h)
OPNAVINST 3850.4A
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(i)
NASMFSINST 11320.4J
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(j)
NASMFSINST 3140.1P
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Encl:
(1)
Physical Security Plan

1.  Purpose.  To establish a formal Physical Security and Loss Prevention Program for Naval Air Maintenance Training Group (NAMTRAGRU) per reference (a). 

2.  Cancellation.  NAMTRAGRUINST 5530.3B.  Since this is a major revision, changes are not indicated throughout.

3.  Background.  Reference (a) gives detailed procedures for implementing subject program.  Reference (b) establishes policy for waiver requests and requires echelon-3 Commanders to conduct visits/reviews/surveys upon proper request.  Naval Air Station Memphis published external security responsibilities for NAMTRAGRU in reference (c).  NAMTRAGRU must provide for its own perimeter and internal security.  

4.  Scope.  This instruction applies to all personnel, military and civilian, present for any reason within the limits of NAMTRAGRU.  Physical security and loss prevention responsibilities and criteria for protecting NAMTRAGRU Headquarters personnel and property are addressed in enclosure (1).

5.  Responsibilities

a.  The commanding officer is responsible for establishing and maintaining a physical security and loss prevention program.


b.  The Physical Security Officer (PSO) is responsible to the commanding officer for planning, implementing, enforcing and supervising the physical security and loss prevention program.  They are responsible for conducting an annual physical security survey, which must be retained until completion of the next command inspection or a minimum of 2 years, whichever is greater.  The PSO will also attend the Loss Prevention Subcommittee meetings conducted by the host installation command.


c.  The Physical Security Review Committee (PSRC) is responsible for advising the commanding officer in implementing the program per reference (a).  The PSRC will meet at least quarterly.  Official minutes will be taken and retained for 2 years or one inspection cycle, whichever is greater.  The PSRC membership includes:



(1) Security Manager



(2) Physical Security Officer



(3) ADP Security Officer 



(4) Comptroller 



(5) Facilities Manager



(6) Legal Officer



(7) Internal Review Officer 



(8) Department Heads 


d.  Department heads are responsible for collaboration with the PSO in establishing and maintaining effective measures in areas under their cognizance. 

6.  Action.  To be effective, a physical security and loss prevention program must receive command-wide attention and a commitment from all personnel.  Security is the legal and moral responsibility of all military and civilian personnel employed by the Department of the Navy. 

This program must be carried out by properly motivated, trained and equipped personnel.  Personnel with specific responsibilities defined in paragraph 5 will enforce compliance with this instruction.




R. W. PRENDERGAST




By direction

Distribution:

NAMTRAGRUINST 5216.1Y (List I (Case 1))





NAVAL AIR MAINTENANCE TRAINING GROUP


NAVAL AIR STATION MEMPHIS


MILLINGTON, TENNESSEE 38054-5025


PHYSICAL SECURITY PLAN
Appx:
(A)
Key Control Program



(B)
Building Security During Nonworking Hours



(C)
Loss Prevention and Reporting



(D)
Terrorist Acts



(E)
Terrorist Threat Conditions



(F)
Hostage Situations



(G)
Bomb Threat Incidents



(H)
Explosions



(I)
Major Accidents



(J)
Fire Bill




(K)
Disaster/Destructive Storm Bill


1.  Purpose.  To publish standards for security measures to physically safeguard U.S. military personnel and civilian employees, property and material at NAMTRAGRU.

2.  NAMTRAGRU is assigned 11 general purpose buildings (see paragraph 4c(2) below) with

unfenced yards.  Reference (a) applies to the physical protection of material assets contained within these buildings (trainers, industrial equipment, inventories, etc.) as well as the people assigned to NAMTRAGRU.

3.  Controlled Areas

a.  Personnel Access



(1) NAMTRAGRU has no designated restricted areas and, therefore, uses the personal recognition system to control access to NAMTRAGRU spaces.  All personnel assigned to NAMTRAGRU must be alert to the presence of visitors and challenge them accordingly.  



(2) Building Wardens will ensure signs are posted at points of ingress/egress that identify visitor check in points.  


b.  Material Control



(1) Incoming - Admission of material and supplies:  Personnel who handle materials must be aware of the present Threat Condition (THREATCON) (available at the Officer of the Day's (OOD's) office).  When an increased THREATCON exists, they must be particularly mindful of suspicious looking containers/packages and search or inspect received materials to prevent possible sabotage/terrorist hazards.



(2) Outgoing - Documentation:  Normal supply documentation is required.  Controls - inspect for possible stolen/illegal articles.  Classified shipments follow reference (d), Chapter 15.


c.  Vehicle Control



(1) Administrative inspections of military and private vehicles are conducted by NAS Memphis per reference (c).



(2) Where possible during increased THREATCONs, vehicles will be parked 25 meters (82 feet) from buildings. 

4.  Aids to Security

a.  Protective Barriers



(1) Protective barriers are used to hamper intrusions.  NAMTRAGRU uses no protective barriers other than the base perimeter fence maintained by NAS Memphis.



(2) New requirements for construction of or structural alterations to existing NAMTRAGRU buildings or perimeters, submitted as special projects to the NAMTRAGRU Facilities Manager, must be reviewed by the PSO for incorporation of appropriate security measures. 


b.  Signs.  Signs can be used as an effective means of establishing boundaries/barriers.  NAMTRAGRU has no designated restricted areas, therefore the only authorized sign for limiting access to assigned personnel will read: 


"AUTHORIZED PERSONNEL ONLY"


c.  Security Key Control Program



(1) The NAMTRAGRU Physical Security Officer is designated as the Key Control Officer per reference (a).  Additional designations and responsibilities are contained in Appendix A. 
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(2) This program applies to the following buildings:  N-1, N‑104, N‑105, S-54, S-136, S-221, S-222, S-223, S-224, S‑225 and S‑360.



(3) An independent auditor, appointed by the PSRC, will audit key custodian files and log procedures semiannually (no notice).  



(4) The NAMTRAGRU OOD possesses the master key for emergency access after hours in case of fires, storms, etc.


d.  Windows, Securing Devices for Security Areas.  Closures must be consistent with securing devices, i.e., a strong lock must be accompanied by a strong hasp, hinge and door.


e.  Protective Lighting Systems.  Exterior building doors must be lighted to enable the security force to observe an intruder seeking access.  The NAMTRAGRU OOD will ensure lighting for exterior doorways of all NAMTRAGRU buildings is operable and remains on at night.  The OOD will report inoperable fixtures to the First Lieutenant and the PSO.


f.  Intrusion Detection Systems.  There are no systems currently in use. 


g.  Communications.  Normal systems: telephones.

5.  Routine Security Procedures

a.  Each building will have a duty lock-up person.  At the end of the normal working day, this individual will secure the building using the building security checklist and will document completion on Standard Form 701.  They will then return the lock-up keys and the building key log to the NAMTRAGRU OOD at building N-1.  The duty lock-up persons will check out keys to open their respective buildings from the OOD, who will be on station no later than 0645, Monday through Friday. 


b.  If a space is found open after lockup, the OOD will immediately notify the PSO and appropriate department head.  The PSO will follow up each incident and keep a record of all action taken by the responsible department head to prevent recurrence.


c.  During normal working hours, all personnel are responsible for physical security measures within their purview.  Additional guidance for after-hours access and security procedures is provided in Appendix B. 

6.  Loss Prevention and Reporting.  Appendix C provides program background, general information and responsibilities.

7.  Crisis Management/Contingency Plans and THREATCONs

a.  Any crisis management plan must take into account various local factors, such as (perceived or real) threats, cost of security, accessibility, coordination of security forces, effect of losses, availability of personnel and material, calculated risk, command mission criticality and potential for an increase in threat.  As a tenant activity of NAS Memphis, NAMTRAGRU must coordinate all crisis situations with base authorities.


b.  Appendices D through I provide the OOD with a checklist for most possible crisis situations.  Various base authorities are listed.  Common sense dictates that no crisis management checklist may be entirely adequate for all situations, rather the attached checklists provide a starting point and may be amended as required.


c.  Calculated Risk Management.  A management plan, taking into account calculated risk, weighs the limited resources available versus the possible loss or damage to supplies, equipment and activity.  When analyzing preventive physical security expenditures, we must consider the proposed security costs against the dollar value of what is protected.  In no case should security expenditures equal or exceed the value of protected property.  However, security controls should not be relaxed to the degree that controls for less valuable items are disregarded and accountability is lost. 


d.  Crisis Situations.  In evaluating the extent of physical protection required, the possibility of injury to security force personnel must be considered.  This is especially relevant, when addressing security measures taken during crisis situations (e.g., bomb threats, fires, terrorist incidents or natural disasters), to control government assets, to limit damage and provide emergency services for containment of the incident and to restore the activity to normal operation.  Situations which present unique and growing physical security problems are bomb threats and terrorist incidents, as well as any change in alert conditions (LERTCONs) per reference (e).  In addition, NAMTRAGRU personnel must be aware of terrorist THREATCONs listed in Appendix E.

8.  Coordination Instructions 

a.  Instructions listed below have a bearing on the subject matter:  



(1) Command Security Manager - Reference (f)



(2) Supply Division - Reference (g)


b.  This Physical Security Plan is integrated with the NAS Memphis Physical Security Plan, reference (c). 

9.  Reports.  GSA Standard Form 701 will be used for reporting requirements in paragraph 5a and Appendix A.
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KEY CONTROL PROGRAMtc  \f O  \l 9 "KEY CONTROL PROGRAM"
1.  Reference (a) requires a strict key control program.  NAMTRAGRU will use uniform procedures for key control for all assigned spaces.  Standardization establishes a well-defined, identifiable program and ensures appropriate accountability. 

2.  Scope.  This program includes all keys, locks, padlocks and locking devices used to protect or secure activity perimeters (in this case ingress/egress points to NAMTRAGRU buildings), security facilities, critical assets, classified material, sensitive materials and supplies.  Not included in this program are keys, locks and padlocks for convenience, privacy, administration or personal use.

3.  Designations and Responsibilities

a.  Key Control Officer will: conduct an annual inventory (due each September to the PSRC);  maintain permanent logs and records; maintain OOD key locker which contains NAMTRAGRU building lock-up key rings; coordinate locksmith support; receive and maintain monthly inventories from key custodians; and report any problems with key control or inventories to the PSO.


b.  Key Custodians.  Inventory keys to their buildings monthly and maintain proper key control logs.  Personnel within this capacity will indicate transfer of responsibility/accountability directly in the key control log and notify the Key Control Officer of such a transfer.  Key custodians will submit the status of their building key inventories (i.e., all present and accounted for) to the Key Control Officer no later than the 25th of each month.  Key custodians must report the building number and any problems with key controls or inventories to the Key Control Officer.


c.  The key custodian must institute a system showing keys on hand, keys issued, to whom issued, date/time keys were issued and returned and the signature of persons drawing a security key and the custodian's signature acknowledging returned keys for their respective buildings.  Keys that are issued indefinitely will be issued only to persons authorized by the security officer.  Convenience or status is not sufficient criteria to issue a security key indefinitely.


d.  Authorization for after-hours access and key check-out will be granted by the appropriate department head/division officer.  The key log entry serves as the record of access authorization.  At the end of the work day, the key log will be turned over to the NAMTRAGRU OOD along with the building lock-up keys (key to building entrance and key locker key).  This log will function as notification to the OOD of persons granted access who possess keys.  The building lock-up keys and logbook will be returned to the oncoming lock-up person at the start of the next work day. 

4.  General.  Effective key control establishes a solid deterrent to pilferage.  Too many opportunities exist to exploit government property.  Reduce these opportunities by a viable key control program and losses will be reduced.
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1.  Purpose.  To establish procedures for documenting breaches of security within NAMTRAGRU Headquarters facilities outside normal working hours. 

2.  Action.  Outside normal working hours, entry to any building will be accomplished by complying with the following procedures: 


a.  Point of entry.  All personnel must use only these specific points of entry: 



(1) N-1 Main entrance (double glass door on south side of building)



(2) N‑104 North entrance




(3) N‑105 North entrance




(4) S‑54 South entrance (wing 5, Rm. 49), west entrance for Photo Lab



(5) S‑136 Main entrance (east side, faces 2nd Avenue)



(6) S‑221 West entrance (2nd Avenue)



(7) S‑222 Building S-221 West entrance (2nd Avenue)



(8) S‑223 Building S-221 West entrance (2nd Avenue)



(9) S‑224 Building S-221 West entrance (2nd Avenue)



(10) S‑225 Building S-221 West entrance (2nd Avenue)




(11) S‑360 West entrance



b.  Document entry.  All personnel must sign in/out on the security log, which will be posted near the designated point of entry.  


c.  Duty office notification.  All personnel must contact the duty office at extension 5270 upon arrival
  

and departure. 


PRIVATE 
APPENDIX Ctc  \f O  \l 9 "APPENDIX C"

PRIVATE 
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1.  Purpose.  Loss prevention is specifically concerned with preventing loss of supplies, tools, equipment or other materials in use, storage, transit and issue.  Concern is not only focused on the threat of criminal activity and acts of wrongdoing by forces external to NAMTRAGRU, but is also specifically directed toward internal causes:  theft and pilferage by those who have authorized access and inattention to controls and accountability.   Physical security and loss prevention measures include instructions, procedures, plans, policies, agreements, systems and resources committed and designed to safeguard personnel, protect property and prevent losses, thereby enhancing readiness.  

2.  Physical Security Review Committee.  The PSRC will tabulate losses and review action taken or pending.  The Physical Security Officer (PSO) is the focal point for tracking Missing-Lost-Stolen-Recovered (MLSR) reports. 

3.  The Loss Prevention and Reporting Program will be administered through loss analysis, strict accountability and NIS investigation.  For all MLSR an investigation must be conducted.  The purpose of the investigation is to locate weak points in property handling and stowage procedures, to suggest means to prevent future losses and ascertain responsibility for the loss under investigation.  Such investigations may be used by the PSRC to effect changes.

4.  Responsibilities

a.  Per reference (f), the originator of an MLSR report will notify the PSO when the MLSR is initiated.  Upon notification, the PSO will issue a timely statement to the originator describing security measures to prevent recurrence.  


b.  Following the initial report of an MLSR the PSO will coordinate the selection of the Investigator with the executive officer. 
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1.  General.  Terrorist acts may be accomplished singularly or in groups and in most cases involve more than one person.  Since the intent of terrorists is to draw national or international attention to their cause, they tend to be very committed or even radical in their actions.  Terrorists are often dangerous in their action in two ways:  They may be armed and willing to die for their cause and they may choose to commit a flamboyant act to gain national attention with little regard for human life.  The local NIS usually provides advance warning of intended terrorist activity.  With this information, NAMTRAGRU and the base can take appropriate action to minimize the effects of terrorist action by increasing local readiness and by maintaining closer surveillance.  The NAMTRAGRU OOD will assist Base Police by notifying them of suspected terrorist activity.  NAS Memphis has also established an Auxiliary Security Force (ASF) to minimize or control threats to Navy and civilian personnel as well as to protect Navy property.  The actual protection of activities at NAMTRAGRU will be handled on a base-wide level by the Base Police and the ASF as directed by the NAS Memphis Commanding Officer.  NAMTRAGRU's OOD will assist them where possible.

2.  The following checklist is provided to assist the OOD.  (For detailed information refer to reference (h).)


TERRORIST ACTIVITY CHECKLIST 


a.  Note the situation and if terrorist activity is suspected, contact the following:



Base Police 
Ext. 9911/5533 (Request NIS be notified).



Base OOD 
Ext. 5509



Code 01 and 00
Ext. 5135 



Base Hospital 
Ext. 7636/5921 (injuries involved)


b.  Take action to minimize the threat to personnel and property.  This may include securing the building or notifying personnel at the activity. 


c.  Pass on relevant information to the Base Police and assist them as requested.


d.  Remain at N-1 to handle any further developments (situation permitting).


e.  Make appropriate logbook entries, including event, time, location, pertinent information and outcome.  
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1.  There are four terrorist threat conditions:


a.  THREATCON ALPHA.   This condition applies when there is a general threat of possible terrorist activity against installations and personnel, the nature and extent of which are unpredictable and circumstances do not justify full implementation of the measures of THREATCON BRAVO.  However, it may be necessary to implement selected measures from THREATCON BRAVO as a result of intelligence received or as a deterrent.  The measures in this threat condition must be capable of being maintained indefinitely. 


b.  THREATCON BRAVO.  This condition applies when an increased and more predictable threat of terrorist activity exists.  The measures in this threat condition must be capable of being maintained for weeks without causing undue hardship, without affecting operational capability and without aggravating relations with local authorities.


c.  THREATCON CHARLIE.  This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action is imminent.  This threat condition is normally issued as a localized warning.


d.  THREATCON DELTA.  This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific target is likely.  This THREATCON is normally issued as a localized warning. 


GUIDELINES FOR UNIFORM IMPLEMENTATION OF TERRORIST THREATCON's

1.  THREATCON ALPHA

a.  Measure 1.  At regular intervals, remind all personnel, including dependents, to be suspicious and inquisitive about strangers, particularly those carrying suitcases or other containers; to be alert for unidentified vehicles on or in the vicinity of U.S. installations; and to be alert for abandoned parcels or suitcases or any unusual activity.


b.  Measure 2.  Keep available at all times the duty security officer or other appointed personnel who have access to plans for evacuating buildings and areas in use and for sealing off any areas where an explosion or attack has occurred.  Keep on-call key personnel who may be needed to implement security plans. 


c.  Measure 3.  Secure buildings, rooms and storage areas not in regular use.


d.  Measure 4.  Increase security spot checks of persons entering NAMTRAGRU spaces.


e.  Measure 5.  Limit access points for personnel commensurate with a reasonable traffic flow.


f.  Measure 6.  As a deterrent, apply one of the following measures from THREATCON BRAVO individually and randomly:  



(1) Secure and regularly inspect all buildings, rooms and storage areas not in regular use.  (Measure 14)



(2) At the beginning and end of each workday, and at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious activity or packages.  (Measure 15)



(3) Check all deliveries to messes, clubs, etc.  (Advise dependents to check all home deliveries.) (Measure 17)



(4) As far as resources allow, increase surveillance of domestic accommodations, schools, messes, clubs and other soft targets to improve deterrence and defense and to build confidence among staff and dependents.  (Measure 18) 


g.  Measure 7.  Review all plans, orders, personnel details and logistic requirements related to the introduction of the higher THREATCON.


h.  Measure 8.  Review and implement, as appropriate, security measures for high-risk personnel.  


i.  Measure 9.  Spare. 

2.  THREATCON BRAVO

a.  Measure 10.  Repeat Measure 1 and warn personnel of any other form of attack terrorists might use.


b.  Measure 11.  Keep all personnel on call who are involved in implementing antiterrorist contingency plans.


c.  Measure 12.  Check plans for implementing the measures contained in the next higher THREATCON.


d.  Measure 13.  Where possible, move cars and such objects as crates, trash containers, etc., at least 25 meters from buildings, particularly those buildings of a sensitive or prestigious nature.  Consider centralized parking. 


e.  Measure 14.  Secure and regularly inspect all buildings, rooms and storage areas not in regular use. 


f.  Measure 15.  At the beginning and end of each workday, and at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious packages. 


g.  Measure 16.  Examine all mail for letter or parcel bombs.  (This examination is increased above normal.)


h.  Measure 17.  Check all deliveries to messes, clubs, etc.  (Advise dependents to check all home deliveries.)


i.  Measure 18.  As far as resources allow, increase surveillance of domestic accommodations, schools, messes, clubs and other soft targets to improve deterrence and defense and to build confidence among staff and dependents. 


j.  Measure 19.  Make staff and dependents aware of the general situation to stop rumors and prevent unnecessary alarm.  


k.  Measure 20.  At an early stage, inform members of local security committees of any action being taken and why. 


l.  Measure 21.  Upon entry, physically inspect all visitors and a percentage of their suitcases, parcels and other containers. 


m.  Measure 22.  Wherever possible, operate random patrols to check vehicles, people and buildings. 


n.  Measure 23.  Protect off-base military personnel and transport military personnel according to prepared plans.  Remind drivers to lock parked vehicles and to check inside and out before they enter and drive a car. 


o.  Measure 24.  Implement additional security measures for high-risk personnel as appropriate. 


p.  Measure 25.  Brief personnel who may augment guard force on use of deadly force. 


q.  Measures 26-29.  Spare. 

3.  THREATCON CHARLIE

a.  Measure 30.  Continue all THREATCON BRAVO measures or introduce those outstanding.


b.  Measure 31.  Keep available, personnel who are responsible for implementing antiterrorist plans. 


c.  Measure 32.  Limit access points to absolute minimum. 


d.  Measure 33.  Strictly enforce control of entry and search a percentage of vehicles.


e.  Measure 34.  Enforce centralized parking of vehicles away from sensitive buildings.  


f.  Measure 35.  Issue weapons to guards.  (Local orders should include specific orders on issue of ammunition.)


g.  Measure 36.  Introduce increased patrolling of the installation. 


h.  Measure 37.  Protect all designated vulnerable points and give special attention to vulnerable points outside military establishments. 


i.  Measure 38.  Erect barriers and obstacles to control traffic flow.  


j.  Measure 39.  Spare. 

4.  THREATCON DELTA. 

a.  Measure 40.  Continue to introduce all measures listed for THREATCON; BRAVO and CHARLIE. 


b.  Measure 41.  Augment guards as necessary. 


c.  Measure 42.  Identify all vehicles already on the installation within operational or mission support areas. 


d.  Measure 43.  Search all vehicles entering the complex or installation.


e.  Measure 44.  Control access to NAMTRAGRU spaces  and implement positive identification of all personnel. 


f.  Measure 45.  Search all suitcases, briefcases, packages, etc., brought into NAMTRAGRU spaces.


g.  Measure 46.  Make frequent checks of the exterior of buildings and parking areas. 


h.  Measure 47.  Minimize all administrative journeys and visits. 


i.  Measure 48.  Consult local authorities about closing public (and military) roads and facilities that might make sites vulnerable to terrorist attack.


j.  Measures 49 and 50.  Spare. 


PRIVATE 
APPENDIX Ftc  \f O  \l 9 "APPENDIX F"

PRIVATE 
HOSTAGE SITUATIONStc  \f O  \l 9 "HOSTAGE SITUATIONS"
1.  Hostage situations have occurred worldwide with greater frequency in the last few years by disillusioned individuals or groups attempting to further their demands for freedom, political change or ransom.  While the threat of an occurrence of this type in Memphis is low, the possibility still exists.  The following are types of personalities who might take such action: 


a.  The common criminal who is trapped while committing a crime, (e.g., bank robber or burglar).


b.  The inmate who takes hostages to escape from confinement or voice a protest. 


c.  The emotionally disturbed person who may have lost touch with reality or is disturbed emotionally by a domestic situation. 


d.  The terrorist whose objective is to draw attention to a particular cause.  Terrorists are the most dangerous because they are or can be well-organized, operate in small groups and are willing to die for their cause.

2.  The following are three main objectives in a hostage situation. 


a. Protect everyone involved from injury or death. 


b. Protect Federal or Navy property from destruction.


c. Protect any classified information from compromise to maintain national security. 

NAMTRAGRU will take every hostage situation seriously and seek to resolve the situation in a timely manner.

3.  The agency having the primary responsibility for management of terrorist incidents in the United States is the FBI.  If a terrorist inspired incident/hostage situation occurs, the FBI would almost certainly exercise its jurisdiction and assume control of the situation.  The Naval Investigative Service would notify the FBI and thereafter act as an interface between the FBI and NAMTRAGRU staff. The attached Hostage Situation Checklist will be used in all hostage situations within NAMTRAGRU buildings. 


HOSTAGE SITUATION CHECKLIST 

When a hostage situation occurs or a phone call is received that an individual or group has taken someone captive, take the following action. 

1.  Keep calm and ask the caller the following questions:


a.  Who have they taken captive, and what is that person's social security number?


b.  What is the reason for their action?


c.  What do they intend to do? 


d.  Where are they holding the person captive?


e.  Why are they holding someone hostage?


f.  What is their address?


g.  What is their name?


h.  What kinds of weapons do they have?

2.  Write down the following information as soon as possible:


a.  Exact words of the caller. 


b.  Sex of the caller. 


c.  Race of the caller. 


d.  Approximate age of the caller. 


e.  Length of the call.


f.  Phone number at which call was received. 


g.  Time and date call was received. 


h.  Description of the caller's voice.


Calm

Crying
Deep


Angry

Normal
Ragged


Excited

Distinct
Clearing Throat


Slow

Slurred
Deep Breathing 


Rapid

Nasal
Cracking Voice


Soft

Stutter
Disguised


Loud

Lisp
Accent 


Laughter
Raspy
Familiar


i.  Background sounds:


Street Noises
Office Machinery 


Crockery
Factory Machinery


Voices

Animal Noises 


PA Systems
Clear


Music

Static


House Noises
Local


Motor

Long Distance


Booth

Other


j.  Type of threat language:


Well Spoken
Irrational


Foul

Incoherent


k.  Full name and title of person receiving call:



___________________________________________________

3.  If notified of the situation or after receiving the call saying that someone is being held captive, take the following steps: 


a.  Call Base Police at Ext. 9911/5533 (Request NIS be notified).


b.  Notify 01 and 00, Ext. 5135/6.


c.  Call Base OOD, Ext. 5509.



d.  If an individual has been taken hostage in a NAMTRAGRU building, evacuate the immediate area. 


e.  Remain at Duty Office to handle any further developments.


f.  Assist Base Police as necessary. 


g.  Make logbook entries of all times, actions and pertinent information.
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1.  Bomb threats against government installations have grave potential for personnel injury, compromise of classified information and property damage.  All reports of bomb threats must be considered as authentic until otherwise verified by competent authority.  Priorities for action are: 


a.  Safety of personnel (evacuation).


b.  Security of classified information.


c.  Prevention and limitation of damage. 

2.  Definitions

a.  Bomb - a device capable of producing damage to material and injury or death to personnel when detonated or ignited.  Bombs are classified as explosive or incendiary.  An explosive bomb causes damage by fragmentation, heat and blast wave.  The heat produced often causes a secondary incendiary effect.  An incendiary bomb generates fire-producing heat without substantial explosion when ignited.  Bombing occurs when an explosive bomb detonates or an incendiary bomb ignites. 


b.  Bomb threat - a message delivered by any means which may or may not: 



(1) Specify location of the bomb. 



(2) Include the time for detonation/ignition. 



(3) Contain an ultimatum related to the detonation ignition or concealment of the bomb. 


c.  Bomb incident - involves any occurrence concerning the detonation/ignition of a bomb, the discovery of a bomb or receipt of a bomb threat. 

3.  Countermeasures

a.  Bomb(s) used may be of any degree of sophistication with the triggering mechanism set off by time clock, radio, water, heat, light or movement.  In any case, tampering with a suspected bomb by untrained personnel may cause it to explode with resultant injury and/or death.  Evacuate the general vicinity of the suspected device and point out its location to the Explosive Disposal Team.  


b.  If a bomb threat has been received and the location of the device or suspected device is not known, complete OPNAV Form 5527/8 (Telephonic Threat Complaint).  NAMTRAGRU may be tasked by Base Security to form a bomb search group to try and locate any suspected device. 
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1.  An explosion may be caused by chemicals, fuels, incendiary devices or bombs.  Even if you have advance knowledge of potential explosions, their occurrence will probably cause great surprise and general mayhem.  As in all crisis situations, the person who is able to maintain a calm and deliberate manner will be the one best able to resolve the situation.  The following checklist will help as a plan of action; however, common sense should prevail.


EXPLOSION CHECKLIST


a.  Quickly assess whether an actual explosion has occurred. 


b.  Note its probable location.


c.  Call Base Police, Ext 9911/5533.


d.  Call Base Fire Department, Ext 5333.


e.  If people are injured, call Naval Hospital Emergency Room , Ext 7639/5921.


f.  Call Base OOD, Ext 5509.


g.  Call 01 and 00, Ext. 5135/6.


h.  Organize a search team to look for injured personnel and/or unexploded devices. 


i.  Assist Fire Department and Medical Department personnel as necessary.


j.  Isolate area and keep out unnecessary personnel (usually handled by Base Police).


k.  Make necessary entries (times, locations, action taken, etc.) in the OOD logbook. 
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1.  Major accidents could range from an airplane/helicopter crash to any type of accident which may result in injury or death to one or more persons or substantial damage to surrounding Navy or civilian properties.  In any case, first priority is to protect lives and provide assistance to the injured.  This is best accomplished by maintaining a professional composure and taking action to alleviate the situation.  The following checklist is provided to assist the OOD. 


MAJOR ACCIDENT CHECKLIST


a.  Ascertain the full situation, noting what has occurred, where and whether assistance is required. 


b.  If on NAS Memphis, call Base Police at Ext 9911/5533.


c.  For injured personnel call the Base Hospital Emergency Room at Ext 7639/5921.


d.  Call Base Fire Department at Ext 5333 if needed. 


e.  Take appropriate action to evacuate personnel, rescue people or fight a fire. 


f.  Notify 01 and 00, Ext. 5135/6. 


g.  Make log entries of events, times, actions, etc. 
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FIRE BILL


1.  All fires, regardless of how small or seemingly unimportant, must be reported, even though

apparently extinguished.  The primary objective is to prevent the loss of life and/or injury.  We will


conduct fire drills periodically to provide training/ensure proper response in the event of an actual fire. 

2.  Fire Marshal/Fire Warden.  The First Lieutenant is designated the NAMTRAGRU Fire Marshal.  He will ensure a Fire Warden is appointed for each building in NAMTRAGRU.

3.  In the event of an actual fire or fire drill, take the following action:


a.  The person discovering the fire will:



(1) Immediately sound the alarm by shouting "FIRE."



(2) Pull the nearest fire alarm box. 



(3) Go to the nearest telephone, dial 9911/5333 and give the location of the fire and building number.



(4) Do not hang up until the Fire Department Dispatcher acknowledges receipt of all pertinent information.


b.  Personnel designated by the Building Fire Wardens will immediately man assigned fire fighting


equipment and fight the fire if possible until relieved by the civilian fire fighting crew. 


c.  Initiate Building Evacuation Plan.  Building Fire Wardens will ensure all personnel are clear of all


spaces within their area and that all personnel are mustered after the building has been evacuated.  Report the muster results to the OOD as soon as possible.


d.  At the conclusion of a fire/fire drill, the Fire Marshal will pass the word through the Building Fire


Warden to reenter the building.

4.  Protection of Classified Information.  No one should ever risk life or injury to protect classified


information in a fire.  If you are working with classified materials when the fire alarm sounds and you are away from the safe, take the classified materials with you when you evacuate the building and safeguard them until they can be properly locked up.  Do not attempt to evacuate materials from the safe and do not take time to reopen the safe to put materials away.  If the safe is open and you can get to it on your way out of the building, lock it on your way out, but do not make a special effort to do so.

5.  Responsibilities


a.  The Fire Marshal will:



(1) Report immediately to the scene of the fire and assume command of the situation until relieved by competent authority.  The Fire Marshal is in technical control of all measures used in fighting the fire. 



(2) Ensure current Fire Bills and Evacuation Plans are properly posted throughout NAMTRAGRU buildings. 



(3) Ensure designated Building Fire Wardens are properly trained to fulfill their assigned


responsibilities. 


b.  Building Fire Wardens will:




(1) Ensure personnel are instructed in what to do in case of a fire and that a sufficient number of NAVFAC 3/11320/9 (4-67) (Fire Bills) are posted in prominent places.  (Copies may be obtained from the Support Department.)



(2) Prepare and post individual building Fire Bills on each deck of his/her buildings and assign individuals to man fire stations .  [See inside front cover of Fire Bill, NAVFAC 3/11329/9 (4-67).]



(3) Ensure corrective action is initiated on all hazards noted on Fire Inspection and Action Report forms (6ND-GEN-11320-20) and forward the endorsement to the Fire Chief, together with the action or proposed action, prior to the date noted on the report.



(4) Conduct daily fire prevention inspections throughout the buildings and/or areas for which they are responsible and record results in Fire Warden's log.



(5) Notify the Fire Department of impairment of fire protection systems (sprinkler systems, hydrants, stand pipes, pumps, etc.).



(6) Check to make sure proper safeguards have been taken, permits obtained, when applicable, and notify proper authorities of all hazardous operations.



(7) Make sure all storage areas are properly identified and adequate "NO SMOKING" signs are prominently posted.



(8) Prepare and post building evacuation plans designating specific assignments of responsibility.  Include a plot drawing of the building, indicating doors, fire escapes, stairways, windows, etc., for use in evacuation in case of fire.  Post this plan adjacent to the building Fire Bill.  Enclosure (2) of reference (i) is an example of a Building Evacuation Plan.



(9) Designate an assembly area, well clear of assigned buildings, hydrants, fire lanes and streets.



(10) Plan for material evacuation by priority and for assigned personnel to make decisions as to when to evacuate priority material.



(11) Ensure a complete muster of all personnel after the building has been evacuated.



(12) Conduct fire evacuation drills at least quarterly, notifying the OOD and Fire Department in advance of a drill and submitting the required report to the Fire Chief.


c.  All Personnel.  Every person assigned to NAMTRAGRU shares an individual responsibility for strict


adherence to these regulations and all other applicable fire prevention directives.  The degree of success of our fire prevention and protection program outlined depends upon your everyday actions.  All personnel are enjoined to extend their fullest cooperation in implementing these regulations.
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DISASTER/DESTRUCTIVE STORM BILL


1.  Purpose.  To set forth the responsibilities and procedures to be followed if weather conditions threaten this area, per reference (j).

2.  Discussion.  In combating the effects of destructive weather conditions, NAMTRAGRU shall act under the direction of the Commanding Officer, NAS Memphis.

3.  Responsibility.  The Executive Officer is responsible for coordinating this Storm Bill.  He will keep the Commanding Officer advised of threatening weather conditions as appropriate.

4.  Conditions of Readiness.  Upon notification from the NAS Memphis OOD, the NAMTRAGRU OOD shall set the readiness conditions prescribed and notify all Department Heads when completed.

5.  Protection of Classified Information.  No one should ever risk injury or death by trying to safeguard


classified information during an emergency situation, however, if possible, when notified of impending destructive weather, return all classified materials to their respective safes.  Secure all safes until the condition abates.  
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