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NAS JACKSONVILLE INSTRUCTION 5510.29A
Subj:
INFORMATION AND PERSONNEL SECURITY PROGRAM

Ref:
(a)
OPNAVINST 5510.1H

1.
Purpose.  Per requirements in reference (a) and OPNAVNOTES 5510, the Commanding Officer has delegated to the Security Manager, Code OOT, the authority and responsibility to administer the Information and Personal Security Program for NAS Jacksonville.

2.
Cancellation.  NASJAXINST 5510.29

3.
Scope.  The provisions of this instruction apply to all military/civilian personnel.  Nothing herein shall be construed to nullify directives issued by a higher authority.  Inquiries for guidance and additional interpretation should be addressed to the Security Manager, Code OOT, Box 2.

4.
Training.  The training goal is to impress upon all personnel, the fundamental habits of security to the point that proper discretion is automatically exercised in the discharge of their duties and that the security of classified information becomes a natural element of every task.

5.
Action.  ALL NAS Jacksonville Department Head/Special Assistants and employees will become familiar with and adhere to the policies and procedures set forth in this instruction.

6.
Forms.  Information regarding procurement of forms used in this instruction will be contained at the end of each chapter.
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NASJAXINST 5510.29A


CHAPTER 1


PERSONNEL SECURITY

Ref:  (a) OPNAVINST 5510.1H

1.
General.  No person shall be appointed, accepted or retained in the Department of the Navy, or in the Navy as a civilian employee or as a member of the military force, granted access to classified information/material, or assigned to other sensitive duties that are subject to investigation under the provisions of reference (a) unless such appointment, acceptance, retention, clearance or assignment is clearly consistent with the interests of national security.

2.
Eligibility.  Eligibility for access to classified information and/or material, or assignment to other sensitive duties subject to investigation shall be based on a determination of the person's loyalty, reliability, and trustworthiness and governed by the provisions of reference (a) and this chapter.

3.
Security Criteria.  The personnel security determination required by reference (a) shall be an overall, common sense determination based on all available information.  In arriving at the determination, certain activities and associations, current or past, of varying degrees of seriousness, warrant appropriate investigation and careful consideration.

4.
Personnel Security Determination Authority.  Reference (a) delegates the Commanding Officer, NAS Jacksonville the authority to act on personnel security actions as follows:


a.
Review investigations and other relevant information on military/

civilian personnel under his jurisdiction to determine eligibility for access to classified information or assignment to sensitive duties.


b.
Grant personnel security clearances to military/civilian personnel who have been determined to be eligible by the Commander, Naval Security and Investigative Command (Department of the Navy, Central Adjudication Facility) (DON CAF) in accordance with reference (a).


c.
Suspend access to classified information/material when warranted.     


d.
Review investigations containing adverse information and other relevant information on military/civilian personnel and forward to DON CAF.    

5.
Personnel Security Investigations



a.
Types of Personnel Security Investigations.  (See paragraph 21-2 of reference (a).)  Personnel security investigations are inquiries into the activities of individuals, conducted for the purpose of making personnel security determinations and fall into one of the following categories:



(1)
National Agency Check (NAC).  A check of the files of various federal agencies.  The Initial NAC for an inductee or first-term enlistee is referred to as an Entrance NAC or ENTNAC, which differs from a NAC in that it does not include a technical fingerprint search by the FBI.  A NAC is required upon reentry of an officer or enlisted retiree who has had a break in active 

service greater than 24 months.                                                  (R



(2)
National Agency Check and Inquiry (NACI).  A check of the files of various federal agencies, conducted by the Office of Personnel Management (OPM) on civilian applicants or employees with written inquiries to law 
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enforcement agencies, former employers, supervisors, references, and school officials.  NACIs are conducted under the authority of Executive Order 10450 of 27 April 1953 and takes an average of 90 to 180 day to complete.



(3)
DOD National Agency Check Plus Written Inquiries (DNACI).  An investigation conducted by Defense Investigative Service (DIS) consisting of a NAC, credit bureau checks and written inquiries to current and former employers, covering a five year scope.

D)

A)

(4)
Single Scope Background Investigation (SSBI).  The SSBI is now the standard investigative prerequisite for access to Top Secret information, access to Sensitive Compartmented Information and civilian assignment to critical sensitive positions.  The SSBI requires 10 year background coverage and replaces the Background Investigation (BI) and the Special Background Investigation (SBI).



(5)
Periodic Reinvestigation (PR).  A periodic updating of an investigation when specifically required under certain programs.



(6)
Special Investigative Inquiry (SII).  An investigation, conducted by the Defense Investigative Service, to supplement a personnel security investigation that has been closed but subsequently found to be incomplete or that which requires additional inquiries and reevaluation of security determination.


b.
Investigative Requirements.  (Refer to chapters 21-3 and 21-4 of reference (a) for additional information.)



(1)
The appointment of enlistment of all personnel is subject to an investigation.



(2)
The investigations required are:




(a)
ENTNACs on all enlisted personnel, including reserves, when initially entering the Navy.

R)


(b) NACs on all commissioned officers, Warrant Officers, including Midshipman and Reserve Officer Training Corps Candidates, before appointment.

R)


(c) NACIs  on all civilians to be submitted no more than three 

workdays after appointment to nonsensitive positions; NACIs or SSBI on all civilians to be completed before appointment to noncritical or critical-sensitive positions.

6.
Investigation Requirement For Personnel Security Clearances required for access to classified information shall be based on the following investigative requirements (Chapter 21-5 of reference (a) provides additional guidance):

R)
a.
Top Secret.  The investigative basis for a final Top Secret clearance 

is a SSBI for military and civilian personnel.

R)
b.
Secret or Confidential.  The investigative basis for a final Secret or Confidential clearance is a NAC, ENTNAC or NAC for the military and a NACI for civilians (except for summer hires who may be granted final clearance on the basis of a NAC).  However, a Non-Appropriated Fund (NAF) employee who requires access to classified information must have the appropriate investigation (SSBI, or NACI) and the initial NAC for appointment is not valid for a final clearance.
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7.
Designation of Position Sensitivity.  Per reference (a), paragraph 20-7 each civilian position in the DON shall be designated by the head of the employing activity as critical-sensitive, noncritical-sensitive or non-sensitive.  The criteria to be applied in designating a position as

sensitive are as follows:


a.
Critical-sensitive (CS):



(1)
Access to Top Secret information.



(2)
Involved in development or approval of plans, policies, or programs that affect the overall operations of the Department of the Navy.



(3)
Involved in development or approval of war plans, plans or particulars of future major or special operations of war, or critical and extremely important items of war.



(4)
Involved in investigative and certain investigative support duties, the issuance of personnel security clearances or access authorizations or the making of personnel security determinations.



(5)
Assigned to fiduciary, public contact, or other duties demanding the highest degree of public trust.



(6)
Assigned to duties falling under Special Access Programs.



(7)
Assigned to category I Automated Data Program positions.



(8)
Any other position so designated by the Secretary of the Navy (SECNAV) or designees (Commanding Officer).


b.
Noncritical-sensitive (NC/S).



(1) Access to Secret or Confidential information.



(2)
Assignment to security police/provost marshall type duties involving the enforcement of law and security duties and involving the protection and safeguarding of DON personnel and property.



(3)
Assignment to duties involving education and orientation of DON personnel.



(4)
Assignment to duties involving the design, operation, and maintenance of intrusion detection systems deployed to safeguard DON personnel and property.



(5)
Assignment to Category II Automated Data Program positions.



(6)
Any other position so designated by SECNAV or designees (Commanding Officer).


c.
All other civilian positions in the DON are to be designated as non-sensitive (NS), including Category III ADP positions.

8.
Emergency Appointment.  (Refer to reference (a) paragraph 21-3).
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R)

a.
Critical-sensitive.  NAS Department Head/Special Assistants shall      request a preappointment SSBI by the Defense Investigative Service (DIS).  In an emergency, a critical-sensitive position may be occupied pending completion of the SSBI provided that the NAC portion of the SSBI, or other valid ENTNAC, NAC or NACI has been favorably completed and the Commanding Officer finds that delay in appointment would be harmful to the national security.  In order that use of the emergency provisions may be kept to an absolute minimum, departments should, if possible, anticipate the filling of a critical-sensitive position by initiating a request for the required SSBI at least 60 days in advance of the date that the appointment is desired.  The record of the emergency appointment shall include the following:



(1)
Organizational location of the position.



(2) Identifying data on the individual; i.e., full name, social security number, date and place of birth, position or job title.

 

(3)
Information to the effect that the exception is necessary because delay in appointment would be harmful to the national interest.

R)


(4)
The date the SSBI was requested, the date the last personnel      

security investigation was completed, and the agency that conducted the investigation (i.e., the NAC which formed the basis for the emergency appointment).



(5)
A statement that a check of locally available records was favorable.


b.
Noncritical-sensitive.  In an emergency, a noncritical-sensitive position may be occupied pending completion of the NACI provided that the NACI has been requested, a check of locally available records is favorable, and the Commanding Officer finds that a delay in appointment would be harmful to national security.  In order that the use of the emergency provisions may be kept to an absolute minimum, departments should, if possible, anticipate the filling of a noncritical-sensitive position by initiating a request for the required NACI at least 30 days in advance of the date the appointment is desired.  The record of the emergency appointment shall include the following:



(1)
Organizational location of the position.



(2)
Identifying data on the individual; i.e., full name, social security number, date and place of birth, position or job title.



(3)
Information to the effect that the exception is necessary because delay in appointment would be harmful to the national interest and the reason.  EXCEPTIONS: Summer hires and Non-Appropriated Fund (NAF) employees in positions of trust shall have a NAC investigation performed by DIS prior to appointment.  For temporary intermittent appointees, work/study, and cooperative education program employees, regular clearance investigative procedures and requirements apply.



(4)
The date that the required PSI was requested.



(5)
A statement that a check of locally available records was favorable.


c.
Nonsensitive.  A postappointment NACI by OPM is required and shall be requested by the activity head no more than three workdays after appointment.
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d.
The local records to be checked, as a condition for granting interim clearance, shall include available personnel, base/military police, medical, and security records.

9.
Access To Classified Information

a.
General


(1) The Department of Defense employs a security formula based on the simple principle of circulation control; i.e., control of access to classified information.  Knowledge or possession of classified information shall be permitted only to individuals whose official duties require access in the interest of promoting national security and only if they have been determined to be trustworthy.



(2)
The ultimate authority for granting a clearance for access to classified information rests with the Commanding Officer who is responsible for the security of the information and material in his command.  The Commanding Officer may grant access to classified information to an individual who has an official need to know, has a valid Security clearance and about whom there is no locally available disqualifying information.  (See Chapter 18 of reference (a) for access by various categories of visitors.)



(3)
No one has a right to have access to classified information solely because of rank, position or security clearance.  The final responsibility for determining whether a person's official duties require access to any element or item of classified information (the "need to know") and whether he or she has been granted the appropriate security clearance by proper authority, rest upon the individual who has the authorized possession, knowledge or control of the information involved and not upon the prospective recipient.


b.
Granting and Recording Access to Classified Information/Material.  The Security Manager has been delegated by the Commanding Officer to process and issue personnel security clearances for access to classified information/

material for NAS Jacksonville based on the requirements set forth by reference (a).  The following procedures will be used in processing personnel clearances and requests for access to classified information/material:



(1)
The Commanding Officer, Executive Officer, and the Security Manager will require Top Secret clearances to handle Top Secret material, grant security clearances, and/or make security determinations for the Command.



(2)
Department Head/Special Assistants shall sign and submit a Security Clearance Request (Exhibit 1A) for all personnel requiring security clearances for access to classified information/material to the Security Manager, Code OOT, Box 2.  The request will indicate whether the person requiring a clearance is in a designated "critical-sensitive" or "noncritical-sensitive position," before the request is approved/disapproved by the Security Manager.  Requests submitted for person(s) filling a nonsensitive position will be returned without action unless the person is moving into a noncritical or critical-sensitive position in accordance with reference (a).



(3)
The Security Manager shall, upon receipt of the Security Clearance Request, take the necessary action to effect the clearance and notify the departments when clearances have been completed.



(4)
When personnel (military or civilian who have a clearance) who       (R 

resign or employment is terminated from NAS Jacksonville, they shall report to the Security Manager for a security debriefing and for the execution of a Security Termination Statement.


1-5

NASJAXINST 5510.29A

R)

(5)
Interim clearance procedures have been established to expedite 

procedures for those supervisory personnel who are unable to wait the necessary three to six months it takes for the investigative process necessary to grant security clearances to their personnel.

D)    10.
Continuous Evaluation of Eligibility for Access to Classified Information. The individual's supervisor is responsible for informing the Security Manager on changes in clearance requirements, or any factor or condition which may affect the eligibility for a security clearance.


a.
Personnel security responsibilities do not cease once a clearance has been issued.  All Department Heads/Special Assistants and supervisory personnel are responsible for continuous evaluation of trustworthiness and eligibility for access to classified information of personnel previously cleared by channeling information for review in the light of security and job sensitivity to the Security Manager.


b.
Information which could reflect on an individual's trustworthiness include some of the following (for additional information see reference (a), Chapter 22):



(1)
Financial instability and/or irresponsibility.



(2) Alcohol and drug abuse.



(3) Mental or emotional instability.



(4) Unexplained affluence.



(5) Disaffection with the U.S. Navy or the United States.

    
(6) Unauthorized or unnecessary presence in working space where classified information is stored.


c.
All or any of the above could be a significant consideration in determining access or continued access and shall be reported to the Security Manager for evaluation in respect to the sensitivity of an individual's position.


d.
The purpose of continuous evaluation of eligibility for access to classified information is to remove potential risks before any damage is done not only because of the possibility of espionage, but because the protected status of classified information/material could be compromised.

11.
Administrative Withdrawal of Clearance

a.
The security clearance of an individual shall be administratively withdrawn when there is no need for access to classified information in connection with his/her official duties.  The determination of need shall be limited to consideration of the individual's  current need for a clearance.

R)

b.
When a security clearance is administratively withdrawn, 

official documents shall be annotated to show that the action was taken administratively and without prejudice to the individual.


c.
When a clearance is administratively withdrawn, the individual shall be debriefed in accordance with paragraph 3-12 of reference (a) and execute a Security Termination Statement (OPNAV 5511/14).
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12.
Unauthorized Absence

a.  When an individual (military or civilian) who has a clearance is on unauthorized absence, the Supervisor/Security Manager shall conduct an inquiry to determine if there are any indications that the individual's activities, behavior of associations may be contrary to the interest of national security.  Where there are such indications, all available information shall be reported  to the servicing Naval Investigative Service in accordance with reference (a).


b.
Department Heads/Special Assistants shall inform the Security Manager    (R

of all unauthorized absences by personnel under their cognizance who have a security clearance.

13.
Forms

a.
Security Clearance Request (NAS JAX 5510/23) may be obtained from the Security Manager, Building 1, Room 241.


b.  Security Termination Statement (OPNAV 55511/14) may be procured from     (R

the Naval Aviation Supply Office, Philadelphia, PA.
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Date               

Exhibit IA


SECURITY CLEARANCE REQUEST

MEMORANDUM

From:                            
To:    Security Manager, Code OOT

Subj:  SECURITY CLEARANCE REQUEST

Ref:   (a) NASJAXINST 5510.29A

1.  The individual listed below is assigned to this command in a noncritical sensitive (NC/S) or critical-sensitive (CS) position requiring a security clearance in accordance with reference (a), Chapter 1.

2.
In order to expedite proceedings, the following information is required IN FULL for Final/Interim Clearance.

                                                            -    -             NAME (Last, First, Middle, Other Surnames used)       Social Security Number

CODE    EXTENSION     POSITION TITLE    RATE/RANK/GRADE     PD#

DATE OF BIRTH (M/D/Y)                   PLACE OF BIRTH (CITY/STATE)

ACCESS REQUIRED - Check one:     CONFIDENTIAL      SECRET     TOP SECRET

REASON FOR ACCESS:                                                            
                                                                                 (D

3.
NOTE:  INTERIM CLEARANCE REQUEST:  The Department Head/Special Assistant     (R 

requests that an Interim Clearance be processed in accordance with reference (a), Chapter 1, Paragraph 9.

DEPARTMENT HEAD/SPECIAL ASSISTANT'S SIGNATURE  CODE          EXTENSION

==============================================================================

FOR SECURITY USE ONLY                                                         
           LOCAL RECORD CHECK                                                    (D

             DATE   INITIAL
1.  SECURITY               

2.  MEDICAL                

3.  PERSONNEL              

4.  DAPA                   

NASJAX 5510/23 (7-93)
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                    CHAPTER 2

                           INFORMATION SECURITY

Ref:
(a) OPNAVINST 5510.1H



(b)
NWP O



(c)
NASJAXINST 5511.4J                                                   (R



(d) NAS JAX Supplement to Navy Correspondence Manual



(e)
OPNAVINST 5239.1A



(f)
OPNAVINST C5510.93E

1.
Purpose. The purpose of this chapter is to define the responsibilities and procedures for the control of classified information under the cognizance of the Commanding Officer, NAS Jacksonville.  The procedures described apply to the control of classified information originated by (derivative classification only) or received for use by NAS Jacksonville.  Nothing in this instruction shall be construed to authorize the implementation of security matters contrary to the provisions of higher authority directives or statutes.  Questions involving interpretation of DOD, Navy Department, or NAS security policy shall be referred to the Security Manager who is responsible for controlling all aspects of information security.

2.
Scope.  The chapter defines the responsibilities of Naval Air Station Jacksonville employees and departments in effecting the Information Security Program relevant to the control and handling of classified material and sets forth standards for establishing and maintaining security over these categories of material as set forth by references (a) and (b).  These procedures do not apply to Classified Material accepted or held for storage or transshipment.  Refer to reference (c).  References (a) and (d) provide guidelines for using derivative classification.

3.
Support. The Director of Security, Naval Air Station, Jacksonville supports the Security Manager in protecting classified information/material and is responsible for coordinating physical security and law enforcement efforts. 

4.
Action.  All personnel having custody of, utilizing, or handing classified information/material will adhere to the procedures outlined herein.  Additionally, Department Heads/Special Assistants will ensure that this chapter is made a part of required reading for all personnel who have a clearance.

5.
Responsibilities

a.
Senior Watch Officer (SWO) and Command Duty Officer (CDO) shall:



(1) Contact individual(s) on Standard form 700 when notified of a classified security container found unsecured after normal duty hours.  Advise  individual that a physical inventory of container contents is required immediately and a report submitted to the Security Manager.



(2) Immediately secure classified container and/or assign an individual with the appropriate clearance to guard the container pending arrival of responsible custodian.

                                                                                 (D


b.  Security Manager.  The Security Manager will be appointed in writing by the Commanding Officer.  The primary functions are described in Chapter 2 of OPNAVINST 5510.1H.  All questions pertaining to security control of classified material will be referred to the Security Manager for explanation or arbitration.  In addition, the Security Manager will:
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R) 


(1) Maintain a list of personnel who have been granted a

security clearance.



(2) Conduct periodic security inspections of security containers, office spaces, and desks as deemed necessary in accordance with reference (a).

R)


(3) Supervise the audit of Secret and Top Secret material including 

Naval Warfare Publications.

R)


(4) Serve as the Top Secret Control Officer.



(5) Maintain a checklist of all classified security containers.



(6) Report on all Information Security Inspections conducted, discrepancies noted, and corrective action required.

D)


(7) Approve the use of security containers for the storage of 

classified material, designate level of classification authorized, and provide

the necessary instruction and training as required.



(8) Conduct inspections as frequently as deemed necessary.  Inspections shall include, but will not be limited to a thorough examination of all office space, to include desks, to determine whether classified material is left unattended, properly secured, container combinations improperly recorded, etc.  Security  containers shall be inspected on a random basis to determine if the containers are being properly used and do not contain valuable personal items, unrecorded Secret material, etc.  Inspections internally of security containers will be conducted during duty hours.



(9) Maintain liaison with Public Affairs Officer to ensure no  classified or technical data is released and proposed press releases which contain possible classified information are referred for security review to the Office of the Assistant Secretary of Defense before public release.  Refer to Chapters 2 and 12 of reference (a).


c.
NAS Department Heads/Special Assistants.  Responsibility for safeguarding classified material rests with the NAS Department Head/Special Assistant maintaining custody.  Specifically, they will:



(1)
Have the pertinent supervisor brief each new employee on security as part of the initial indoctrination.  The briefing should include, as a minimum, security tasks expected of the employee and the necessity for compliance with security instructions.  When an employee is granted a security clearance, ensure the pertinent supervisor briefings the employee on the procedures for safeguarding classified material within the working element and periodically conducts refresher briefings.

R)


(2)
Appoint custodians and subcustodians for each classified security 

container.  Standard Form 700 (Security Container Information) will be used and shall include assigned container number, individual's home address, and home phone number; submit the Standard Form 700 to the Security Manager, Code OOT.  If an employee refuses to provide his or her home address and home telephone number, that person cannot be a custodian of a security container.



(3) Require the frequent inspection of all classified material storage containers to ensure a current standard Form 700 is affixed to the inside of each container.
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(4)
Maintain an inventory of all Navel Warfare Publications.



(5)
Maintain an inventory of all Secret material and be prepared to audit at the request of the Security Manager.



(6)
Assign responsibility and daily security checks in office spaces at the close of each working day and assure Standard Form 702 (Security Container Check Sheet) and Standard Form 701 (Activity Security Checklist) have been properly annotated.



(7) Ensure safe combinations to security containers are changed at least annually, when custodians are reassigned, when an individual knowing the combination is transferred, or whenever the combination or record of combination has been compromised or if the security container has been discovered unlocked and unattended.



(8)
Ensure hand carried delivery of sealed safe combinations (using Standard Form 700) to the Security Manager for safekeeping.



(9) Ensure no container is used for the storage of classified information without the approval of the Security Manager, Code OOT.


   (10) Ensure all appointed custodians are familiar with the contents and

procedures outlined in reference (a) and this chapter.


   (11) Ensure all custodians provide adequate protection and accountability at all times by locking classified material in appropriate security containers whenever it is not in use.  Classified information shall not be removed from specifically designated office or working area except in case of compelling necessity.

   
   (12) Be responsible for any conference, lecture, or presentation by

their personnel where classified information is discussed or displayed and take action to preclude unauthorized access to such information.

       (13) Ensure that no container approved for the storage of classified

information is moved out of the immediate area without first notifying the Security Manager, Code OOT.


   (14) Whenever a security container is scheduled for turn-in, transfer,

or is no longer required for the storage of classified information, the NAS Department Head/Special Assistant shall ensure the following:




(a)
A complete inspection of the container has been made prior to releasing it.  The inspection shall entail the removal of all drawers to ensure that no paper remains in the container.




(b)
The container shall be labeled confirming that the container was inspected and is empty.




(c) Custodians shall inform the Security Manager of the disposition of the container.


   (15) Ensure personnel are aware that classified information is not

discussed over a nonsecure line.


d.
Departmental custodians


(1) Maintain an inventory record of all Secret material held in the department.
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(2) Maintain an inventory of all Naval Warfare Publications.

D)


(3) Department custodians shall review their classified control

procedures on an annual basis.



(4) Route all classified material within the department.



(5) Maintain a continuous system for receiving all Secret material while under departmental jurisdiction.



(6) Ensure the expeditious destruction of all classified material (including classified working papers, typewriter ribbons, copies, charts, etc.) when no longer needed.

R)


(7) Conduct an inventory of classified material for accounting

purposes upon relief and notify the Security Manager.



(8) Ensure no classified information is released to any individual unless the appropriate clearance and a "need to know" is verified.

R)


(9) Prepare Standard form 700, this form comes in three parts.




(a) Copy 1.  Complete and attach to the inside top drawer of the security container or at eye level on the inside of vault/strongroom door.




(b) Copy 2.  Submit to the Security Manager.




(c) Copy 2A.  Complete and enclose into Copy 2 (Security Container Information) and hand carry to the Security Manager by an individual listed on Copy 2.  The combination change and the delivery of the new combination must be accomplished by 1530 the same day.


   (10) When locking the container(s) the dial of combination locks shall

be rotated at least four complete turns in the same direction and a final check of each drawer will be made. 

     
(11) Ensure Standard Form 702 (Security Container Check Sheet) and

Standard Form 701 (Activity Checklist) has been signed off at the close of each working day by an assigned custodian or subcustodian stating a check of the area was conducted and all classified material is secured.

D)



(12) Maintain a sign in/sign out log for personnel performing

classified work or working in a storage area after normal working hours.



(13) Review OPNAVINST 5510.1H and strictly adhere to the custodial precautions outlined therein.


e.  Command Custodian will:

R)


(1)  Maintain a record of all Secret material.



(2)  Conduct a continuous review of classified material in order to determine destruction requirements in accordance with reference (a).



(3)  Maintain a list of current personnel security clearances.



(4)  Maintain a list of department custodians.

R)


(5)  Conduct an audit of Secret material as requested and upon

relief of the applicable custodian.
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(6)  Conduct an audit of all Naval Warfare Publications.




(7)  Accept, records, and serialize, all outgoing classified material

6.  Procedures

a.  Use of the Correspondence/Material Control Record (OPNAV 5216/10) for Secret/Confidential Material


(1) The "hard" copy will be maintained by the command custodian for record purposes.



(2) The original with signature(s) of receiving official(s) will be controlled and maintained by the command custodian.

        (3) The first and second copies may be attached to the document.


b. 
Intradepartmental Routing.  Intradepartmental routing will be accomplished by the department concerned.  The first copy of the OPNAV 5216/10 will serve as the route sheet and will not be removed from the material.  The second copy of the OPNAV 5216/10 will serve as a record and locator reference for the departmental custodian.  Classified documents shall be hand carried to the command custodian when no longer needed in the department.


c.  Audit.  Nas Department Heads/Special Assistants or custodians will       (R 

audit all Secret material and all Naval Warfare Publications when requested.  Reports of audits will be forwarded to the Security Manager.


d.  Destruction


(1) All departments that retain classified information, to include       (R 

classified messages, shall use a serialized bag available from SERVMART for destruction.  (See paragraph 6e(2) of this chapter for destruction by shredding).



(2) All Top Secret material will be destroyed by the Top Secret Control Officer in accordance with Chapter 17 of reference (a).



(3) All Secret documents (excluding secret messages) to include classified waste, will be destroyed by the command custodian, in accordance with the provisions of reference (a) and this chapter.



(4) All destruction records for classified material will be retained by the command custodian.



(5) Department custodians will hand carry Secret documents to be destroyed, to the command custodians.  Secret messages will be destroyed by department custodians in accordance with reference (a) and this chapter.



(6) Destruction of Top Secret and Secret material shall be witnessed by  (R  personnel who are cleared to the level of the material being destroyed (assignment to destruction detail will be rotated).



(7) The report of Destruction Form (OPNAV 5511/12) shall be prepared for Secret (excluding Secret messages) and Top Secret and retained for two years and signed by at least two witnessing officials.
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(8) OPNAV Form 5511/12 is not required for Confidential material;  However, the person or persons must be cleared to the level of the material being destroyed and assignment to destruction detail will be rotated.



(9) A record of destruction is not required for classified waste material or classified working papers or Secret Messages when destruction is witnessed by two officials.


e.
Methods of Destruction


(1) Emergency Plan  (see Chapter 3).

D)

R)


(2) Top Secret, Secret, and Confidential documents and publica-

tions may be destroyed by shredding using a strip shredding machine that reduces the material to shreds no greater than 1/32 inch in width or by using a cross-cut shredding machine that reduces the material to shreds no greater than 3/64 inch width by 1/2 inch long.  The residue may be handled as unclassified waste.  (Cross-cut shredders are the only shredders authorized for future procurement).


f.
Downgrading and Declassification.  NAS Department Heads/Special Assistants will conduct a periodic review of classified material for possible downgrading.  A report of the findings of the review will be forwarded to the Security Manager.  Downgrading and declassification will be in accordance with reference (a).


g.
Hand Carrying of Classified Material.  The removal of classified material from NAS Jacksonville shall be controlled closely to the extent that  such removal is an absolute necessity, and in the best interest of the mission of this Command and the Navy, and is in strict compliance with reference (a). Prior to recommending the removal of classified material from the Command by hand carrying, NAS Department Heads/Special Assistants and the Security Manager will determine that the removal is necessary in order to accomplish

their mission.  In reaching such a determination, the following conditions will be considered:



(1) Immediate availability of the classified material is necessary.



(2) The classified material is not available at the destination.



(3) Transmission by any means other than hand carrying is impractical and a delay would adversely affect the mission.



(4) The traveler has a security clearance commensurate with the level of classified material being carried.


h.
Procedures for Hand Carrying Classified Material Off the Station
R)


(1) Each person authorized to remove and hand carry classified

material while on official travel, must have a Courier Authorization Card (DD Form 2501) signed by the Security Manager authorizing him/her to carry classified material.  If travel is by commercial air, the courier must have a Courier Authorization Card and a letter with sufficient copies of the letter to provide a copy to each airline involved.



(2) Each individual, military or civilian, authorized to hand carry classified material shall attend a briefing conducted by the Security Manager and receive a copy of Classified Information Courier Responsibilities  
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(Exhibit 2A) which shall remain in the courier's possession for reference.


i.  Preparation of Classified Material for Travel Off the Station


(1) Classified material being hand carried outside the local area is required to be prepared in accordance with reference (a), Chapter 15-11.

Assistance in packaging and marking should be requested from the command custodian.



(2) For travel by commercial air, classified documents being hand carried shall have all metallic bindings (paper clips, fasteners, staples) removed prior to being packaged.  If the volume of documents make the envelope of a thickness that precludes physical inspection by flexing, etc., the material will be separated into individual envelopes.  All such envelopes containing classified material must be opaque, double-wrapped, sealed, and addressed in accordance with reference (a), Chapter 16-7.



(3) Packages and crates that will not fit under the seat of the aircraft cannot be considered and accepted as carry-on items and may not be carried.  Such items must be processed for  "Signature Security Services."



(4) The airlines should be advised in advance, by the courier, that a courier package will be aboard the specific flight.  The fact that the package's contents are classified should not be stated.  The advance notification should permit the individual carrying the classified to pass through the inspection points without any difficulty and also without the possibility of exposing the classified material that is being carried.


j.
NAS JAX Local Area Travel.  Reference (a) requires that "each individual shall take precautions to prevent access to classified information by unauthorized persons."  This requirement must be adhered to during transportation and the packaging must be sufficient to preclude access by unauthorized person.  Use of Standard Document Cover Sheets, for Confidential (Standard Form 705) and Secret (Standard Form 704) being hand carried, are sufficient for transporting documents from one office to another.  However  couriers must be constantly aware of their responsibility for the protection of such information.



(1) When movement requires transportation other than walking from one building to another, the document will be double wrapped (a briefcase may be considered the other wrapping) and prepared in accordance with reference (a), Chapter 16-2.



(2) Persons entrusted with classified material must understand that they are individually responsible for the protection and safeguarding of that material at all times, and that they must comply with the following custodial responsibilities:


k.  During Travel


(1) If an employee carrying classified material is requested to open or otherwise expose that material, he shall refuse and request to see the supervisor of the requesting official.  If there is no supervisor available, the procedures outlined on the Courier Designation Letter, Classified Information Courier Responsibilities (Exhibit 2A), shall be followed.
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(2) Persons entrusted with classified material must understand that they are individually responsible for the protection and safeguarding of that material at all times, and that they must comply with the following custodial responsibilities:




(a) Classified material must be retained at all times in the immediate possession of the courier.  When material must be stored it may be stored at a United States Government Activity or appropriately cleared contractor facility (CONUS Only).  Classified material shall not be left in such places as locked automobiles, hotel rooms, hotel safes, train compartments, private residences, public lockers, etc.




(b) Classified material shall not be read, studied, displayed, or used in any manner in public conveyances or places.




(c) When classified material is carried in a private, public, or government conveyance, it shall not be stored in any detachable storage compartment such as automobile trailers, luggage rack, aircraft travel pods, or drop tanks.




(d)
A list of all classified material carried or transmitted by individuals traveling will be forwarded to and maintained by the command cus-todian.




(e)
When travel is to be performed that requires hand carrying of classified material outside of the areas authorized, such travel must be performed using U.S. Government transportation.  Prior to departure, the traveler shall be given a special briefing by the Security Manager.




(f)
Secret material removed and subsequently transferred to the custody of another activity or agency shall be receipted for and the receipt(s) returned to the command custodian.




(g) Classified material being hand carried from another activity or agency, by a returning traveler shall be delivered immediately to the command custodian, in order that it may be entered into the Classified Docu-

ment Control System.


l.
Security Violations and Infractions.  Security breaches can be placed into two separate categories:



(1) Security violations are security breaches wherein major conse-

quences may result.  Incidents of classified material adrift and open or otherwise unsecured classified material containers are considered to fall within this category.



(2) A security infraction is a minor incident, such as an open win-

dow, an open door, or other incidents that can be identified readily as minor.


m.
Reporting.  Any person at NAS Jacksonville having knowledge of the compromise or subjection to compromise of classified material or other secu-

rity violation/infraction shall report the facts to his Department Head/

Special Assistant or the Security Manager.  The Department Head/Special Assis-tant will notify the Security Manager.  Failure to report security violations/infractions to one's supervisor immediately upon becoming aware of such, or any falsification, misstatement, or concealment of material fact relating to the security violation/infraction, will be considered just cause for disciplinary action which may range from reprimand to removal.
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7.
Investigation and Replies.  Upon receipt of a Security Violation/

Infraction Notice from the Security Manager, alleging that a security violation/infraction has occurred, the Department Head/Special Assistant shall initiate an inquiry to determine:  (a) if a security violation/infraction actually has occurred, (b) the responsible individual, (c) whether there has been a loss or possible compromise, (d) disciplinary action to be taken and (e) action contemplated to prevent recurrences.  The results of this investigation, including preventive action, will be reported to the Security Manager immediately.

8.
Unauthorized Absentees.  In accordance with reference (a), when an indi-

vidual who has had access to classified material is on unauthorized absence, or has applied for the drug exemption program, appropriate inquiry, depending on the length of absence and the degree of sensitivity of the classified information involved, shall be conducted to determine if there are any indica-tions that his activities, behavior, or associations may be inimical to the interests of national security.  Reports suspected to be within the spirit of this paragraph shall be made promptly to the Security Manager.

9.
Suicide or attempted Suicide.  When an individual who has had access to classified information commits suicide or attempts suicide, the responsible Department Head/Special Assistant shall immediately notify the Security Mana-ger and provide him with as much information as possible as to the extent of Classified information that was made available to the individual.  The Secu-

rity Manager shall take necessary action as required.

10.
General


a.
Classified containers will not be used to safeguard money or personal valuables.


b.
In accordance with reference (a), custodians will ensure that classified documents, when removed from storage for working purposes, are kept under constant surveillance and a standard document cover sheet is used.


c.
Possession of a clearance does not provide automatic access to classi-fied material.  Custodians at all levels will ensure themselves that persons within the command requesting access to classified material have a bona fide "need to know" and have the degree of appropriate security clearance granted by proper authority before releasing the material.  Any doubt as to clearance and/or "need to know" shall be directed to the Department Head/Special Assistant and/or the Security Manager prior to granting any access.


d.
All classified working material must be returned to the department custodian for safekeeping at the close of the day's business.


e.
Classified material will not be removed from the confines of the respective NAS JAX Departments without the approval of the Department Head/Special Assistant or Security Manager.


f.
Classified information shall not be discussed over nonsecure          (R

telephones.


g.
No extraneous material will be placed on top of classified security containers such as books, staplers, magazines, etc.

                                                                              (D


h.
"For Official Use Only"  (FOUO)


(1) Material marked "For Official Use Only" or "FOUO" is not classi-

fied, but requires a higher degree of protection than unclassified material.
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(2) "FOUO" material will not be left unattended on desks.  When not being used, it will be placed in an out-of-sight location.  Control of "FOUO" material is the responsibility of all personnel.



(3) The originator (signing official) or higher authority is respon-

sible for marking the designation and for making or ensuring the marking of any document or portion thereof which should be physically marked.

R)

j.
Destruction of Unclass Naval Messages.  Destruction of unclass

naval messages shall be accomplished by tearing into four pieces and shall be recycled on the station.

ll.
Safekeeping and Storage
D)

a.
Security Container Combinations.  Combinations to security containers

may be changed by any individual who has received some training in changing combinations.  If the individual changing the combination is not a custodian of the container, the individual shall not have knowledge of the combination.  He will release the lock for resetting by the custodian, instruct personnel how to set the new combination, lock the new combination in and standby while the custodian tests the operation of the new combination.  To test the combination lock, the container drawer must be in the OPEN position.



(1) Combinations will be changed under any of the following circumstances:




(a) When placed in use after procurement or when taken out of ser-vice.  When taken out of service, built-in combinations locks shall be reset to the standard combination 50-25-50.  Combination padlocks shall be reset to the standard combination 10-20-30.




(b)
Whenever a individual knowing the combination no longer requires access.




(c)
When the container has been compromised or the security container has been discovered unlocked and unattended.




(d) At least annually, unless more frequent change is dictated by the type of material stored therein.


b.
In selecting combination numbers, multiples of 5 and 10, simple ascending or descending arithmetic series, and personal data such as birth-

dates and serial numbers shall be avoided.  The same combination shall not be used for more than one container in any one component of the command.


c.
Numbering of Classified Containers


(1) Each container used for the storage of classified material will have a "Safe File Number" affixed.

R)


(2) Upon notification of acquisition of a new safe file container,

the Security Manager will maintain a record of the safe file number using Security Container Record Form (OPNAV 5510/21).


d.
Release of Combinations.  Combinations will be released by the Security Manager only to those persons listed on the Security Container Information (Standard Form 700) or in case of emergency, to the Department Head/Special Assistant, or the Command Duty Officer.  The  person to whom the combination is to be released must present valid identification; i.e., NAS Badge or military ID.
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e.
Procedures.  The requirements relative to the types of containers which may be used for the storage of classified material will vary from location to location depending upon supplemental controls in effect; i.e., alarm systems, roving patrols, controlled personnel movement and building construction.  Any questions regarding security containers and the level of material authorized to be stored therein shall be directed to the Security Manager.


f.
Forms.  In addition to the use of a "Safe File Number" on the security container, the following forms will be used:



(1) Standard Form 702 (Security Container Check Sheet).  This form       (R

shall be affixed to the outside of the container and shall be annotated each time the container is opened and/or closed.  The "Opened by" and "Closed By" columns are annotated by an appointed custodian each time the container is unlocked and locked.  The custodian who initials in the "Closed By" column for the last entry of the day cannot initial the "Checked By" column, if there is another available individual to initial.  However, the "Checked By" column shall be signed only at the end of the workday or at which time the container will no longer be entered into during the remainder of the day.  Weekends and holidays need not be marked unless work is performed.



(2)
Standard Form 701 (Activity Security Checklist.  This form shall be posted within the office space, generally by the door, to which the con-

tainer(s) is located.  This form shall be signed by a custodian at the end of a workday stating that items 1 through 5, listed on the form, have been checked.  



(3) Standard Form 700 (Security Container Information).  See paragraph 5d(9).

12.
Visitor Control

a.
Visitors.  All classified visit requests to the command shall be sent via the Security Manager.  No visitor, regardless of rank/grade, shall be granted access to any classified information/material without a need to know and verification of a clearance by the Security Manager.


b.
Visit Requests.  A Visit Request Form, OPNAV Form 5521/27 will be submitted in accordance with reference (a) for all visits outside the command which involve the release or possible release of classified information.  A

Naval message may also be used.


c.
The following information shall be completed by the requesting depart-ment on OPNAV Form 5521/27 or on a Naval message.



(1) Full name, rank/grade, title, position, social security number, and citizenship (alien registration number for immigrant alien) for the proposed visitor.



(2) Date, time, and duration of proposed visit.



(3) Name and address of the activity to be visited if other than the address of the visit request.



(4) Purpose of visit in detail, including estimated degree of access required.



(5) Individual's level of clearance.
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(6) Where appropriate, names of persons to be visited.


d.
All Classified Visit Requests shall contain the phrase "Reply only if negative" and "Request will be assumed approved unless otherwise advised."  In the case of a negative reply, the Security Manager shall notify the requestor.

13.
Reproduction.  The reproduction of all classified information will be in accordance with reference (a).


a.
Top Secret/Secret material will only be reproduced by the Security Manager.


b.
Confidential material will not be reproduced with out the approval of the Security Manager.

14.
Reproduction Equipment

a.
The equipment authorized by the command to be used in reproducing classified/material shall be specifically designated and posted.  The desig-

nation and posting shall include the level of classified material authorized to be reproduced.


b.
Appropriate warning notice prohibiting reproduction of classified material shall be posted on equipment authorized only for the reproduction of unclassified material.

15.
Marking

a.
File, Folder, or Group of Documents.  The highest classification of any information contained in any file, folder, or group of documents shall be conspicuously marked on the front and back of the file or folder when it is established and a Standard Form 702 used when it is removed from storage.


b.
Material for Training or Test Purposes.  Classified material used for training purposes shall be transmitted, stored, and otherwise safeguarded as  prescribed herein.  In using unclassified material for training purposes, the unclassified material shall be marked "(insert classification) for training, otherwise unclassified."


c.
Miscellaneous Material.  Material, such as rejects, typewriter ribbons, carbons, and similar items, developed in connection with the handling, processing, production and utilization of classified information, shall be handled in a manner that ensures adequate protection of the classified information.  These materials are destroyed as classified waste.

16.
Classified Meetings and Conferences

a.
General


(1) Meetings at which Top Secret or Secret information is to be disclosed must be held at a government installation or at cleared facilities of DOD contractors that can provide security.  If neither of these locations is available, the meeting may be held at another location provided advance written approval from Chief of Naval Operations (CNO-OP-O9N.)



(2)
Whenever the attendance of persons who are neither properly cleared members of the Executive Branch of the Government nor DOD contractor's 







2-12









NASJAXINST 5510.29A

employees with current access authorizations, such persons must be authorized to attend by the CNO-OP-O9N.



(3) Foreign nationals must be approved in writing by CNO-OP-O9N.

17.
Physical Security Requirements for Meetings and Conferences

a.
The meeting or conference room will not contain a telephone, unless the telephone is equipped with a manual disconnect system, and then only if the phone is physically disconnected.


b.
Public address systems will not be used unless absolutely necessary, and then only if totally self-contained (wires).


c.
Wireless microphones will not be used.


d.
A positive entry control system will be used to ensure positive inden-tification and verification of security clearance of all attendees, including "late-comers," and their return from breaks, lunch, etc.  For Secret and Top Secret, a complete list by name of all attendees will be provided to the Security Manager.  Controller may be from the sponsoring code.


e.
Positive actions will be taken to preclude eavesdropping at doors, windows and if walls are not of solid construction, in adjacent hallways.


f.
Other precautions as good judgment dictates.

18. Action.  Components of NAS Jacksonville who are requested to sponsor, host, or otherwise support meetings at which classified information will be disclosed shall advise the Security Manager, Code OOT, to ensure appropriate accommodation and adequate security measures are included in the planning of such meetings, and required higher authority clearances are obtained.  Notification should be made to Code OOT as soon as tentative or preliminary planning for subject meetings is started.

19. Security Education and Training

a.
The purpose is to implement a Security Education Program designed to ensure that all employees (military and civilian) are briefed on their responsibilities for the protection of classified information and to establish continuing security awareness.


b.
Action and Responsibilities


(1) The Security Manager will ensure that:




(a) Employees initially being granted a security clearance are 

briefed, and have read and signed NAS JAX Form 5510/22 (Certificate of 

Responsibility for Classified Information) (Exhibit 2B), and/or standard Form 312 Classified Information Nondisclosure Agreement.




(b) All employees who have been granted Confidential or higher       (D

access will receive an Annual Security Refresher Briefing.




(c) All employees who have a Secret clearance or above must receive, once every two years, a Counterespionage Briefing conducted by the Naval Investigative Service (NIS).
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(d) All employees authorized to hand carry classified information while on official travel receive a briefing conducted by the Security Manager prior to such travel.



(2) NAS Department Heads/Special Assistants will be responsible for briefing each employee on the procedures for safeguarding classified information/material within the working element and periodically conduct

refresher briefings.

20.
Automatic Data Processing (ADP) Security

a.
The ADP System Security Officer (ADPSSO) or the Office Information System Security Officer (OISSO) of the System on which classified information/

material is being processed is responsible to the Security Manager for the protection of classified information in accordance with reference (a),

Chapter 2.

R)

b.
In accordance with references (e) and (f), the Commander,

Naval Security and Investigative Command has waived the Instrumented Tempest Survey for the Administration Department, Word Processing, Code 110 and Weapons Departments, Code 500 to process Secret information on ADP equipment.  The ADPSSO or OISSO of each system must ensure that all Non-Tempest Security requirements (e.g., ADP accreditation, level one risk assessment, Physical security measures) are met.


c.
Control and safeguard classified APD storage media and output in a manner equivalent to the provide classified documents of a similar classifi-

cation.  Refer to reference (a), Chapters 9, 10, and 17 for guidance to account, control, mark, and destroy ADP material.

21. Forms

a.
Certificate of Responsibility for Classified Information (NASJAX Form 5510/22) may be obtained from the Security Manager, Building 1, room 241.


b.
Security Container Information (Standard Form 700)  may be procured through the Federal Supply Service.


c.
Activity Security Checklist (Standard Form 701) may be procured through the Federal Supply Service.


d.
Security Container Check Sheet (Standard Form 702) may be procured through the Federal Supply Service.


e.
Visit Request (OPNAV 5521/27) and Correspondence/Material Control Sheet (OPNAV 5216/10) may be procured through the Federal Supply Service.


f.
Secret Cover Sheet (Standard Form 704) and Confidential Cover Sheet

(Standard Form 705) may be procured through the Federal Supply Service.


g.
Classified Information Nondisclosure Agreement (Standard Form 312) may be obtained from the Security Manager, Building 1, Room 241.


h.
Courier Authorization Card (DD Form 2501) maybe obtained from the       (A 

Security manager, Building 1, Room 241.


i.
Security Container Records Form (OPNAV Form 5510/21) may be obtained    (A

from the Security Manager, Building 1, Room 241.
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EXHIBIT 2A


CLASSIFIED INFORMATION COURIER RESPONSIBILITIES

1.
Having been selected as a designated courier for Classified Information, read these instructions in the presence of the Security Manager and ask questions to clarify any matter you do not understand:


a.
You are entrusted with highly sensitive classified information.


b.
Keep it under constant control.


c.
Deliver only to properly identified, authorized individuals.


d.
Have in your possession a DOD picture Identification Card.               (R

2.
Prior to departure, you should:


a.
Receive a thorough briefing on your duties and responsibilities as a designated courier.


b.
Verify contents of the classified information for which you are taking custody.


c.
Have classified material signed over to you by the command custodian and secure the Correspondence/Material Control Record (OPNAV 5216/10) for later signature by the receiving official.

3.
In flight:


a.
The classified material shall not be read, studied, displayed, or used in any manner in public conveyances or places.


b.
Shall remain in the custody of or under continuous observation by the responsible courier at all times.

4.
If the plane is hijacked:


a.
Conduct yourself as any other passenger.


b.
Do not take any action which would draw any attention to the courier material or your status as a courier.


c.
If you are separated from the material, inform the nearest U.S. military installation or U.S. Department of State official as soon as possible.

5.
Upon landing:


a.
Release classified information to designated individual only upon verification of ID and security clearance.  Clearances can be verified by 

contacting the Command Security Office if prior verification has not been

established.


b.
The receiving custodian will sign the OPNAV Form 5216/10 and give you a copy.


c.
Classified shipments are not subject to examination by customs offi-

cials or other Federal, state, local, or foreign officials.
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d.
Classified material must be stored in an approved security container on a DOD installation if there is a need for an overnight stop.


DO NOT, UNDER ANY CIRCUMSTANCES, PERMIT THE MATERIAL TO BE EXAMINED
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EXHIBIT 2B


CERTIFICATE OF RESPONSIBILITY FOR CLASSIFIED INFORMATION

1.
I,                                      , certify that I will not reveal





(Print Name)

or disclose to any unauthorized person any information affecting the National

Defense, classified TOP SECRET, SECRET, or CONFIDENTIAL.  I will not disclose

such information to persons authorized to see TOP SECRET, SECRET, or CONFI-

DENTIAL matter unless they have a "Need to Know" in order to perform their assigned Department of Defense duties.

2.
I further certify that I will not, without authority, retain or take away from my place of employment (duty) any documents or government property con-

taining or incorporating information affecting the National Defense or other matter classified TOP SECRET, SECRET, OR CONFIDENTIAL in any manner whoso-

ever.

3.
I am aware that the statutes relating to espionage (U.S. CODE, Title 18 Section 793, 794, and 798) prescribe severe penalties for unlawfully divulg-

ing classified information.  I am aware that my failure to protect the security of information which affects the National Defense of the United States renders me subject to prosecution therefor.

4.
I will familiarize myself with OPNAVINST 5510.1H as needed, and will study any other pertinent security instructions applicable to the performance of my assigned duties.  I am aware that failure to properly safeguard classified

information could result in the withdrawal of my security clearance.

5.
I will make no attempt to gain access to classified information or matter above the category for which I am cleared or for which I have "No Need to Know."

6.
I will report any such attempt at unauthorized access to the NAS JAX Security Manager immediately.

7.
I will report any contact with person(s) who are or believed to be hostile to the U.S.

8.
I will report information which could reflect on the trustworthiness of and individual who has access to classified information.

9.
Upon signing this form I am certifying I have received a security brief at department level.

SIGNATURE                DATE         SIGNATURE OF WITNESS

MILITARY          CIVILIAN                                                  
                                      TITLE

DEPARTMENT                        
NASJAX 5510 (1-86)
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CHAPTER 3


EMERGENCY PLAN FOR CLASSIFIED MATERIAL

Ref:  (a) OPNAVINST 5510.1H


  (b) CMS1                                                                    (R

1.
Implementation.  The Emergency Plan shall be placed into effect by the Commanding Officer, Executive Officer, Command Duty Officer, Security Manager or, in their absence, the senior person present when an emergency arises.  The person initiating the Emergency Plan will decide if destruction of classified material is required.

2.
Action.  In accordance with references (a) and (b), if an emergency          (R

exists, such as unusually severe weather, fire, explosion, structural failure, complete loss of essential services or a similar situation occurs, any classified material which is not secured will be returned to its proper storage container.  If time does not permit proper stowage and evacuation is necessary, the person having custody of the material will retain possession until it can be returned to its proper storage container or delivered to a facility known to be secure.  However, do not put life at stake, in case of fire secure material as best as possible warranting conditions and evacuate area using nearest exit placing a perimeter guard and controlling access to the area will provide sufficient protection and reduce casually risk.

                                                                                 (D
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NASJAXINST 5510.29A


CHAPTER 4


POLICIES AND PROCEDURES GOVERNING THE USE OF SECURE TELEPHONE UNIT III


(STU-III) 

Ref:  (a) CMS 6 (STU-III COMSEC Material Management Manual)

      (b) STU-III Key Management Plan of Oct 89

1.
Purpose.  To promulgate policy, guidance and instructions concerning the use and security of the STU-III telephone at NAS Jacksonville.

2.
Background.  Due to the unique capabilities of the STU-III, specific handling and operating instructions are required.  The STU-III is the primary secure voice and data communications instrument for the office environment.  The STU-III was procured and distributed for the protection of sensitive and classified information with the objective of ready access to the intended users.  The STU-III provides low-cost, reliability, high quality, user-friendly, secure voice, and data service at all levels of classification to the Government and U.S. private user communities.  The telephones serve both as standard telephone and secure communications terminals.  In addition to securing voice calls, the STU-III may be used to secure data traffic (i.e., 

facsimile or computer).  The telephones operate over existing U.S. commercial,

DSN, and overseas telephone networks.  References (a) and (b) provide guidance

for ordering, handling, and security of the STU-III telephones and keying material.

3.
Definitions

a.
Command Authority.  This is the individual responsible for the appointment of User Representatives for a department, agency, or organization.  NAS Jacksonville command authority is CINCLANTFLT.


b.
User Representative (STU-III COMSEC Custodian).  An individual who operates as the agent of the Command Authority and is authorized to order key material for a particular department or organization.  The Security Manager,

Code OOT, is the user representative for NAS Jacksonville.


c.
Key Management Center (KMC).  The KMC provides STU-III key material as requested by the User Representatives and maintains a data base of all keying material on charge to COMSEC/STU-III COMSEC accounts.  The key material is provided in the form of a fill device known as a Key Storage Device (KSD) 64 as defined in subparagraph e.


d.
Crypto Ignition Key (CIK).  A storage device which contains information used to electronically lock and unlock a STU-III's secure mode.  The secure mode is usable when the CIK is inserted and turned, and is disabled when it is removed.


e.
Key Storage Drive (KSD).  The name is given to the physical device which can be used as a fill device and also as a CIK for STU-III telephone.  It is a small device shaped like a physical key and contains passive memory.  When it is used to initially key a STU-III, it is termed a fill device; when it is used to access the STU-III for a secure call, it is termed a CIK.


f.
Master CIK.  The first CIK created for a terminal.  The master CIK allows the holder to create seven additional CIKs if required.


g.
Authentication information.  The information which identifies a STU-III key ordered and is embedded as part of the key.  Each terminal's 
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authentication information is displayed on the distant telephone during a secure call.  Authentication information includes:



(1) Classification Level:  The highest classification level authorized by the key for an individual STU-III.  During a secure call, the clearance level displayed on each terminal is the highest level common to both terminals and is the authorized level for the call.



(2) Authorization for access to sensitive compartmented information (i.e., SI/TK); Compartments are displayed only when they are common to both terminals.



(3) Identification of the using organization (e.g., NAS Jacksonville, AIMD).



(4) Expiration date of the terminal's key.


h.
Keyed Terminal.  A terminal which is keyed with a valid key.


i.
Unkeyed Terminal.  A terminal which contains no key.

4.
Physical Security

a.
Keyed Terminal.  When the terminal is keyed with CIK inserted it must be afforded protection commensurate with the classification of the key it contains.  When personnel in the area are not cleared to the level of the keyed terminal, it must be under the operational control and within view of at least one appropriately cleared, authorized person.


b.
CIK Management.  When authorized personnel are not present, or

when offices are vacated upon completion of working hours, the CIK must be removed from the terminal and properly protected.  The CIK may be locked in an appropriate container or kept in the possession of the authorized user(s).  The STU-III must be afforded the same protection as any other high value item, e.g., a personal computer.  CIKs kept in the personal possession of authorized users should be treated as valuable personal property.  The loss of a CIK must be reported immediately to the STU-III Custodian.  Master CIKs are only created by the COMSEC Custodian who will retain and store the Master CIK to preclude unauthorized creation of CIKs.  All CIKs are locally accountable to the Custodian.


c.
Transportation.  If it becomes necessary to transport a keyed STU-III from one location to another, the CIK must not be left inserted in the STU-III or in the container the telephone is transported in.

5.
User Responsibilities

a.
Users must pay close attention to the authentication displayed on the terminal during each secure call.  When two terminals communicate in the secure mode, each terminal automatically displays the authentication information of the distant terminal.  The information displayed indicates the approved classification level for the call; however, the user must use judgment in determining need-to-know when communicating classified information.


b.
The crypto period for a STU-III terminal is one year.  The expiration date of a user's key is embedded in the authentication information and may be 
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viewed by following the instructions furnished in the STU-III User's Manual.  It is the user's responsibility to call the Key Management Center within two months of the key's expiration date (or when instructed) to obtain a key update.  This is done electronically by making a secure telephone call to

9-1-800-635-6301.


c. 
When operationally required, authorized personnel may permit others not normally authorized (e.g., persons whose clearance does not meet the level indicated on the display and foreign nationals) to use the keyed terminal under the following conditions:  The call should be placed by an authorized person (foreign national's use should be in the continuous presence of an authorized person) and after reaching the called party, the caller should identify the party on whose behalf the call is being made indicating their level of clearance.


d.
When the following conditions exist, they must be reported to the STU-III COMSEC Custodian and classified information must not be discussed or transmitted:



(1) If there is a question as to the validity of the authentication information in the display, even though voice recognition may be possible, caution must be taken when discussing official matters.  Authentication information should be representative of the organization in which the distant terminal is located.



(2) When the display indicates that the distant terminal's key has expired.



(3) The display indicates that the distant terminal contains compromised key.



(4) If the display fails.


e.
Prior to connecting a STU-III to a Data Terminal Equipment (DTE), obtain permission from the Automated Data Processing (ADP) Security Officer.

6.
Initial Installation and Keying.  The STU-III Custodian will initially install and key STU-III's.  Rekeying will be completed per paragraph 5b.

7.
Maintenance.  If a unit should fail, consult the troubleshooting guide in the User's Manual which is provided with the STU-III.  If the problem persists, call the manufacturer's service representative (phone numbers are in the User's Manual), and describe the problem to the service representative.  He/she may be able to assist in correcting the malfunction by prompting you to conduct certain tests.  If the problem cannot be cleared, the STU-III will need to be sent to the manufacturer for repair.  If the STU-III must be returned for repair, contact the STU-III COMSEC Custodian.

8.
Action.  All NAS Jacksonville users authorized to sign for terminals and keys shall familiarize themselves with this instruction, sign and date Exhibit 4A and return to the STU-III COMSEC Custodian.  All tenant commands who are a user command to NAS Jacksonville STU-III COMSEC account should sign and date Exhibits 4A and 4B and return to the STU-III COMSEC custodian.  All users of STU-III terminals shall familiarize themselves with this instruction prior to using a STU-III.  

9.  Forms 


a.  STU-III COMSEC Material Responsibility Acknowledgement Form, (NASJAX 5510/24) may be obtained from the Security Manager, Building 1,

Room 214.
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b.  Letter of Agreement, Appointment, and Authorization to draw STU-III material as a user command (NASJAX 5510/25) maybe obtained from the Security Manager, Building One, Room 241.
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EXHIBIT 4A


STU-III COMSEC MATERIAL RESPONSIBILITY ACKNOWLEDGEMENT

From:

To:
 
STU-III COMSEC Custodian

Subj:
STU-III COMSEC MATERIAL RESPONSIBILITY ACKNOWLEDGEMENT

Ref:
(a) NASJAXINST 5510.29A, Chapter 4

1.
I hereby acknowledge that I have read and understand reference (a).

2.
I assume full responsibility for the proper handling of storage, inventory, accounting, and disposition of the STU-III COMSEC material held in my custody and/or used by me or those under my supervision.

3.
I have received a copy of reference (a) from the Custodian.  If at any time I am in doubt as to the proper handling of the STU-III COMSEC material of which I am responsible, I will immediately contact the Custodian.

4.
Before departing on extended leave, TAD, and upon my detachment, I will check out with the STU-III COMSEC Custodian.







SIGNATURE:                           






DATE:                                
NASJAX 5510/24 (7-93)
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EXHIBIT 4B









     Date:


(COMMAND LETTER HEAD)

From:                                                                       

(User Command)

To:    Commanding Officer, Naval Air Station, Jacksonville

Subj:  LETTER OF AGREEMENT, APPOINTMENT AND AUTHORIZATION TO DRAW STU-III 
   
         MATERIAL AS A USER COMMAND

Ref:   (a) NASJAXINST 5510.29A

1.
As a User Command of SCA account 2P0038, the originator agrees to abide by the provisions as set forth in reference (a), Chapter 4.

2.
The following personnel are appointed as User Custodian and Alternate Custodians for this command and are authorized to receive and courier STU-III Material within the authorized holdings of the command.



Custodian (Rank/Rate)
          (SSN)           (Clearance)


a.                                                                      

b.
                                                                    

c.                                                                      

d.
                                                                    






(COMMANDING OFFICERS SIGNATURE)

NASJAX 5510/25 (7-93)
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