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NAMTRAU LEMOORE INSTRUCTION 5239.1C





Subj:	AUTOMATED INFORMATION SYSTEM (AIS) SECURITY PROGRAM





Ref:	(a) SECNAVINST 5239.3


		(b) OPNAVINST 5239.1B


		(c) NAMTRAGRUINST 5239.1E 





1.  Purpose.  This instruction is promulgated to meet policy requirements and assign responsibilities of references (a) through (c) in establishing an Automated Information Systems (AIS) Security Program at NAMTRAU Lemoore. 





2.	Cancellation.  NAMTRAGRUDETLEMINST 5239.1B.  





3.  Objective.  This instruction will ensure the confidentiality, integrity, and availability of information and data contained in NAMTRAU Lemoore AIS, in order to meet mission requirements.  This objective will be accomplished by adequately protecting the AIS from accidental or intentional disclosure of sensitive information, destruction or modification of the Unit’s data, or denial of service (DOS) to the data contained in each AIS.





4.  Scope  





    a.  This instruction applies to all AIS sponsored, owned, or operated by or on behalf of NAMTRAGRU and NAMTRAU Lemoore. 





    b.  The physical security and virus protection responsibility for any AIS owned or provided by other sources and used by NAMTRAU Lemoore shall be assumed by the Unit and come under the purview of this instruction.





    c.  Policy.  It is the policy of this Unit to operate only accredited Automated Information Systems.  If an AIS is not accredited, it will function under a written Interim Authority to Operate (IATO) to be issued by the Designated Approving Authority (DAA).  Unless assumed by higher authority, the Commanding Officer of NAMTRAGRU is the DAA for all AIS owned and operated by or on behalf of this Unit.  The security mode of operation is sensitive unclassified.  Classified data is not to be processed on AIS equipment.  Unit personnel are directed to follow the guidelines established in this instruction and the policies and guidance delineated in references (a) through (c). 





5.  Responsibilities





    a.  Information System Security Officer (ISSO):  Commanding Officer, NAMTRAU Lemoore shall appoint, in writing, the Unit’s 
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Information System Security Officer (ISSO) and Network Security Officer (NSO).  The Commanding Officer of NAMTRAGRU and Group Information System Security Manager (ISSM) shall be notified of the appointments.  The Unit ISSO shall coordinate with the Group’s ISSM for the implementation of the Unit’s AIS Security Program and report to the ISSM on all matters concerning AIS Security.  In addition, the ISSO is responsible for the physical control and management of all hardware and software assets.


    


        (1) ISSOs have transfer responsibilities to ensure they identify a relief in sufficient time to provide an adequate pass down and review of current Accreditation Status with incoming ISSO. 





    b.  Network Security Officer (NSO):  A Network Security Officer will be appointed, in writing, by Commanding Officer, NAMTRAU Lemoore.  They are responsible for the security of the Local Area Network (LAN) and all anti-virus software updates.





    c.  Terminal Area Security Officers (TASO):  Terminal Area Security Officers shall be appointed, in writing, by Commanding Officer, NAMTRAU Lemoore to assist the ISSO with matters relating to AISs in their area of responsibility.  They will report directly to the ISSO.





    d.  Users:  Users are responsible for the security of microcomputer system(s) and the data entrusted to them.  Password protection is essential to good network security.  Any time a user feels his/her password has been compromised, contact the NSO or ISSO for a password change.  All AIS users shall attend annual AIS Security training provided by the Unit AIS Staff.  Each user will be granted access only to the information which the user is entitled, and only the resources necessary to perform assigned functions.  All security violations or incidents will be reported to the ISSO or NSO immediately.





6.  Guidance





    a.  Access Warning:  All NAMTRAGRU computers are required to display a CNO approved warning banner.  The banner should be displayed at first point in the boot-up sequence for stand-alone computers and first point in the login process for networked computers.  





    b.  E-mail:  NAMTRAGRU is making every effort to provide their personnel with the best technology available to conduct official business via electronic media.  In order to accomplish a responsive paperless office environment within NAMTRAGRU and their Detachment/Units, the following policy, procedures, and standards governing the use of e-mail are established.  All e-mail data, including any that is stored on disk or printed as a document is subject to audit or review and is the property of the United States Government.
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         (1) Email will be used, where possible, to route and review correspondences.  Standard email package for NAMTRAGRU is Microsoft Exchange/Outlook.  Non-standard email packages will not be supported. 





         (2) Under no circumstances will sensitive unclassified or classified data be transmitted via an Internet Service Provider (ISP) such as AOL, CompuServe, or Net Zero.  All sensitive unclassified data transmitted electronically must use the CNET Enterprise Network via the command's official current email system.  The transmission of classified data via email is not authorized.





         (3) Users of email are responsible for the following:


		


             (a) When sending attachments, do not exceed a total file size of 2.5mb.  Files that exceed that size must be sent via File Transfer Protocol (FTP).





             (b) When addressing email, ensure proper military protocol is followed.  Personnel should be cognizant of all addresses that will receive correspondence via email.   Discussions that take place in informal correspondence will remain professional at all times.  





             (c) Under no circumstances will any email be sent that includes attachments that are pornographic, racist, political, religious, or contribute to email chain letters.   Individuals identified as using email for unofficial business consistent with these cited examples and other infractions will have their individual account revoked and may be charged under the Uniform Code of Military Justice (UCMJ) or receive other disciplinary action.





             (d) Include your rank, name, activity, and your POC phone number on all outgoing formal and informal emails.  With over 2,000 personnel in the CNET Global Address List, it is difficult to determine who the email author is, which Detachment/ Unit he or she belongs to, and how to contact them by phone if needed.





    c.  Hardware:  Any NAMTRAGRU AIS equipment or related device will be used for official government business and will not be used for personal or financial gain.





        (1) Per reference (a), AIS hardware or software, commercial or government owned, provided by a source external to NAMTRAGRU which will be used to interface with the command network, another command computer, or utilize any NAMTRAGRU owned 
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or provided software, must be reported to the ISSO by the user.  Additionally, any AIS asset that is sub-custodied to this Unit must be reported to the ISSO for tracking purposes only.  All computer systems from outside sources, such as NAVAIR, that will interface with this Unit's network or use Unit data files or software, will comply with this Unit's AIS Security guidelines and procedures.





        (2) Privately Owned Computer and Software Use:  To prevent this activity from becoming dependent on privately owned computer equipment to the extent their removal from the work place would be detrimental to the mission, the use of privately owned AIS hardware and/or software is restricted to a specific and temporary contingency at 90 day intervals not to exceed 180 days.  Permission will be formally granted if the uses of privately owned AIS resources are in the best interest of the Unit.  Requests will be addressed through the chain of command to the AIS Department and Commanding Officer.





    d.  Software:  Any NAMTRAGRU software package and its related databases are to be used for official NAMTRAGRU business or mission requirements and will not be used for personal or financial gain.  Unauthorized disclosure and use of phone and address databases is strictly prohibited.





        (1) Copying of government owned, leased, or commercially acquired software is prohibited.  Anyone who copies government, leased, or commercially acquired software outside copyright terms will assume any litigation burden, lawsuits resulting in fines, imprisonment and/or termination of employment, in addition to disciplinary action.





        (2) Individual copies of copyrighted software will be present on only one system at a time unless multiple use is permitted in lease/purchase agreement of site licensing.  Copyrighted software that has been copied for backup purposes only, per software license agreement, shall be maintained by the AIS Department.





        (3) The AIS Department is the only department authorized to move software from one system to another or to delete software from a system.  Should copyright software be moved, the license software must be deleted from the original system.





    e.  Supply/AIS Department Interface:  The Supply and AIS Department must ensure that all AIS assets received, shipped, or disposed of are done so in a manner consistent with AIS Security Policies.





        (1) The Supply Department will not process any requisitions for AIS equipment unless the AIS Department or the Commanding Officer provides an endorsement on the requisition.
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        (2) The Supply Department will notify the AIS Department upon receipt of any AIS assets.





        (3) The AIS Department will notify the Supply Department of receipt of AIS assets received from another source other than Supply.





        (4) All transfer or shipment of reportable AIS assets will be coordinated between Supply and the AIS Department.	











							R. B. CRISLER
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