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NAMTRAGRUDET LEMOORE INSTRUCTION 5530.1A

From:
Officer in Charge

Subj:
PHYSICAL SECURITY PLAN

Ref:
(a) OPNAVINST 5530.14


(b) NASLEMINST 5530.1A

Encl:
(1) Physical Security Procedures


(2) Threat Condition Measures


(3) Annexes A thru G

1.  Purpose.  To establish procedures to ensure the physical security of NAMTRAGRUDET Lemoore buildings, equipment and personnel.

2.  Cancellation. NAMTRAGRUDETLEMINST 5530.1

3.  Background.  The physical security of government property is a matter of paramount concern and the responsibility of all personnel.  Reference (a) establishes minimum standards required for safeguarding assets.  Reference (b) establishes physical security procedures for NAS Lemoore and tenant commands. 

4.  Action.  Reference (a) establishes a Physical Security Review Committee and Loss Prevention Subcommittee to advise and assist the Officer in Charge (OIC) in the development of policies, standards and procedures.  Reference (a) also outlines requirements to facilitate the effective administration of the Physical Security Program.  The committee(s) shall:

 a.  Maintain a membership as follows:



(1) Assistant Officer in Charge (AOIC) - Chairman



(2) Leading Chief Petty Officer (LCPO)



(3) Chief Petty Officer in Charge (CPOIC)



(4) Senior Watch Chief Petty Officer (SWCPO)



(5) Primary Security Custodian (PSC)



(6) Physical Security Chief Petty Officer (PSCPO)



(7) Communication Security (COMSEC) Custodian



(8) Information Systems Security Officer (ISSO)






  b.  Conduct a physical security survey annually.  The survey should take place during the first quarter of each calendar year.  The results of the survey shall be submitted to the OIC for consideration as part of an annual security review.  The annual security review shall survey physical security, classified material security, COMSEC, and information systems security.


 c.  The AOIC is assigned the collateral duty of Physical Security Officer (PSO) per reference (a).  A PSCPO shall be assigned to assist the PSO in his/her duties.

5.  Situational Procedures.  Duty personnel shall use the following procedures when faced with specified situations.


 a.  Key control procedures - refer to annex A.


 b.  Visitor controls procedures - refer to annex B.


 c.  Bomb threats - refer to annex C.


 d.  Civil Disturbance - refer to annex D.


 e.  Emergency situations involving dangerous weapons (sniper/barricaded captor-hostage) - refer to annex E.


 f.  Fire/explosion - refer to annex F.


 g.  Sabotage - refer to annex G.

6.  Training.  Training all hands on the subject of physical security and related procedures is imperative to ensure implementation of the program and their thorough understanding of procedures, duties and responsibilities. The following actions shall be taken:


 a.  Upon arrival at NAMTRAGRUDET Lemoore, incoming personnel will be given a physical security in brief by the PSO/PSCPO.  The brief will cover an introduction to physical security, operational security, communication security, and guidance concerning duties outlined in this instruction.


 b.  Physical security training shall be incorporated into the GMT training plan and conducted on a semi-annual basis for all watchstanders.

7.  General.  Different situations dictate the need for various states of readiness in order to ensure physical security.  Aboard NAS Lemoore, only the commanding officer, or in his/her absence, the next senior officer, will set security conditions.  NAS Lemoore will notify NAMTRAGRUDET Lemoore of security conditions via the most rapid means of communication.  The guidelines specified in the enclosures and annexes are established as minimum standards and do not prohibit or preclude the utilization of more rigid standards if needs arise.

8.  Actions Under Security Conditions.


 a.  Defense Readiness Condition (DEFCON): A Department of Defense (DOD) term imposed by CINPACFLT or higher authority, used to describe the military defense posture at the national level.  During DEFCON conditions NAMTRAGRUDET Lemoore shall take actions as directed by NAMTRAGRU, NAS Lemoore or higher authority.  Enclosure (1) provides details, definitions and general guidelines to be followed during each level of DEFCON.


b.  Terrorist Threat Condition (THREATCON): A formal level of anti-terrorist readiness, directed by the commanding officer of NAS Lemoore, or the next senior officer, to upgrade physical security readiness in order to deter a terrorist attack.  At NAS Lemoore, THREATCONS will be used to set alert conditions to effectively counter any situation, which could develop into a life or equipment-threatening situation.  The normal condition for detachment activities is based on the absence of any THREATCONS.  However, precautionary measures must be maintained due to possible activities of dissident elements.  Enclosure (1) provides details, definitions, and general guidelines to be followed during each level of THREATCON.  Key and visitor controls shall be strictly enforced as prescribed in annexes A and B.  The physical security of buildings and spaces shall be ensured using procedures in annexes C through G.  All personnel must be alert and report any suspicious or unusual activities.  When a THREATCON is set by NAS Lemoore, the following actions shall be taken:  



(1) Command Duty Officer/Assistant Command Duty Officer (CDO/ACDO).




 a.  During working hours: Immediately notify OIC, AOIC, LCPO, and CPOIC, take action as directed.




 b.  After working hours: Immediately notify the CDO, OIC, AOIC, LCPO and CPOIC, take action as directed.  Ensure security of buildings 730,738 and spaces therein.  Report discrepancies to the CDO and notify base security of any unusual circumstances.




 c.  At all times be prepared to recall personnel to increase building security and represent or assist the OIC in all matters.



(2) AOIC/PSO: Contact the OIC for instructions.  Take necessary steps to ensure adequate security measures are established to meet anticipated situations.  



(3) CPOIC/LCPO/PSCPO: Contact OIC/AOIC for instructions and take action as directed. 



(4) All Hands: Action must be taken to protect government property and personnel.  If intrusion into NAMTRAGRUDET buildings or spaces is imminent or has taken place, immediately notify base security.  Efforts must be made to prevent intrusion through passive means such as locking intruders out of the buildings.  NAMTRAGRUDET personnel must avoid physical force. Allow base security or the Crisis Response Force (CRF) to remove intruders.

9.  Changes:  The policies established herein are subject to change by the OIC or the PSO only.  Policy changes, which require immediate action, may be issued as temporary memorandums if the production of an ordered change or notice will cause undue delay in the establishment of policy. 







R. B. Crisler

Distribution:
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Lists I, II, III, IV 

SECURITY CONDITIONS AND MEASURES

1.  Definitions:


a.  DEFCON 5 and DEFCON 4: Non-emergency defense posture set by higher authority for normal day-to-day operations.


b.  DEFCON 3: A pre-emergency or precautionary defense posture, which calls for increased security measures and surveillance, when a threat by hostile action exists.


c.  DEFCON 2: An initial emergency defense posture, which imposes optimum security protection and increased vigilance in order to prevent damage by hostile action.

d.  DEFCON 1: The ultimate emergency defense posture, which calls for full emergency operations by armed forces to support required contingencies.  This DEFCON indicates: “war imminent or probable”.

e.  Disaster:  The term refers to any emergency situation or condition which cannot be controlled or neutralized by existing emergency forces, such as on-duty crash/fire, medical or security personnel.

f.  THREATCON ALPHA: This condition applies when there is a general threat of possible terrorist activity against installations and personnel, the nature and extent of which are unpredictable.  Selected measures from THREATCON BRAVO will be implemented as a result of intelligence received or as a deterrent.


g.  THREATCON BRAVO: This condition applies when an increased and more predictable threat of terrorist activity exists.


h.  THREATCON CHARLIE: This condition applies when an incident occurs or when intelligence is received indicating that some form of terrorist action against installations and personnel is imminent.


i.  THREATCON DELTA: This condition applies when a terrorist attack has occurred or when intelligence is received indicating a terrorist action is likely.

2.  Graduated Security Measures: Graduated security measures consistent with each DEFCON and THREATCON, which may be set, are listed below.  An X in the column headed “THREATCON/DEFCON ACTION” means action is required when directed by the commanding officer, NAS Lemoore.  A “number” in the column indicates the required measure/action is mandatory.  A cross-reference chart for “numbers”, enclosure (2), lists graduated security measures in more detail. A blank space indicates no action required.

THREATCON




 NONE
 A
 B
 C
 D



DEFCON




 5
 4
 3
 2
 1



  ACTION




A. Duty Officer is command representative


X
X
X
X
X


B. Review emergency actions and security

instructions











X
7
12
12
12

C. Report all unusual activities





X
X
X
X
X


D. Alert Mil/Civ/Depn to suspect strangers/

containers/vehicles, etc. and brief overall

situation













1
19
19
19


E. Key personnel on 30 minute alert





2
11



F. Secure buildings, rooms, and storage

areas not in regular use








3
3
3
3


G. Limit access points as practicable




5
5
5
5


H. Randomly apply Bravo 14, 15, 17, 18 measures

in rotation













6





I. Review previous measures and re-brief



7
10
30
40

J. Establish clear zone within 25 meters of 

buildings














13
13
13

K. Secure and regularly inspect buildings, rooms

and storage areas not regularly used





14
14
14

L. At start, end, and randomly during shifts, 

inspect interior and exterior of buildings for 

suspicious packages











15
15
15

M. Check for letter/parcel bombs







16
16
16

THREATCON




       NONE
 A
 B
 C
 D



DEFCON




 5
 4
 3
 2
 1



  ACTION




N. Check all deliveries to messes, clubs, homes, etc
17
17
17

O. Search all unit visitors and belongings



21
21
21

P. Random patrols to search vehicles, people 

and buildings













22
22
22

Q. Protect off-base military personnel, and 

transports; lock parked vehicles and check

before use














23
23
23

R. Activate ASF/CRF, brief on use of deadly 

force
















25
25
25


S. Increase alertness of personnel working in

vital areas














X
X
X

T. Augment normal watch personnel as appropriate

to upgrade surveillance patrol tempo






X
36
36

U. Increase unit areas surveillance






X
X
X

V. Secure liberty, implement full recall





31
31

W. Centralize parking away from building





34
34

X. Protect all vulnerable points








37
37

Y. Secure vital area perimeters and control

points
















Z. Positively ID all persons in assigned spaces 

and areas, rejecting those without official

business
















X
X

AA. Augment armed guards











41

BB. Increase checks of vital buildings and

parking lots















47

NOTE: 


Emergency Services Team (EST). A component of NASL Security Detachment.

NOTE cont.:


Auxiliary Security Force (ASF).  A combined unit of NAS and tenant assets.


Crisis Response Force (CRF).  An all inclusive term denoting the combined units of Security, EST ASF, CBU-406, and other units directed by the installation commander to augment installation security.

THREAT CONDITION MEASURES
THREATCON ALPHA 

MEASURE 1.  At regular intervals, remind all personnel to be suspicious and inquisitive about strangers, particularly those carrying suitcases or other containers; alert for unidentified vehicles on, or in the vicinity of, US installations; and alert for abandoned parcels or suitcases or any unusual activity.

MEASURE 2.  Keep available at all times the Physical Security Officer, or other appointed personnel, who have access to plans for evacuating buildings and areas in use and for sealing off areas where an explosion or attack has occurred.  Keep on call key personnel who may be needed to implement security plans.

MEASURE 3.  Secure buildings, rooms, and storage areas not in regular use.

MEASURE 4.  Increase security spot checks of persons entering buildings 730 and 738.

MEASURE 5.  Limit access points for vehicles and personnel commensurate with a reasonable flow of traffic.

MEASURE 6.  As a deterrent, apply one of the following measures from THREATCON BRAVO individually and randomly.


a.  Secure and regularly inspect all buildings, rooms, and storage areas not in regular use.


b.  At beginning and end of each workday and at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious activity or packages.


c.  Check all deliveries.  (advise dependents to check all home deliveries.)


d.  As far as resources allow, increase surveillance of domestic accommodations, and other soft targets to improve deterrence and defense and to build confidence among staff and dependents.

MEASURE 7.  Review all plans, orders, personnel details, and logistic requirements related to the introduction of the next higher THREATCON.

MEASURE 8.  review and implement as appropriate, security measures for high-risk personnel.

MEASURE 9.  SPARE.

THREATCON BRAVO
MEASURE 10.  Repeat measure 1 and warn personnel of any other form of attack to be used by terrorists.

MEASURE 11.  Keep all personnel involved in implementing anti-terrorist contingency plans on call.

MEASURE 12.  Check plans for implementation of the measures in the next THREATCON.

MEASURE 13.  Where possible, cars, and such objects as crates, trash containers, etc. are to be moved at least 25 meters from buildings, particularly those buildings of a sensitive or prestigious nature.  Consider the application of centralized parking.

MEASURE 14.  Secure and regularly inspect all buildings, rooms, and storage areas not in regular use.  

MEASURE 15.  At the beginning and end of each workday and at regular intervals, inspect the interior and exterior of buildings in regular use for suspicious packages. 

MEASURE 16.  Examine all mail for letter or parcel bombs. 

MEASURE 17.  Check all deliveries.

MEASURE 18.  As far as resources allow, increase surveillance of domestic accommodations, to build confidence among staff and dependents.  

MEASURE 19.  Make staff and dependents aware of the general situation in order to stop rumors and prevent unnecessary alarm.

MEASURE 20.  At an early stage, inform members of local security committees of any action being taken and why.

MEASURE 21.  Restrict/Control entrances to buildings 730 & 738 and establish a visitor control station at each entrance.

MEASURE 22.  Upon entry of visitors to the unit, physically inspect them and a percentage of their suitcases, parcels, and other containers.

MEASURE 23.  Wherever possible, operate random patrols to check vehicles, people, and buildings.

MEASURE 24.  Protect off-base military personnel and military transport in accordance with prepared plans.  Remind drivers to lock vehicles and to institute a positive system of checking before entering a vehicle.

MEASURE 25.  Implement additional security measures for high-risk personnel, as appropriate. 

MEASURE 26.  Brief personnel who may augment guard force on use of deadly force. 

MEASURE 27.  Providing increased security surveillance of critical communication facilities/assets, etc.

MEASURE 28.  SPARE.

MEASURE 29.  SPARE.

THREATCON CHARLIE

MEASURE 30.  Continue all Bravo THREATCON measures or introduce those outstanding.

MEASURE 31.  Keep available at their places of duty all personnel who are responsible for implementing anti-terrorist plans.

MEASURE 32.  Limit access points to absolute minimum.

MEASURE 33.  Strictly enforce control of entry and increase searches of vehicles.

MEASURE 34.  Enforce centralized parking of vehicles away from sensitive buildings.

MEASURE 35.  Issue weapons to guards.  (As directed by NAS Lemoore and include specific orders on issue of ammunition.)

MEASURE 36.  Introduce increased patrolling of the installation.

MEASURE 37.  Protect all designated vulnerable points including critical utilities or junctions.

MEASURE 38.  Erect barriers and obstacles to control traffic flow.

MEASURE 39.  SPARE.

THREATCON DELTA

MEASURE 40.  Continue or introduce all measures listed for THREATCON BRAVO and CHARLIE.

MEASURE 41.  Call up Auxiliary Security Force.  Augment guards as necessary.

MEASURE 42.  Identify all vehicles already on the installation within operational or mission support areas.  

MEASURE 43.  Search all vehicles entering the complex or installation as well as vehicle's contents.

MEASURE 44.  Control all access and implement positive identification of all personnel.

MEASURE 45.  Search all suitcases, briefcases, packages, etc. brought into the complex or installation.

MEASURE 46.  Take measures to control access to all areas.

MEASURE 47.  Make frequent checks of the exterior of concerned buildings and of parking areas.

MEASURE 48.  Minimize all administrative journeys and visits.

MEASURE 49.  Consult local authorities about closing roads and facilities that might make sites vulnerable to terrorist attacks.

ANNEX A
KEY CONTROL PROCEDURES

1.  Areas of security responsibility.  The control procedures identified in this Annex apply to the following areas:


 a. Building 730:



(1) Wing 0, south of the Security Doors adjacent to room 014.



(2) Wings 4, 5, 6, and 7.


 b. All of building 738.

2.  Work space security policy.  All spaces shall be locked when not in use. All classrooms shall be secured when an instructor is not present.  

3.  Keys.  All keys within the detachments shall be controlled at two central control points in building 730 and 738.


 a.  All keys for building 730 shall be maintained in a central key locker in the duty office (room 012, bldg. 730) and controlled by the CDO/ACDO during working and non-working hours.


 b.  All keys for building 738 shall be maintained in a central key locker in the administration outer offices.

4.  Building 738 Access Procedures

 a.  Normal work days.


 (1) On normal working days, the building 738 coffee mess watch shall report to the ASDO in building 730 and check out the building 738 access keys.



 (2) The security watch shall make a logbook entry noting the change of key custody.



 (3) The building 738 coffee mess watch shall open building 738 and maintain management of building 738 keys until an administration personnel arrives.



 (4) At the close of business, the Admin clerk shall inventory all building 738 keys, secure the key locker and building perimeter and give keys to the senior night shift instructor.  

(5) Upon completion of night shift classes the senior instructor shall ensure building 738 is secured and deliver keys to building 730 security watch.


b.  Non-working hours, holidays and weekends. Staff members requiring access to building 738 will use the following procedures:



 (1) The individual desiring access shall report to the security watch and state the need for access to building 738.



 (2) If justified, the security watch shall make a logbook entry noting building 738 will be opened, secure the duty office, escort the individual to building 738 and open the building.



 (3) Once inside, the security watch shall access the key locker and issue on those keys absolutely needed to complete the individual's work.  The security watch shall not allow the individual access to all keys.



 (4) After properly logging out the needed keys, the security watch shall ensure the lock bars to the front door are in the lock position and return to the duty office.



 (5) Once business is complete, notify the duty office security watch.  The security watch will return to building 738, log in/return the issued keys, secure building 738, return to the duty office, and annotate building 738 is secured.

5.  Access and custody

 a.  Only permanently assigned NAMTRAGRUDET personnel shall be permitted access to keys.  Permanently attached civilian contractors may check out keys to their office spaces only.


 b.  A custody log shall be maintained in both buildings.  All keys shall be logged in/out. Multiple keys may be checked out, however, each key must be signed in/out separately.  


 c.  The majority of keys are not restricted.  Each building does have a small number of restricted keys.  The following procedures apply:



 (1) Restricted key access list.  A list of restricted keys shall be produced for each building by the PSCPO and placed in the watch-stander's folder in each duty office.  The PSCPO shall update the restricted key access list as needed.  All requests for additions/deletions to the list shall be submitted to the PSCPO.  Only personnel on the access list, shall be granted access to restricted keys.



 (2) Master keys.  NAMTRAGRUDET master keys are for emergency use only.  Keys are maintained in room 69 building 738 and can be accessed by contacting the PSCPO or by checking out the key box key located in building 730 duty office.  Key box key check out requires a log book entry by the security watch.     

6.  Lost/damaged/worn keys.  When a key is lost an informal investigation shall be initiated to locate the key.  If the key is not found, a work request shall be submitted to NAS Public Works.  Work request should be routed through the PSCPO and NAMTRA Lemoore Building & Grounds (B&G).  The Branch CPO responsible for the lost key shall institute all measures necessary to ensure the security of the space.  Requests for replacement keys will be routed through the PSCPO to NAS Public Works.  

7.  Failure to return keys.  The security watch shall account for all keys at the end of each normal workday.  In the event a key is not returned, the security watch shall contact the individual who signed for the key.  In all cases, keys will be returned to the duty office immediately upon securing for the day.  No keys may be held overnight.  Personnel shall be recalled to return keys, which have not been turned in.

8.  Padlocks/combination/cipher locks.  Individual locks may be placed on room doors only with the express approval of the PSCPO.  A list of applicable combinations shall be provided to the PSCPO for inclusion into the emergency access locker.  The responsible Branch CPO will ensure all changes to cipher and combination locks are forwarded to the PSCPO.

9.  After hours emergency.  In the event of an after hours fire or other bona fide emergency, the emergency access locker, located on the wall behind the security watch desk, may be opened to allow watch-standers access to the various cipher lock combinations, and permit emergency personnel to perform their duties.  The security watch will access only the spaces required by the emergency personnel.


a.  Whenever the seal to the emergency access locker is broken, a logbook entry must be made stating the reasons and circumstances requiring action.  The PSCPO and CDO will be notified immediately following the incident.


 b.  As soon as possible after a room/area has been accessed, the responsible Branch CPO will ensure the combinations are changed and re-filed with the PSCPO.

ANNEX B

Visitor Control Procedures

1.  All visitors to NAMTRAGRUDET Lemoore shall:


 a.  Immediately report to the duty office (room 17) building 730 or CPOIC/LI office (room 7) building 738 to check-in.


 b.  The CPOIC/LI/ACDO shall call the appropriate branch and obtain an escort for the visitor.  Visitors shall be escorted at all times.


 c.  All escorts shall notify the duty office/CPOIC/LI office upon completion of the visitor's business.


 d.  Due to the large number of entrances to buildings 730 and 738, visitor control signs are placed at all entrances.  All personnel shall immediately stop and question/offer assistance to unescorted visitors. 

2.  Visitor authorization lists.  Visit requests are received by the detachment from time to time from civilian corporations.  The purpose of these requests is to provide the detachment with a list of corporate representatives who may visit NAMTRAGRUDET Lemoore on official business.  The Administration supervisor will compile a complete list of authorized visitors and provide a copy to all concerned personnel.  

ANNEX C
Bomb Threats

1.  General.  Information received concerning bombs or bomb threats must be treated as verified. The following general procedures will apply:


 a.  Bomb threats (not bombs) received by mail or note will be immediately hand carried to the OIC, AOIC or CDO, as appropriate.  Care should be taken to avoid any excessive handling of this material since it may be processed for fingerprints or subjected to laboratory analysis.


 b.  The person receiving a bomb threat by telephone will take the following action:



 (1) Attempt to determine the EXACT LOCATION OF THE BOMB, TIME OF DETONATION AND NAME OF PERSON MAKING CALL; complete NASL (15) 3572/1 TELEPHONE BOMB THREAT PROCEDURES (form is available  from the ACDO/CDO and located in each office space). 



 (2) DO NOT HANG UP THE RECEIVER OF THE TELEPHONE ON WHICH THE BOMB THREAT IS RECEIVED.  The Security Department will have the call traced if possible.



 (3) Notify the Security Officer (x4811) or NAS Command Duty Officer/Officer of the Day (x3300/3301).  



 (4) If the caller reports a bomb is within a building or area where personnel are located, take immediate action, evacuate all personnel from the building area.  The most expeditious means of clearing an area, particularly a large building, is to activate an internal building fire alarm box, which in turn, trips the building evacuation alarm.  Be sure someone meets the responding fire fighters and advises them of the situation.


 c.  The security watch will notify the CDO.


 d.  At the direction of the CDO, the security watch will notify the Key Personnel listed on the last page of this annex.


 e.  Action taken will be dictated by the circumstances, and may include:



 (1) If directed to leave the building, the security watch will open the emergency destruct locker and remove the contents for future use, if needed.  The remaining contents of this locker will remain in the possession of the security watch and will be turned over to the CDO, PSO, PSCPO or Security Manager or until another safe area is established (i.e. a safe or strong box).  Complete and detailed log book entries are required.  The security watch will also assist:


a. NAS Lemoore Security, who will organize security and bomb search efforts.  


b. Removing all personnel from the area and posting guards.


c. Securing all utilities into a building, opening all doors and windows. (This is recommended action in anticipation of a blast).


d. The OINC, who may be required to supply personnel to act as search guides.  Guides must be familiar with the contents and floor plan of the building and must supply all keys necessary for a complete search.


e. Breaking out fire fighting equipment.


f. Removing vehicles from the area.


 f.  The Security Department will conduct the bomb search, augmented, as necessary by available members of the Weapons Department and the Crisis Reaction Force.


 
 (1) Under no circumstances will personnel pick up or otherwise move a suspected explosive device.  The NAS Weapons Department representative will decide what steps to taken concerning a suspicious package.



 (2) Only EOD personnel will accomplish the handling and removal of any explosive device.

KEY PERSONNEL

Day ext.
Night ext.

Officer in Charge
4051/4052
see recall

Assistant Officer in Charge
4063/4052
see recall

NAMTRAGRUDET CDO
3835
see recall

NAS Lemoore Security Officer
4811/911


Leading Chief Petty Officer
4062/4052
see recall

Physical Security CPO
4058
see recall

NAS Fire Department 
4507/4509/9-911

NAS Lemoore OOD
3300/3301


Security Dispatch
4749/911

Emergency
9-911

Primary Security Custodian (PSC)*
3838/4073
see recall

Communications Security Custodian

(COMSEC)*
3838
see recall

Information Systems Security 

Officer*
4074
see recall

* - optional, contact if absolutely necessary

ANNEX D
Civil Disturbance Procedures

1.  In the event of any civil disturbance(s) by one or more persons in NAMTRAGRUDET Lemoore buildings/spaces, immediately notify base security (x4749/911) of the nature of the incident.  Perform the following steps:


 a.  Attempt to contain the situation until Security personnel arrive. Do not resort to force, use verbal communication only.


 b.  Notify CPOIC, AOIC, and OIC of the situation as soon as possible.


 c.  Attempt to passively prevent intrusion into NAMTRAGRUDET spaces by locking and chaining exterior doors and locking interior doors.


 d.  Relinquish control of the situation to security upon arrival.  Assist NAS Security as directed.

ANNEX E
Procedures for Emergency Situation Involving Dangerous Weapons (sniper/barricaded captor-hostage).

1.  If NAMTRAGRUDET buildings/spaces become the site of a sniper or hostage incident, take the following steps:


 a.  Notify NAS Security immediately (x4749/911).


 b.  Attempt to isolate the site where the incident is taking place.  Use personnel available to help establish a safe perimeter.


 c.  Evacuate personnel from building.


 d.  Maintain control until properly relieved by higher authority.


 e.  Notify CPOIC, AOIC, and OIC as soon as possible.

ANNEX F
Procedures for Fire/Explosion

1.  Take the following action:


 a.  Notify fire department (x9-911/4507/4509), activate fire alarm.


 b.  Evacuate building by using the fire alarm and administer first aid to casualties, if needed.  Make a concentrated effort to obtain an accurate muster.


 c.  Attempt to contain fire until the fire department arrives.   


 d.  Notify CPOIC, AOIC, OIC, and CDO as soon as possible.

ANNEX G
Sabotage Procedures

1.  Implied threats:


 a.  Attempt to determine the exact location of the threatened sabotage. 


 b.  If the threat is delivered by telephone, do not hang up the receiver of the telephone on which the threat is received.


 c.  Notify Security Department (x4749/9-911) and NIS (x3373/3374/3801).


 d.  Evacuate and secure the area of suspected/expected sabotage until security arrives. 

2.  Actual sabotage:


 a.  Secure sabotage site, evacuate if necessary.


 b. Notify Security Department (x4749/9-911) and NIS (x3373/3374/3801).


 c.  If fire is involved, notify Fire Department (x9-911/4507/4509) and take steps for Fire/Explosion (annex F).


 d.  Notify CPOIC,OIC,AOIC and PSCPO as soon as possible. 

3.  Remember:  Wearing of a uniform (civilian or military) or an identification badge is no guarantee the individual will not be a saboteur.
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