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NAVAL STATION MAYPORT INSTRUCTION_5230.4A

Subj:  COMPUTER, ELECTRONIC MAIL AND INTERNET USE REGULATION
Ref:   (a) CINCLANTFLT 042354Z MAY 00


 (b) DOD 5500.7-R, Joint Ethics Regulations, Section 2-301

Encl:  (1) Guidelines For E-Mail Storage and Archiving

       (2) Information Systems User Statement of Awareness and Acknowledgement

           Form

1.  Purpose.  To establish and promulgate the Information System (IS) Security Program for the use of computer, electronic mail and Internet systems on board Naval Station Mayport.

2.  Cancellation.  NAVSTAMYPTINST 5230.4.

3.  Administrative Information.  This constitutes a major revision to the previous instruction; therefore, paragraph markings indicating additions, deletions and revisions have been omitted.

4.  Scope/Applicability
    a.  The provisions of this instruction apply to all active duty and reserve U.S. military personnel permanently or temporarily assigned to Naval Station Mayport, all appropriated and nonappropriated fund employees, volunteers and all other individuals onboard Naval Station Mayport.

    b.  This instruction applies to all IS equipment sponsored by Naval Station Mayport.  The Naval Station is responsible for physical security of stand alone personal computers (PCs); fiber optic Local Area Network (LAN) based PCs; Novell LANs and file servers; Windows NT LANs and file servers; Windows for Workgroups LANs and file servers; Windows 95 or Windows 97 LANs, PCs or servers; all NALCOMIS equipment; or other IS equipment located on and utilized by Naval Station personnel.

5.  Discussion.  Employees should be provided with a professional, supportive work environment and be given the tools needed to effectively carry out assigned responsibilities.  A very important tool is providing access to unclassified publicly accessible computer networks for the purpose of research, training and communications that relate to official unclassified U.S. Government business.  These networks are shared resources that have been procured, implemented, and are maintained for the conduct of Naval Station Mayport business.  These resources are both scarce and expensive, and misuse can severely hamper the station’s ability to conduct business and accomplish the mission.  In addition, regional information systems are increasingly exposed to covert access and malicious attacks as interconnectivity grows and the threats become more sophisticated and diverse.  It is imperative that Naval Station Mayport take appropriate action to minimize network compromise and abuse. 
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6.  Policy.  The World Wide Web provides the public with user-friendly, graphics-based, multimedia access to information on the Internet.  This gives Naval Station Mayport a new and powerful means of enhancing business processes and disseminating publicly releasable information, which can greatly benefit mission accomplishment.  As directed by reference (a), Naval Station Mayport will provide Internet access to all personnel and strongly encourage its permissible use as a business and communication tool.  However, the considerable mission benefits gained by e-mail and Internet access must be carefully balanced through comprehensive Information Assurance (IA) practices that includes educating our personnel in policy and procedures.  

    a.  Permissible Personal Use.  Per reference (a) and consistent with the legal and security rules described below, Naval Station Mayport personnel are encouraged to use their Government computers to access the Internet and develop their information skills.  Reference (b), supports this approach and recognizes that any permissible use of the Internet enhances the user’s professional skills.  Naval Station Mayport personnel, therefore, are authorized to use government computers to access the Internet for personal purposes, if the usage:

        (1) Does not adversely affect the employee's performance of official duties. 

        (2) Serves such legitimate public interests as enhancing employees' professional skills, educating the employee on the use of the Internet as a business and communication tool, improves the morale of employees who are stationed away from home for extended periods, enables employees’ participation in professional or civic associations, and helps military and civilian personnel to seek job opportunities in the federal government. 

        (3) Employees should control the frequency and duration of non-official usage to preclude any appearance of impropriety and unnecessary costs to the federal government; in addition, incidental usage should occur on such personal time as breaks, lunch periods, and after-duty hours. 

        (4) Does not overburden communications systems by transmitting or downloading large complex graphics such as digital pictures or greeting cards, sending broadcasts, or engaging in other higher bandwidth operations (video and sound files, downloading shareware programs, etc.). 

    b.  Prohibited Use.  The use of Naval Station Mayport information systems for illegal activities or uses incompatible with public service is prohibited.  Prohibited uses include those involving any of the following: 

        (1) Introducing classified information into an unclassified system or environment. 

        (2) Accessing, storing, processing, or distributing classified, proprietary, sensitive, or “For Official Use Only” (FOUO) or privacy act protected information in violation of established security and information release policies. 

        (3) Accessing, storing, processing, displaying, distributing, transmitting, or viewing material that is sexual, pornographic, racist, promotes hate or violence or is subversive or service-discrediting in nature. 

        (4) Accessing, storing, processing, displaying, distributing, transmitting or viewing ‘Personal Ads’ or match-maker type dating services.
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        (5) Obtaining, installing, copying, pasting, transferring, or using software or other materials obtained in violation of the appropriate vendor’s patent, copyright, trade secret, or license agreement. 

        (6) Knowingly writing, coding, compiling, storing, deliberately transmitting or transferring malicious software codes, to include viruses, logic bombs, worms, and macro viruses. 

        (7) Partisan political activity, political or religious lobbying, or advocacy of activities on behalf of organizations having no affiliation with the federal government. 

        (8) Activities, whose purposes are for personal or commercial financial gain, including advertising or solicitation of services or personal property, with the exception of using a command authorized mechanism such as an approved electronic bulletin board for advertising personal items for sale. 

        (9) Fundraising activities of any kind, unless specifically approved by the Command (i.e., Morale, Welfare and Recreation car washes). 

       (10) Gambling, wagering, or placing of any bets. 

       (11) The creation, copying, transmission, or retransmission of chain letters or other unauthorized mass mailings regardless of the subject matter. 

       (12) Posting personal home pages.

       (13) Participation in chat rooms.

       (14) Subscribing to mailing lists and instant messaging.

       (15) Illegal, fraudulent, deceptive, malicious, or criminal activities. 

       (16) Using a government system as a staging ground or platform to gain unauthorized access to other systems. 

       (17) Any other activity or use that adversely affects the good order and discipline of command activities. 

7.  Communications.  Each Naval Station Mayport employee is responsible for the content of all text, audio or images they place or send over the local command’s network infrastructure.  All electronic communications (e-mail, bulletin board postings, chat rooms, etc.) reflect on the local command.  While some users include personal "disclaimers" in e-mail, there is still a connection to the local command and statements may be misconstrued as being station opinion or policy.  Electronic communications sent by Naval Station Mayport personnel may not disclose any confidential or proprietary regional or command information.  In addition: 

    a.  No electronic communication may be sent which hides the identity of the sender or represents the sender as someone else or someone from another command. 

    b.  It is prohibited to view, damage or delete files or communications belonging to others without appropriate authorization or permission. 

    c.  All messages communicated on the local command’s network should contain the employee’s name.
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    d.  Auto signatures are allowed but should be limited to name, rank/rate, position title, phone number, fax number and e-mail address and should be limited to four lines, if possible.  The use of logos and other graphics as part of the auto signature is not allowed.

    e.  The e-mail system should not be used for unprofessional or derogatory remarks toward another individual or group of individuals.  Do not make remarks in e-mail that you would not say in person.

    f.  Sexist or racist language or material that is not tolerated in government workspaces is no less offensive or illegal when communicated via e-mail messages.  These types of messages, such as transmitting an off-color joke, can be construed as contributing to a hostile work environment.

    g.  Mass e-mailing is not allowed without approval from the Commanding Officer or designated authority, and must be for official business only.

    h.  Naval Station Mayport has limited e-mail storage capabilities.  To prevent overburdening the system, all users must take the necessary steps to store or archive e-mail they wish to retain.  Unread e-mail stored in the individual’s Inbox or Sent Items that are over 60 days old are subject to being purged on a periodic basis without prior warning.  It is the responsibility of the originator or recipient of e-mail traffic to determine if the correspondence is deemed as a significant record and thus must be retained for historical archival purposes.  It is also the individual’s responsibility to implement a process for archiving messages on a medium other than the e-mail system (local command server or network drives).  It is recommended that records that require historical retention be archived to diskette, hard copy or some other media.  The e-mail system is not to be considered as the station’s archival storage mechanism.  Enclosure (1) contains the minimum guidelines that installations will follow concerning storage and archiving of e-mail.

8.  Bandwidth.  We have become so used to processing information quickly on the web that it is assumed there is an unlimited amount of bandwidth.  The Navy, however, is faced with serious restrictions on the amount of information that can be provided to commands, particularly in remote areas of the world.  Network “congestion” can cause serious delays in receiving mission critical information.  This situation is partly due to unacceptable large routine, non-operational documents and briefings sent over Navy networks.  Education and discipline is the key to conserving bandwidth and ensuring there is enough available to carry out the mission.  The following are general guidelines to conserve bandwidth:

    a.  Briefings.  Most Navy briefings are graphic-laden and can cause bottlenecks on networks.  Compress such attachments as much as possible before sending.  Use graphics sparingly for briefings sent by e-mail.  If the graphic is only for presentation value and not to get an essential point across, delete it.  When possible, text and graphics should be in black and white.  Background graphics, such as logos and seals, should be on the title slide only. 

    b.  Official Attachments.  If possible, post large attachments in a compressed format on the intra-net web site for viewing and/or downloading vice mass e-mailing.  Downloading of large attachments should only be done when absolutely necessary and for official business only.
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    c.  Unsolicited Attachments.  Sending and receiving large attachment files (over 2 megabytes) that are not official business is not permitted.  This includes digital pictures and digital greeting cards.  One government agency received over 2000 two megabyte plus holiday greeting cards (i.e., rudolph.exe, badsanta.exe, snowman.avi) in a single day.  That’s over four gigabytes of non-business data which caused disruptions to business operations.  If you receive unsolicited attachments, such as greeting cards, inform the sender not to send or forward further attachments, and don’t aggravate the problem by forwarding the attachment to others.   

    d.  Commercial E-Mail Providers.  The use of commercial e-mail provided by organizations such as Yahoo!, Hotmail and Excite is strongly discouraged.  Bandwidth associated with web-based e-mail is excessive and can constrict communication paths. 

    e.  Newsgroup Subscriptions.  Subscriptions to newsgroups, which keep DON personnel involved and engaged on various topics, should be kept to the absolute minimum required to support the organization’s missions and functions.  Individual non-mission personal newsgroup subscriptions are prohibited.  Personal web services such as Pointcast are not permitted on any DON system.  Some Internet based mailing lists generate hundreds of messages daily.  Often users continue to receive mailing list messages without even reading them.  If you no longer have an official requirement to receive mailing list information, then unsubscribe to the service.

    f.  Instant Messaging and Chat Rooms.  The use of instant messaging or participation in “chat rooms” or open forums on Naval Station Mayport information systems is not permitted unless for official purposes and after approval through the Information Systems Resource Department (ISRD) and appropriate Public Affairs channels or chain of command.  

9.  Network Monitoring and Security.  All Naval Station Mayport Internet and e-mail activity is subject to monitoring, interception, accessing and recording, and may be provided to law enforcement officials.  Users must have no expectation of privacy in their use of government information systems.  All messages created, sent or retrieved over government information systems are the property of the government and are considered public information.

10. Virus Protection.  All Naval Station Mayport information systems will be protected by virus software that will automatically scan e-mail attachments and downloaded files from the Internet.  Signature files will be kept up-to-date.  Do not open suspicious attachments, particularly if it is from someone you do not know. Notify ISRD about attachments of which you are suspicious.  Never forward e-mail containing any virus warning without first confirming its validity with ISRD.  

11. Responsibilities
    a.  All Naval Station Mayport personnel must comply with this policy for use of government Internet and e-mail accounts and shall read/sign enclosure (2) to properly document their awareness of region policy.  Enclosure (2) will be retained by ISRD.

    b.  Managers and supervisors are responsible for ensuring the provisions of this instruction and local command policy are enforced within their area of responsibility.
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12. Penalties for Abuse.  Naval Station Mayport civilian employees who misuse electronic communications systems will be subject to corrective and disciplinary actions, up to and including termination.  Military personnel who abuse the privileges may be subject to disciplinary action under the Uniform Code of Military Justice.  If necessary, the station also reserves the right to advise appropriate legal officials of any illegal violations.








JOHN D. FURNESS

Distribution:  (NAVSTAMYPTINST 5605.1T)

List I
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GUIDELINES FOR E-MAIL STORAGE AND ARCHIVING

1.  Background.  The use of electronic mail throughout the station has evolved to the point where any system downtime adversely impacts the operation and mission.  While there may be a number of legitimate reasons to retain certain mail messages for an extended period of time, it is not feasible to allow unrestricted retention.  The more mail messages in the system, the more disk space is consumed, the longer it takes to back up, and the longer it takes to recover from system failure.  

2.  Guideline.  This guideline imposes the minimum standard for Naval Station Mayport to follow concerning e-mail storage and archiving.  

    a.  User Responsibilities
        (1) Personal Folders.  A personal folder can be created and is located on the user’s computer hard disk (.pst extension), not on the server.  Personal folders contain folders, messages and files and can be used and worked on like any other file.  

        (2) Archive and AutoArchive.  In Outlook a user can manually transfer old items to a storage file by clicking Archive on the File menu, or they can have older items automatically transferred by using AutoArchive.  With AutoArchive, items can either be deleted or moved.  All users will have AutoArchive turned on.

            (a) The user turns on AutoArchive on the Tool menu, Options dialog box, then clicks the AutoArchive tab.  

            (b) The user sets the AutoArchive properties for each folder that he wants archived.  What and when items are AutoArchived is determined at the folder level.  

            (c) When AutoArchive is turned on the default aging periods are Calendar (six months), Tasks (six months), Journal (six months), Sent Items (two months), and Deleted Items (two months).  Inbox, Notes, and Contacts do not have AutoArchive activated automatically.  It should be noted that items in the Deleted Items folder are not moved to another folder, they are deleted permanently.

        (3) File Retention.  A hard copy should be printed of mail that is considered significant enough to retain for historical purposes.  If a backup is required, the mail and/or attachment should be moved to a floppy disk or other type of backup media.  Backup of e-mail by the system administrator is required for system failure recovery purposes, not as a means of file retention.

        (4) User Cleanup.  Users are required to manually cleanup their mail boxes at a minimum of every two weeks.  Delete unnecessary mail in the Inbox and Sent Items Folders, move older mail to personal folders, floppy disks or printer, then empty the Deleted Items folder.  

    b.  System Administrator Responsibilities.  

        (1) The System Administrator will purge the mail system (Inbox and Sent Items folders) of unread e-mail over 60 days old.  The purge routine will be run at least monthly.

                                                                 Enclosure (1)
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        (2) Any e-mail account that has not been accessed in 90 days will be locked (unless the user has notified the administrator of the circumstances of why the account has not been accessed).  The account will be deleted two weeks after being locked if the user does not notify the administrator.

        (3) Individual e-mail accounts will not exceed 50 megabytes of disk space.  There may be certain exceptions to this rule, but this disk space allocation is more than sufficient for the average user.

        (4) Passwords for network and e-mail accounts will be set to automatically change every 60 days.

Enclosure (1)                          2
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INFORMATION SYSTEMS USER STATEMENT OF AWARENESS AND ACKNOWLEDGEMENT FORM

I, _________________________, hereby acknowledge that I have read and understand the policy stated below regarding use of the Information Systems, including Internet and E-mail, and I agree to abide by the policy and rules set forth in NAVSTAMYPTINST _______.  I also understand that the prohibitions, restrictions, and limitations imposed therein are punitive, and that violations of the rules applicable to use of the Information Systems may result in adverse administrative, disciplinary, or criminal action.  I understand that all Internet activity is logged 24 hours a day, 7 days a week and that my Internet actions are subject to review.

Naval Station Mayport recognizes that Information Systems, including military networks, the Internet, worldwide web sites, etc., are necessary tools in the accomplishment of official duties.  Command members are encouraged to use these resources and develop individual computer skills, which support effective access.  All personnel using Naval Station Mayport government information systems shall observe the following prohibitions, restrictions, and limitations:

* CLASSIFIED INFORMATION shall not be sent, received, accessed, stored, distributed, transmitted, viewed, displayed, or processed in violation of established policies pertaining to the handling of classified material.

* Proprietary, sensitive, official use only, and Privacy Act protected information shall not be sent, received, accessed, stored, distributed, transmitted, viewed, displayed, or processed in violation of established policies pertaining thereto.

* Software and related materials shall not be obtained, installed, copied, pasted, transferred or used in violation of patent, copyright, trade secret or licensing laws and agreements.

* Malicious software codes, including viruses, logic bombs, worms and macro viruses, shall not be knowingly written, coded, compiled, stored, transmitted or transferred.

* Chain letters or chain jokes shall not be written, forwarded or processed in any manner.

* Religious materials shall not be disseminated outside established command religious programs.

* Partisan political activities shall not be engaged in or promoted, in violation of established policy.

* Fundraising activities shall not be engaged in unless the activity is specifically approved by the Commanding Officer.

* Personal financial activities, commercial solicitation, gambling, wagering and placing bets are all prohibited.

* Racist, sexist, hate-related or supremacist information and/or material shall not be sent, received, accessed, stored, distributed, transmitted, viewed, displayed, or processed in any manner.

                                                                Enclosure (2)
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* Pornography and any other matter of a sexual nature, which, if viewed by another, would create a hostile work environment in violation of Navy sexual harassment policies, shall not be sent, received, accessed, stored, distributed, transmitted, viewed, displayed, or processed in any manner.

* Posting personal home pages, participating in worldwide chat rooms, subscribing to mailing lists or instant messaging, Personals match-maker web sites and unauthorized mass e-mailing are all prohibited.

* Permissible personal use of the Internet and E-mail must be reasonable in frequency and duration, restricted as much as possible to off-duty hours or lunch times, have no adverse impact on readiness, mission accomplishment, or performance of official duties.  Also, it must preclude any appearance of impropriety and unnecessary costs to the federal government, and does not overburden communications systems.

All users are reminded that Naval Station Mayport Information Systems are continuously monitored, and any violation of established policy might result in adverse administrative or disciplinary action.  Users are reminded that systems logged in and unattended are the responsibility of the registered account holder.  Unless otherwise authorized, passwords must not be disclosed, except to members of the command’s Information Systems Resource Department, as necessary in the performance of their duties.

__________________________________

________________________

USER SIGNATURE            DATE


DEPT/DIV

PRINT NAME________________________

PHONE NO._____________

Enclosure (2)                          2


