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NAMTRAU NORFOLK INSTRUCTION 5211.1A
Subj:  PRIVACY ACT PROGRAM AND CUSTOMER SERVICE

Ref:   (a) SECNAVINST 5211.5D

       (b) SECNAVINST 5720.42F

1.  Purpose.  To promulgate unit-specific requirements in support of reference (a).

2.  Cancellation.  NAMTRAGRUDETNORVAINST 5211.1   

3.  Applicability.  The provisions of this directive apply to all staff members.

4.  Policy.

    a.  It is this commands policy to ensure that all assigned personnel comply fully with the provisions of references (a) and (b) to protect staff members and students from unwarranted invasions of privacy.  All hands will ensure that adequate safeguards are enforced to prevent abuse, unauthorized disclosure, alteration or destruction of personal information in records.

    b.  In support of the program requirements and regulations specified in references (a) and (b), the following unit policies are emphasized:

        (1) Access to individual service and pay records is limited to the actual service member of record, with the exception of personnel in the member's chain of command with a "need to know."

        (2) Information from an individual's service and pay record will not be released to any unauthorized person without specific written consent of the member (cited references define "authorized" personnel).  Spouses and family members are not authorized access to service member's records without written consent which specifies exact information to be released (i.e.. a service member's spouse can not call to find out pay information; neither can they stop by and request a copy of the member's Leave and Earning Statement (LES)).

        (3) As reference (a) specifically prohibits the release of personal information via telephone unless both the caller's identity and "need to know" can be verified, such inquiries will not be answered unless both requirements are met.

        (4) The Commanding Officer will appoint a Privacy Act Coordinator who is tasked with addressing customer information requests which are either denied or protested.

5.  Action.

    a.  The Commanding Officer will designate a Privacy Act Coordinator in writing.

    b.  The Privacy Act Coordinator will:

        (1) Ensure that training requirements outlined in reference (a) for staff personnel are met.
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        (2) Act as customer liaison in any cases of access denial.

        (3) Serve as reference source for staff personnel for all Privacy Act issues.

        (4) Prepare and submit all documents, forms and reports as required by reference (a).

    c.  The Information Systems Security Officer (ISSO) will ensure unit compliance with the provisions of enclosure (6) and (7) to reference (a).

                                /s/

                                J. W. WIRWILLE, JR.
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