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NAMTRAU NORTH ISLAND INSTRUCTION 5510.1R

Subj:
ACCOUNTABILITY AND CONTROL PROCEDURES FOR CLASSIFIED MATERIAL

Ref:
(a) SECNAVINST 5510.36


(b) OPNAVINST 4790.2G


(c) NAMTRAGRUINST 5510.1L


(d) NASNIINST 5510.22H


(e) NASNIINST 5511.2P 


(f) NAMTRAUNIINST 5510.2L


(g) NAMTRAUNIINST 5530.1H

1. Purpose.  To promulgate responsibility and procedures for the handling, control, inventory and accountability of classified material.

2.
Cancellation.  NAMTRAGRUDETNIINST 5510.1Q.  Changes are not indicated in this major revision.

3.
Background.  References (a) through (g) establish the overall requirements for the operation of an effective and reliable system for the control and accountability of classified material.

4.
Responsibilities

a.  The Security Manager (SM) shall:



(1) Be thoroughly familiar with references (a) through (g).



(2) Develop written command security procedures, including an emergency plan.



(3) Enforce accounting and control requirements for classified material, including receipt, distribution, inventory, reproduction and disposition.



(4) Ensure all personnel who handle classified information are cleared and requests for security investigations are handled properly.



(5) Ensure clearance status and access granted by the command are recorded and accessible for verification.



(6) Coordinate advance security planning and the Security Education Program within the command.



(7) Coordinate security control and storage measures for protecting classified material.



(8) Control visits to and from the command.



(9) Make sure proposed press releases, which could contain classified information, are referred for security review.



(10) Make sure compromises and other security violations are reported, recorded, and when necessary, investigated. 


b.
The Assistant Security Manager (ASM) shall:



(1) Be thoroughly familiar with references (a) through (g).



(2) Ensure all incoming classified material is handled as per references (a) through (g).



(3) Document all incoming and transferred classified material for accountability.



(4) Distribute incoming classified material to the appropriate Maintenance Training Unit (MTU)/Department Secondary Security Custodian (SSC), ensuring signatures are received for all transfers of custody.



(5) Maintain a Classified Material Master File as per reference (a).



(6) Conduct periodic inventories of all material held by SSCs.  Results of these inventories will be forwarded to the  appropriate MTU Maintenance Training Officer (MTO) or MTU/Dept Chief Petty Officer in Charge (CPOIC), and the Security Manager.



(7) Provide Navy Security Awareness training to ensure all hands understand the various aspects and ramifications of improper security.



(8) Notify the Command Central Technical Publications Librarian of all pertinent changes so the appropriate Naval Warfare Publications Library (NWPL) cards and Change Entry Certification (CEC) forms may be processed. 



(9) Manage and evaluate effective use of management control procedures related to the Classified Material Control Program.


c.
The Secondary Security Custodian (SSC) shall:



(1) Be thoroughly familiar with references (a) through (g).



(2) Review all classified material applicable to their Maintenance Training Unit and return it to the ASM for storage/disposition.  



(3) Be responsible to the MTU/Dept for the control and proper handling of all classified material within the various phases of the MTU/Department.



(4) Notify the MTU Dispersed Technical Publications Librarian of all pertinent changes so the appropriate NWPL cards and CEC forms may be processed.



(5) Assist the ASM conducting inventory of classified material at their MTU/Department.



(6) Ensure safe combinations are changed for a change of command or detachment of MTU MTO/CPOIC or any person on the access list.  Ensure the “Security Container Combination Envelope” is properly filled out and hand carried to the ASM. 



(7) If applicable, instruct their MTU Security Petty Officers to verify the vault/safe is secured upon close of business daily, and initial the Security Container Check Sheet (GSA Form 702).

5.
Accountability and Control Procedures

a.
The SM shall designate in writing the ASM.


b.
MTU MTO/CPOIC shall be designated as their MTU SSC.  MTO/CPOIC may delegate the SSC to two responsible petty officers.  If MTO/CPOIC chooses to delegate, he/she must submit a written statement identifying the individuals to the ASM.  The ASM shall initiate applicable security clearance requests.


c.
The Administration Office shall download all incoming classified material utilizing the gate-guard office and notify the ASM NLT 0730.


d.
MTU SSCs will be contacted by the ASM to review material and determine applicability.  Material not applicable will be destroyed as per references (b), (c) and (d).


e.
An annual inventory will be conducted of all classified material by the ASM and SSCs.


f.
A Security Container Check Sheet (GSA Form 702) will be utilized when the vault/safe has been opened/closed and upon close of business.  The form will be visible on the exterior of the safe and will be replaced when entire form is full.  Completed forms will be retained by the SSC for a minimum period of 30 days. 


g.
All vaults/safes that do not contain classified material shall be marked as follows: “THIS SAFE DOES NOT CONTAIN CLASSIFIED MATERIAL”.  Due to the sensitive nature of course material and examinations, the Security Container Check Sheet (GSA Form 702) may be used.


h.
A Security Container Information Form (GSA Form 700) will be attached to the inside of the combination drawer of each vault/safe.  It will list the personnel and their recall data, responsible for the contents of the safe.  The senior person will be responsible for maintaining a written inventory of material held in the safe.  The inventory will be kept in the combination drawer and will be maintained in an up-to-date status. 


i.
The ASM and SSC are responsible for the security of their vaults/safes.  UNDER NO CIRCUMSTANCE SHALL A VAULT/SAFE REMAIN OPEN WITHOUT THE PRESENCE OF THE ASM OR RESPECTIVE SSC.

j.
In the event that a vault/safe is found open, the ASM and at least one of the SSCs for the affected vault/safe will be immediately recalled to perform a joint inventory of the contents.  The person(s) who discovered the discrepancy will stand watch by the vault/safe until the ASM and SSC arrive.


k.
If the joint inventory finds that all classified material is accounted for, an investigation report will be forwarded to the Security Manager detailing possible discrepancies leading up to the situation and information to prevent a reoccurrence.


l.
In the event that classified material is found to be missing, NAMTRAGRU Headquarters and other higher authorities will be notified as per reference (a) by the Security Manager or his designated representative. 


//s//
 



J. M. DUKE
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