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NTGD TINKER INSTRUCTION 5511.2D

Subj:
 PROCEDURES FOR INTERNAL DISTRIBUTION, CONTROL AND


 DESTRUCTION OF CMS MATERIAL

Ref:   (a) CMS 21

       (b) SECNAVINST 5510.30A

       (c) SECNAVINST 5510.36
       (d) CTF 124 INST 2280.1

       (e) CSCWONEINST 5510.2E

       (f) NTGDTINKERINST 5511.1E

Encl:  (1) CMS User Responsibility Statement

       (2) Daily CMS Destruction

1.  Purpose.  To promulgate instructions for the distribution, control, destruction, and safeguarding of material in the Communications Security (COMSEC) Material System within the Detachment.

2.  Cancellation.  NTGDTINKERINST 5511.2C.  Since this is a major revision, changes are not indicated throughout.

3.  Background.  The COMSEC Material System (CMS) provides for the security of certain highly sensitive communication materials, related publications, and equipment.  In the interest of national security, all material distributed through CMS requires positive accountability from the time of entry into the system through destruction.  All persons involved with CMS material must be aware of the special safeguards required to ensure its security. The ultimate success or failure of CMS security rests with the individual user of the material.  Proper security and efficiency provided by sound equipment and material, and by careful control and handling before the material gets to the user, will be negated if the individual is careless or does not follow established procedures for use, safeguarding, and timely destruction.  Reference (a) provides detailed instruction for issuing, accounting, handling, safeguarding, and destroying or otherwise disposing of CMS distributed materials.  In compliance with reference (a), the following responsibilities and procedures are promulgated for the internal control and distribution of CMS 

material within the Detachment.
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4.  Responsibilities.

    a.  Officer in Charge (OIC).  The OIC is directly responsible for safeguarding all classified information within the detachment and for training detachment personnel in security practices and procedures.  The OIC is responsible for the custody, handling, disposition, and transmission of CMS material under detachment jurisdiction.  Additionally, in accordance with reference (a), the OIC is tasked with unannounced spot checks of CMS materials where it is used and stored, and reviews of management procedures and practices with CMS personnel.

    b.  CMS Custodian.  The CMS Custodian is responsible to the Assistant Security Manager (ASM) and the OIC for proper management of the detachment’s CMS material and is the primary advisor concerning the physical security and handling of CMS material, including records, reports, and designation letters of all CMS Users.  The CMS Custodian is responsible to the OIC for the accurate and adequate training of all CMS users. The CMS Custodian is responsible for tracking and monitoring CMS user training.  In accordance with reference (a), the CMS Custodian shall work through the chain of command.  However, because of the extreme sensitivity of most CMS material, in cases of emergency or unusual circumstances the CMS Custodian shall have direct access to the OIC.

    c.  Alternate CMS Custodian.  The Alternate CMS Custodian will assume the duties of CMS Custodian in the absence of the primary Custodian.  Therefore, it is imperative that the Alternate CMS Custodian be completely familiar with the detachment’s CMS management system and the location of files etc. so they are always ready to assume the duties of the CMS Custodian.

    d.  CMS User.  The CMS user is any properly cleared and authorized individual, per designation letter from the OIC, who accepts local custody and responsibility for the use of CMS material.  Upon initial check-in, and semi-annually, all users are required to read applicable portions of references (a) 

through (f) and appropriate equipment operating instructions (KAO Manuals) and sign a CMS Users Responsibility Statement, enclosure (1), certifying compliance with the handling, security, accounting, and disposition procedures outlined in this instruction and its references.  Qualified CMS users on a
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quarterly basis will conduct training on various CMS subjects.  Users who have CMS material in their possession assume direct responsibility for its safekeeping.  They shall ensure that anyone to whom they give the material, is authorized to receive it and that they are responsible for reporting to the CMS Custodian any circumstances or occurrences, intentional or inadvertent, which could lead to the disclosure of classified CMS information to unauthorized persons.

5.  Procedures.

    a.  Access.  Personnel shall meet the following criteria for access to CMS material:

        (1) A valid security clearance equal to or greater than the material classification to which access is requested.

        (2) A valid need to know.

        (3) Designation in writing, in the Monthly Maintenance Training Plan, by the Officer in Charge. 

        (4) Complete the required reading and sign a CMS User Responsibility Statement semi-annually.

    b.  Two Person Integrity (TPI).  In accordance with reference (d), no single person will at any time, regardless of grade or status, be allowed access to Secret or Top Secret CMS material marked CRYPTO, the Direct Transfer Device (DTD) or the KYK-13 electronic loading device (loaded with Secret or Top Secret keys) without the presence of another person formally authorized access to Secret or Top Secret CMS material marked CRYPTO, the Direct Transfer Device (DTD) or the KYK-13 (loaded with Secret or Top Secret keys).  This is a CTF-124 requirement as outlined in 

reference (d) and is in addition to restrictions set forth in CMS-21.  Students in School/training environments are authorized TPI members and strongly recommended that they be taught and exercise the principles of applying TPI.  If one-person gains access or has the combinations (or keys) to both locks protecting the keying material, a security violation is considered to have occurred and shall be reported.
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    c.  
Drawing/Turning In Material From/To the CMS Vault.  All designed CMS users are authorized to check out/turn-in CMS material with SCW-1 CMS Vault.  At least 24 hours advance notice to the CMS vault is required prior to turn in or pickup of material.  CMS users will inform the CMS Custodian/Alternate prior to the check out/turn-in process for approval.  Upon receipt, the CMS User(s) shall inventory the material utilizing the SF-153 receipt document and place the material into the designated safe or equipment rack (see para d. for required paper trail).  CMS user(s) will ensure receipt documentation is turned in to the CMS Custodian/Alternate for proper filing.  Turn-in process for CMS material/equipment requires a copy of the original receipt documents at time of turn-in.  The CMS Custodian/Alternate is responsible for evaluating the CMS material check out/turn-in process to ensure proper handling and safeguarding.  

    d.  Issue.  Appropriate CMS material shall be placed into the top drawer of the watch-to-watch safe and be added to the drawer inventory sheet.  CMS equipment shall be locked into the appropriate equipment rack and added to the watch-to-watch equipment inventory sheet.

    e.  Storage.  CMS material must be afforded protection against unauthorized access or viewing and will be stored separately from all other classified material in accordance with reference (a).  CMS material not in use shall be stored in the CMS safe.

    f.  Inventory.  A watch-to-watch inventory of CMS equipment shall be conducted at least once per shift (day/eve/mid) whenever either communications trainer door is opened.  An inventory of the CMS safe is also required whenever the safe is opened.

    g.  Additional Safeguards.  Each shift shall complete the Security Checklist (SF-701) prior to securing the MAS Trainer(s) door.  Each time a locked container containing CMS material (including door) is unlocked or relocked, an entry on the SF-702 is required.  The Petty Officer Of the Watch (POOW) shall conduct a daily security check of the building paying particular attention to the MAS Trainer(s) and the Mission Avionics One (I Level) classroom, to include checking the outer door seals, dial 

combination door locks and initialing the SF 702 forms on the
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doors.  Lock combinations shall be changed at least once every two years or any time a specific event listed below occurs:

        (1) When placed in use.

        (2) When the combination has been subject to a possible compromise. 

        (3) When an individual knowing the combination no longer needs access to it, unless other sufficient controls exist to prevent access to the lock.

        (4) When the safe/lock is taken out of service.

    h.  Supersession/Destruction.  Only qualified NTGD personnel will perform destruction duties IAW reference (a) and (e).  Enclosure (2) shall be used as a guide when performing destruction.  The CMS Custodian/Alternate and authorized CMS user or witness may perform end-of-the-month CMS destruction.  End-of-the-month CMS destruction will be performed using enclosure (2) and by completing a SF-153 listing all material destroyed.  The CMS Custodian/Alternate will ensure all original CMS 25s and, if applicable destruction reports (SF-153) are turned into the CMS Vault within 3 working days after the end of the month.  Daily destruction will be performed as soon as practicable by qualified CMS users on each duty day if the material is extracted/ superseded.  In case of weekends/holidays, daily CMS destruction shall be accomplished as soon as practicable on the next day of duty after supersession.  This includes any key(s) loaded in the DTD and/or the KYK-13.  In accordance with reference (a), CMS material not extracted is not required to be destroyed until the entire canister is superseded.

    i.  
Emergency Protection and Destruction Plan.  Procedures are contained in reference (d) and (f).  As defined in reference (a), an emergency is any unforeseen occurrence, which results in a significantly increased danger to CMS material, for a limited period of time.  There are two types of emergencies: Natural Disaster and Hostile Action.

        (1) Natural Disaster Emergency.  An accidental emergency which results from a natural disaster (i.e. fire, flood, tornado, hurricane, tidal wave, etc.) or an emergency which results from a casualty to operating units (i.e., ship or vehicle collision, aircraft crash, etc.).
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            (a) Since natural disaster emergencies would not normally subject the material to capture by enemy forces, securing or removing the material as directed should suffice.(See NTGDTINKERINST 5511.1 series for removal/protection of classified material).

            (b) In case of fire however, the primary consideration is the safety and welfare of personnel.  If it is not possible to safely secure or remove the CMS materials, they will be left in place to be consumed by the fire.

NOTE:  UNDER NO CIRCUMSTANCES WILL PERSONNEL SUBJECT THEMSELVES OR THEIR SUBORDINATES TO INJURY OR DEATH TO PROTECT CMS MATERIAL.

            (c) In the event CMS material is destroyed by fire, the ASM or CMS Custodian will obtain the identification of all fire fighting personnel entering the spaces.  The ASM or CMS Custodian will be the first person to enter the spaces when the fire has been extinguished and safety permits.  Ensure that all 

CMS material has been totally destroyed, or provide required stowage for those items not completely destroyed.  A post-emergency inventory shall be completed.

        (2) Hostile Action Emergency.  A hostile action emergency is one which results from enemy action or other hostile forces (i.e., enemy attack, expected capture of the unit by the enemy, mob or riot action, civil disorder, civil war, etc.).

    j.  Training.  To fulfill training requirements, reference (a) requires semi-annual reading for Custodians and users.  The CMS Custodian is assigned cognizance over the required reading program and will maintain records and signed statements of those who are required to accomplish the reading.  Training will be conducted quarterly by a qualified CMS user.  The CMS Custodian will ensure proper training is held and documented.  All CMS users are recommended to request training from the CMS Custodian in any area in which they feel inadequate.

                                 M. R. ERICKSON

Distribution:

NTGDTINKERINST 5216.1 (List C)
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