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Encl : Force Protection and Command Security Pl an

1. Purpose. To promul gate gui dance and procedures for physical
security neasures to safeguard Navy personnel, property, and

mat erial on board Naval Air Station, Widbey |sland (NASW).
This instruction has been substantially revised and shoul d be
reviewed in its entirety.

2. Cancel | ati on. NASVH DBEYI NST 5500. 11B

3. Action. Departnent heads, special assistants, and tenant
activities shall promulgate the information contained herein to
all nmenbers of their departnents and shall ensure conpliance with
its provisions.




NASVH DBEYI NST 5500. 11C
8 Feb 2000

4. Discussion. To be effective, a physical security program
must receive the attention of all hands, and properly trained and
equi pped personnel nust carry out physical security functions.

An ongoi ng and accurate assessnent of the command's security
posture is necessary to ensure the proper execution of this plan.

5. Responsibilities. Security is the direct, imrediate, and
nmoral responsibility of all persons in the mlitary service, and
of civilians enployed by the Departnent of the Navy.

a. The Commanding O ficer is responsible for all physical
security within the conmand.

b. The Conmmand Security Manager (NAS N1, building 385) is
t he principal advisor and manager on classified information and
personnel security prograns. |Information Resource Managenent
Department (NAS N6) adm nisters and coordinates the activity's
i nformati on resource prograns.

c. The Command Security Director (NAS N2, building 220) is
t he designated representative of the Commandi ng O ficer,
responsi bl e for the planning, inplenmenting, enforcenent, and
supervi sion of the physical security plan.

d. The Security Director will review Menoranduns of
Under st andi ng (MOUs) and Intra/lnter-Service Support Agreenents
(1 SSAs) upon establishnent and when changes occur to determ ne
the |l evel of security services to be provided to tenant conmands.

e. The local Commander Navy Regi on Northwest (CNRN)
Fi nanci al Resource Managenent Anal yst maintains MOUs and | SSAs.
The Managenent Anal yst should ensure that the Security D rector
is provided with a listing of all |SSAs and MOUs affecting NASW.

f. Departnent heads and speci al assistants are responsible
for the safekeeping of classified information and for physi cal
security within their departnments. They are responsible for
instructing subordi nates, staff, and students in proper security
practices and procedures; and for overseeing inplenentation of
this instruction.

g. Each person is responsible for the safekeeping of
classified information and material in his/her possession.

h. Al tenant commands shoul d ensure that their individual
command security plan is updated as required to ensure conpliance
with reference (a). Al tenant commands shall forward a copy of
their respective security plan to Security, Whidbey Precinct
( PSAT/ NAS N22B) .
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6. Fornms. OPNAV fornms are avail able through the supply system
NASW forns are available from NAS Whi dbey Forns Control Ofice,
bui | di ng 385, extension 7-2637.

/s/
L. G SALTER

Di stribution:

NASVHI DBEYI NST 5215. 2FF
Lists A, B through E, and
F1
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CHAPTER 1
CONTROL MEASURES

1001. Control Measures (Restricted Areas)

1. Purpose. To identify all mssion essential areas within
Naval Air Station, Widbey Island. NAS Whidbey Island is

desi gnated a NON- RESTRI CTED area wth various critical facilities
and buil di ngs designated as RESTRI CTED areas. All persons are
forbidden to enter established restricted areas, inactive and/or
secured buil dings, and inactive boats whether in the water or
ashore, unless their official duties require such entry.

2. Inspections

a. Personnel and Vehicle Adm nistrative Inspections. Per
reference (a) all designated restricted areas shall include
procedures for conducting inspections of persons and vehicl es
entering and | eaving such areas. The purpose is to detect and
prevent the introduction of prohibited itens (firearns,
expl osi ves, drugs, etc.) and to detect and prevent the
unaut hori zed renoval of government property and material. To be
effective, admnistrative vehicle and personnel inspection
operations should be conducted daily on a random basis. As a
m nimum the activity's security officer wwll ensure they are
conducted at | east weekly. Procedures will be coordinated with
the Staff Judge Advocate (SJA) and approved by the activity
Commandi ng O ficer or designated representative. Accredited
Naval Crim nal Investigative Service (NCI'S) personnel, upon
presentation of badge and/or credentials, are exenpt from such
i nspecti ons.

b. Admnistrative Vehicle Inspection. A cursory inspection
of the contents of a vehicle with full consent of the operator or
owner. Adm nistrative inspections are conducted with prior
witten authorization and direction by the installation or
activity Commanding Oficer as to the nethods and procedures to
be enpl oyed.

3. Security Areas. Listed below, in descending |evels of
i nportance and priority, are the restricted areas at NAS Wi dbey
| sl and.

a. Level Three Restricted Areas. Per references (a) and
(b), level three restricted areas are the npbst secured areas.
Any unaut hori zed novenment constitutes a breech of security and
may subject the violator to penalties as provided by | aw

(1) Security Requirenents. Entrance requirenments for
| evel three security facilities shall include as a m ni num

1-1
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(a) An access list of personnel authorized to enter
the area wthout an escort. The access list shall include nane,
rate/rank, social security nunber, unit assignment, and access
badges/identification (ID) nunber.

(b) Al visitors nust be |ogged in and out.

(c) After normal working hours, all personnel
entering a level three area will be logged in and out. The sign
in and out log shall include the nanme, rate/rank, and, if
escorted, the escort's nane.

(d) A personnel ID and control systemfor entry into
the area wll be established. The systemw || provide a readily
avai |l abl e neans of identification; e.g., mlitary or civilian
governnment pass/ID with photo. The IDw Il be verified against
information contained in the access list for the area prior to
allowng entry. Additionally, the ID shall be worn on the outer
garnent at all tinmes, except for those personnel working wth/on
danger ous equi pnment where the I D could cause a safety problem
In those cases, the I D nmust be avail able on their persons, e.g.,
in their pocket, under the outer garnent, etc.

(2) Level Three Restricted Areas |ncl ude:

(a) Communication Security Material System (CVbB)
safe, building 410 (hangar 6).

(b) Aircraft Internedi ate Mi ntenance Depart nment
(AIMD) Cryptol ogi cal Equi pnment Repair, building 2547.

(c) Commander, Electronic Attack Wng, U S. Pacific
Fleet (CVWWP), Sensitive Conpartnented Information Facility,
(SCF), building 385, basenent, roons 5-7.

(d) Electronic Attack Wapons School (EAWS), hangar
5, room 121, Sensitive Conpartnented Information Facility.

(e) Naval Security Goup Activity (NSGA), building
2700, basenent, roons A1003A- A1003H & A1003J.

(f) Northwest Regional Naval Intelligence Center
(NRNI C), building 2700, basenent, roons B1014-B1017, B1004A-
B1004H and B1004J- B1004L.

(g) Northwest Regional Naval Intelligence Center,

Techni cal Control (NRNIC TECH), building 2700, basenent, roons
A1013 and A1014.
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(h) Reserve Intelligence Area One (RIA-1), building
2739, basenent, roons 14-20 and 24.

(i) Fleet Air Reconnai ssance Squadron (VQ 1), hangar
6, second floor, rooms 221A-3, 222-224, 225A-D and 236A-E.

b. Level Two Restricted Areas. Per references (a) and (b),
|l evel two restricted areas are the second nost secure type of
restricted area. They may be inside a | evel one area, but never
inside a level three area as uncontrolled or unescorted novenent
woul d permt access to the security interest.

(1) Security Requirenents

(a) Personnel |D/ badge, e.g., access badge/lID, or
mlitary/civilian government ID card, nust be displayed at al
times on the outer garnment except when working on aircraft or
danger ous equi pnment where it could present a safety hazard. 1In
t hose cases, the ID nust be available on a person, e.g., Iin a
pocket, under the outer garnent, etc. During normal worKking
hours, use of an access list and entry/departure |l og i s suggested
but not required. After normal duty hours, all personnel
accessing the area nust be | ogged in and out.

(b) Admt only persons whose duties require access
and who have been granted appropriate security authorization.
Anyone who has not been cleared for access to the security
interest contained wwthin a level two area may be admtted only
when acconpani ed by an escort.

(c) Wen secured, a check will be nade at | east once
every four hours for signs of unauthorized entry or other
activity which threatens to degrade security of the level two
ar ea.

(2) Level Two Restricted Areas | nclude:

(a) Al aircraft, aircraft hangars, runways,
t axi ways, ranps and hardst ands.

(b) Aircraft radar and conmmuni cati on nodul es,
bui | di ng 858.

(c) Weapons Comnpound, building 423, and al
magazi nes.

(d) Operations, Gound Electronics Division, building
385.

(e) Small Arns Arnory, building 34.
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(f) AIMD 600 Division, building 2547.

(g) Security Manager's O fice, building 385 room
202.

(h) Qutlying Landing Field (OLF), Coupeville.
(1) Tel ephone Exchange, buil ding 975.
c. Level One Restricted Areas. Level one areas are the
| east secure type of restricted area. They serve as a buffer

zone for levels two and three by providing adm nistrative
control

(1) Security Requirenents. M ninmum security nmeasures
required for restricted areas are contained in reference (a),
Appendi x VI .

(2) Level One Restricted Areas I nclude:

(a) Fuel piers, finger pier.
(b) Fuel farms, 1 through 4.

(c) Al fuel fill stands, punp stations, and control
val ves.

(d) Waterfront.
(e) JP-5 pipeline nmanhol es.
(f) Small Arnms Arnory, building 34 perineter.

(g) Aircraft radar and comruni cati on nodul es,
bui | di ng 858 perineter.

(h) Liquid Oxygen (LOX) farm (aviation asset).

(i) Fuel truck staging conpound.

(j) Security, control roonidispatch, building 220.
(k) IRM spaces in building 113.

(1) Weapons magazi ne perineters.

(m AIMD, building 2547.
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(n) Supply warehouses, buildings 26, 62, 219, 369,
and R-53.

(o) Lake Hancock.
(p) Air Traffic Control, building 385, room 229.
(q) Aircraft Control Tower, hangar 5.

(r) Anti-Submarine Comruni cations Detachnment (ASCOW
DET), building 135.

d. Non-Restricted Areas. A non-restricted area is an area
under the jurisdiction of NAS Whi dbey |Island, where access is
either mnimally controlled or uncontrolled. Such an area may be
fenced, but may be open to the uncontroll ed novenent of the
general public at various tinmes. A non-restricted area can be an
area encl osed by a fence or other barrier to which access would
be mnimally controlled by a checkpoint to ensure the visit or
access was for official business or other authorized purpose. In
such cases further security authorization would not be required
for access, e.g., a security clearance. Non-restricted areas
will not be |located inside restricted areas. Al areas not
designated as restricted areas are designated as non-restricted
areas aboard NAS Whi dbey Island, including all Navy Fam |y
Housi ng.

4. Non-sensitive Areas are any buil ding, space, security cage,
and/or office where entry would not give either direct or

secl uded access to restricted areas, and/or U S. Governnent
supplies, classified information/material, noney, easily pilfered
itens and/or sensitive property.

5. Posting of Restricted Areas. Restricted areas within NAS
Wi dbey Island (including buildings) will be posted sinply as
"Restricted Area" at all external points of ingress. Non-
restricted areas wll be posted as "Warning U. S. Navy Property
Aut hori zed Personnel Only" at all points of ingress. Posting of
signs will be per reference (a), Appendix VII

6. Personnel and Vehicle |Inspections. To detect and prevent
unaut hori zed renoval of governnment property and material,

adm ni strative inspections will be conducted on a random basis at
the discretion of the Commandi ng O ficer.

7. Parking of Privately Omed Vehicles (POVS) in Restricted
Areas. POVs will not be parked in restricted areas (no
exceptions).
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8. Mowvenent Control within Restricted Areas. Personnel working
inrestricted areas will be instructed at security awareness
training to consider each unidentified or inproperly identified
i ndividual as a trespasser and report him her to his/her

supervi sor, NAS Security, or other appropriate authority.
Testing of these procedures will be acconplished during physi cal
security and anti-terrorismdrills/exercises of the security
force and through inspections or other reviews of the physical
security function.

9. Personnel |D/ Badges and Control Procedures. The requirenents
for positive identification and control of personnel entering or
departing restricted areas are contained in reference (a). Badge
standards are contained in reference (a), paragraph 1105.

1002. Control Measures/ Regul ations for Entering/ Departing NAS
Wi dbey | sl and and Movenent Thereon

1. Definition of Terms. For this instruction, pertinent
definitions in the Revised Code of Washington (RCW shall apply,
except as specifically nodified bel ow

a. Command. NAS Wi dbey Island, Gak Harbor, Wshington, and
all areas under the jurisdiction of its Commanding Oficer
i ncluding--but not limted to--Ault Field, Seaplane Base,
Qutlying Landing Field (COLF), Coupeville, Capehart Housing areas,
and Naval Wapons Systens Training Facility, Boardman, Oregon.

b. Commanding Oficer. The Commandi ng O ficer, NAS Wi dbey
I sl and, and in his absence, the Executive Oficer, if present;
ot herwi se, the Command Duty O ficer (CDO) for urgent matters.

c. Contractor. A commercial firmor agency performng
construction, research, maintenance and repair, or providing
supplies or a service on base.

d. Energency Vehicle. Any notor vehicle identified and
aut horized for use in |l aw enforcenent, accident investigation,
fire protection, security, crash or rescue work, energency public
wor ks service, and all other station vehicles equi pped with and
using an authorized red Iight and/or siren.

e. Load. Any part of anything carried or towed by a notor
vehi cl e.

f. Mped. Any two- or three-wheel ed device having fully
operative pedals for propul sion by human power, a notor with a
cyl i nder displacenent not exceeding 50 cubic centineters which
produces no nore than two gross brake horsepower (devel oped by a
prime nover, as neasured by a brake applied to the driving shaft)
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and is capable of propelling the device at a maxi num speed of not
nmore than 30 mles per hour on |evel ground, the wheels of which
are at least 16 inches in dianeter.

g. Mtor Vehicle Accident. Any incident involving a notor
vehicle in notion on a roadway which results in personal injury
or property damage, however slight.

h. Registration. Registration refers to NAS Wi dbey Island
regi stration of notor vehicles. State registrationis a
prerequisite for station registration. (See paragraph 24)

i. Roadway. Any road, street, alley, ranp, parking area,
bui | di ng, place, or area used for the novenent of notor vehicles.

J]. Security Director. The Security Director, NAS Wi dbey
Island is appointed in witing by the Commandi ng O ficer per
reference (a) and is delegated the authority to inplenment the
provisions of this instruction.

k. Station. Synonynous and interchangeable with "Naval Air
Station, Wiidbey Island,” "NAS Wi dbey,” “NAS,” “naval air
station,” "air station," and "conmmand."

2. Use of Decals and Passes. Decals, tenporary vehicle passes,
and one-trip passes serve only to identify a vehicle whose
regi strant has nmet the requirenents for com ng aboard.

3. Unaut horized Persons. Any person discovered aboard who is
unable to show a valid ID card, pass, or badge authorizing that
person to be on the air station shall be detained and NAS
Security Police notified i medi ately at extension 73122.

4. Requirenent to Show ID. Every person on board NAS Wi dbey
shal | show his/her ID authorizing himher to be on board, upon
request by conpetent authority.

5. Failure to Meet Access Requirenents. Failing to neet the
provisions or requirenents of this instruction may result in the
denial of privileges to operate a notor vehicle and/or com ng
aboard the station.

6. Violators Subject to Adm nistrative/Punitive Action.
Violators of this instruction are subject to disciplinary action
under the UCMJ, admi nistrative action under appropriate civilian
personnel instructions and regul ati ons, and/or prosecution in
Federal court for violation of the United States Code, as
appl i cabl e.
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7. Trespassing. Persons entering the station, after having been
barred therefromby the Commanding Oficer, or entering with the
intent to commt an offense, are subject to prosecution in United
States District Court for violation of Section 1382, Title 18,

Uni ted States Code.

8. Fraudul ent Use or Possession of Oficial Pass/Decal or
Mlitary ID. G vilian personnel enployed on board, enployees of
aut hori zed commercial firns and businesses, or active duty, Fleet
Reserve (Retired), Reservists, and authorized famly nenbers of
such, are prohibited fromusing their official mlitary ID nedia
for access to the station in matters pertaining to non-associ ated
civilian enploynment or commercial pursuits.

9. Denial of Access to Station. Access to the station may be
denied to any individual whose presence on board is deened to be
potentially detrinmental to good order and discipline.

10. Altered or Defaced ID. Mlitary and civilian personnel who
have a duty to verify the identity of persons shall confiscate
passes, badges, or cards suspected to be fraudul ent by neans of
altering or defacing of such, and i mediately turn the

i ndi vi dual , badge, pass, or card over to NAS Security Police.

11. Renewal of Expired or Miutil ated Passes, Badges or Cards.
Each person to whom a badge, pass, or ID card has been issued
shal | make application for renewal if such badge or pass becones
mutilated or illegible. Renewal of expired passes, badges, or
cards shoul d be nade at | east 10 days prior to expiration.

12. Return of Passes/Badges. Upon separation, term nation,
transfer, conpletion of contract, or other conclusion of purpose
for which a badge or pass was issued, such badge or pass shall be
returned in person or via REG STERED guard mail to the Station
Decal O fice, building 349 (NAS N21A).

13. Lost or Stolen Passes/Badges. Wen a badge or pass is |ost
or stolen, the Station Decal Ofice, building 349, extension
75620/ FAX 72192, shall be notified imediately by a witten
statenent fromthe enpl oyee, via the enpl oyee's supervisor, and
i nclude a new application. Mlitary personnel nmust report |ost
or stolen Arnmed Forces I D Cards through the nenber's chain of
command by using a Special Request/Authorizati on NAVPERS 1336/ 3
before acquiring a repl acenent.

14. Points of Entry/Exit. Entrance to and exit from NAS Whi dbey
(except by naval aircraft, helicopter, ship or craft, or
authorized civilian aircraft, helicopter, ship, or craft) is
permtted only through valid gates which are opened to
accomodate traffic. Hours are published in appropriate nedia.

1-8
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STATI ON GATES

a. Gate 4 Vehi cl e, pedestrian
Maui Bl vd. and bicycle
( Seapl ane Base)

b. Gate 32 Vehi cl e, pedestrian
Tor pedo Road and bicycle
( Seapl ane Base)

c. Gate 50 Vehi cl e, pedestrian
Main Gate (Ault Field) and bicycle

d. Gate 69 Vehi cl e, pedestrian
Nortz Gate and bicycle
(Ault Field)

e. Gate 70 Vehi cl e and bicycl e
Sar at oga transit on bike path
(Hospi tal)

f. Gate 88 Vehi cl e, pedestri an,
Charl es Porter bi cycl e, and commer ci al
(Ault Field) vehi cl es

15. Requests for Access Badge

a. Al civilian enpl oyees (DoD/ DoN, civil/excepted service,
st udent vol unt eers/ co-ops, non-appropriated, or contractor)
wor ki ng on the Naval Air Station, Widbey |Island shall be issued
a NASW 5512/ 2 badge for access. The hiring activity shal
initiate the request for the badge as cited bel ow

b. Al requests for NAS Wi dbey access badge nust be
acconpani ed by a conpl eted Access Badge and/ or Vehicl e Pass/ Decal
Request, NASW 5512/ 71, endorsed by authorized personnel of the
hiring activity. The hiring activity will retain the conpl eted
NASW 5512/ 71. Inconplete forns will not be processed.

c. Commanding Oficers/Oficers in Charge of tenant
activities, NAS Wi dbey |sland departnent heads, and contractor
representatives (via Resident Oficer in Charge of Construction)
shall submt to the Security Director (NAS N2) a |ist of nanes
(l'imt of four) wth signature sanples of personnel authorized to
sign the NASW5512/71 at |east annually on 1 Cctober.

d. Access Badge, NASW5512/2, brown on white background, are
not required for contractor enployees if enploynent is |ess than
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six nmonths (180 days). A valid driver's license and a tenporary
vehicle pass will permt access onto the base to work.

e. Al requests for NAS Wi dbey tenporary access (less than
si x nmonths) nust be acconpanied by a letter fromthe enpl oyi ng
agency/firm endorsed by the sponsoring activity.

16. Pass Procedures for Civilians

a. Job Applicants. Applicants for civil service, non-
appropriated fund, or contract hire enployees will be issued
visitor passes, subject to prior witten notification to the
station Decal Ofice, building 349, fromthe hiring activity.

b. Contractor Personnel. Enployees of firnms engaged in
contract functions aboard the air station are permtted
entry/exit at the perinmeter gates and access only where the work
is to be performed subject to the follow ng conditions and
pr ocedur es:

(1) Al contracting firns or contractor representatives
must conpl ete the NASW5512/71 for enployees to be issued a
contractor badge and/or a vehicle pass fromthe Station Decal
O fice, building 349.

(2) Tenant activities or NAS Wi dbey |sland departnents
that award contracts shall initiate the NASW5512/ 71.

(3) Supervisors are responsible for ensuring that their
personnel remain in the i mediate work area and, upon conpl etion
of their work period, imedi ately depart the air station.

(4) Foreign nationals enployed by contractor firnms nust
have witten perm ssion fromthe Security Director to be on board
the station.

(5) Contractor firms or contractor representatives are
responsi ble for returning all badges/ID docunents, in person, to
t he Photo/ I D Branch, building 349, upon term nation of an
enpl oyee or when the contract or service is conpleted.

(6) Commanding Oficers/Oficers in Charge of tenant
activities and NAS Wi dbey |sland departnment heads shall submt a
list of current contractors and subcontractors (all types--
construction, repair, naintenance, delivery, janitorial, vendors,
servi ce, education, nedical, or other). The list should include
| ength of contract, contract nunber (if applicable), nane of
conpany and type. Submt to the Security Director annually on 1
Cct ober .
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17. Ammunition and Explosive Carriers and Drivers. Drivers of
vehi cl es carrying ammuniti on and expl osi ves shall enter NAS

Wi dbey Island through the Charles Porter Gate only. During
nor mal wor ki ng hours the sentry shall call and notify the watch
commander of a need for a security escort fromthe gate to the
appropri ate weapons storage area. After normal gate hours the
driver of the ammunition and explosive carrier shall call the
wat ch commander fromthe phone |ocated at Charles Porter Gate and
advise hinm her of the delivery. At no tine wll an amunition/
expl osive vehicle be |left unattended outside of the secured
storage ar ea.

18. Weight Handling Equi pnrent (WHE) and Drivers. Drivers of WHE
shal | enter NAS Wi dbey Island through the Charles Porter Gate
only. The driver of the WHE shall call the watch comrander from
t he phone | ocated at Charles Porter Gate and advi se hi m her of
the delivery. The watch commanders will notify the Wi dbey
Onsite Wi ght Handling Equi prent Program Manager (WHEPM) at 257-
3705 or 257-3358 per references (c) and (d). At notinme will WHE
be all owed through the gate w thout the approval of the WHEPM

19. Commercial Carrier Drivers and Hel pers. Personnel operating
or acconpanying comercial carriers will only be admtted through
the Charles Porter Gate (gate 88) when open upon presentation of
valid bills of lading or invoices indicating a requirenent for
delivery or pickup aboard NAS Whidbey Island. It is not
necessary that such carriers stop at the station Decal Ofice for
passes. After hours vehicles will be allowed to transit through
the Main Gate (gate 50).

20. Special Access Pass. Special access passes, signed by the
Commandi ng O ficer, NAS Wi dbey Island, entitle the designee
authority to enter the naval air station. These passes are valid
during the tour of duty of the Commanding O ficer who issues them
and are only for the use of the person naned on the pass. The
Commandi ng O ficer's Executive Assistant will maintain a |ist of
speci al access passes.

21. Special Tours Sponsored by Public Affairs Oficers. Tours
by groups sponsored by Public Affairs Oficers (PAGs) of the
station or units present, or tenant commands, will be referred to
t he NAS Wi dbey PAO, who will provide coordination with the
Security Director and other interested parties. Escorts may be
requi red and provi ded by the sponsoring conmand.

22. Access Requirenents for News Medi a Representatives.
Representatives of the press, radio, television, magazi nes, and
commerci al phot ographers, may be issued visitor's passes provided
t he sponsoring station departnent or tenant activity notifies and
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recei ves clearance fromthe NAS Wi dbey PAO. Sponsors are
required to provide an escort during the tinme aboard.

23. Personnel Entrance and Departure Requirenents

a. Mlitary Personnel and Fam |y Menbers

(1) Active and retired mlitary personnel and their bona
fide famly nmenbers, properly identified, wll be admtted to the
station. Under unusual or energency conditions, all personnel
passi ng through the gates may be required to present I D Refusal
or inability to present proper |ID upon request may be sufficient
cause to deny entry or exit.

(2) Personnel in POVs with a valid decal may be required
to present valid ID before access will be granted.

(3) Selective Reserve mlitary personnel may be admtted
upon presentation of their Arned Forces ID Card (red or green)
for the purpose of visiting the Navy Exchange to nmeke authorized
purchases and in connection with reserve training activities.

(4) For the purpose of this instruction, famly nmenbers
are classified as adults (16 years of age or older), or spouse of
a |l esser age, and mnors (under 16 years of age). M nors under
12 years of age nmust be acconpanied by an adult authorized entry
to the station

(5 Al commands will ensure that their checkout forns
require service nenbers to physically report to the Station Decal
O fice, building 349, when clearing the naval air station or
tenant activity.

b. Quests or Visitors

(1) Between the hours of 1800 to 2400, all guests or
visitors nmust be registered at the Main Gate and escorted on base
by their sponsor. |Individuals under the age of 18 nust be
escorted by their parent, guardi an, or spouse when on Ault Field
after 2200, Sunday through Thursday and after 2330, Fridays and
Saturdays. The curfew applies regardless of the reason for the
i ndi vidual's presence on Ault Field. Ault Field is defined as
the area inside the fence perineter.

(2) Gvilian guests desiring to attend special events
(changes of command; squadron reunions; Mrale, Wlfare and
Recreation (MAR); or club events) may be issued the appropriate
pass when prior notification of such an event is submtted to the
Security Director. The notification should include date, tine,
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pl ace of the event, sponsoring activity, or name of requesting
i ndi vi dual, and guest |ists when appropriate.

(3) Cvilian guests desiring to visit the Oficers' Cub
or the Nor’ Wester Activity Center’s Scoreboard Sports Bar will be
i ssued a pass upon presentation of a valid drivers |license and
proof of insurance. Passes expire one-half hour after the clubs
cl ose.

(4) Guests or visitors wal king on station will be issued
the appropriate pass and are required to keep the pass with them
until departure fromthe station

(5) Foreign National Guests (non-U.S. citizens) nust be
sponsored to visit the station. Sponsors are to sign in their
foreign national guests at the Main Gate, building 293, or at the
Station Decal Ofice, building 349. Sponsors are to escort their
guests onto the station, acconpany themat all tines, and are
responsi bl e for their conduct.

(6) Guests are required to be off station by 2359 or 30
m nutes after the closing of the recreation/facility visited or
speci al function has ended, except as stated in paragraph 23b(1).

(7) Quests of retired/fleet reserve nenbers may be
adm tted when acconpani ed by their host sponsor.

(8) Civilian enpl oyees of any of the various activities
aboard the station nmay sponsor a guest aboard the station
provi di ng arrangenents are nade with the Security Director

(9) Restricted personnel on board NAS Wi dbey may sponsor
guests aboard the station as outlined in their restriction notice
and this instruction.

(10) Personnel sponsoring guests on board NAS Wi dbey
| sl and are responsi ble for the conduct of such guests at al
times and nust acconpany them except when adm tted per paragraph
23b(2) above. Violation of this requirenent constitutes
i mredi ate renoval of the guest fromthe air station and the
sponsor may receive appropriate discipline under UCMI or civilian
pr ocedur es.

c. Salesnen, Solicitors, Tradesmen, and/or Vendors

(1) Solicitation or transaction of any private business
on board is a privilege granted by the Commandi ng O ficer.
Sal esnmen and solicitors nust get approval through NAS Legal
(NO1J) per reference (e). Solicitation shall be on an individual
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basis, by appointnment only. Solicitors are required to obtain
visitor passes fromthe Station Decal Ofice, building 349.

(2) Perm ssion for solicitors to come aboard shall not be
construed in any manner as official governnment sanction or
command endorsenent of the solicitors' firnms or products.

(3) MIlitary personnel on active duty are prohibited from
representing any commercial enterprise for the solicitation (with
or wi thout conpensation) of life insurance, nmutual fund, and/or
ot her investnent plans, comodities, and services on NAS Wi dbey.

(4) Sal esnmen are specifically forbidden to solicit or
sell to mlitary personnel, civilian enployees (civil service,
non-appropriated fund, and/or contract hire), transients,
students, trainees, or other persons in simlar capacities.

(5) Delivery enployees of personal service businesses
(prepared/fast food restaurants such as pizza, sandw ches, or
conplete neals; flowers or gifts; taxis and buses) nust have
previous witten authorization fromthe Conmmanding O ficer to
deliver on base (Ault Field and Seapl ane Base). The owner or
manager of the business nmust wite a letter to the Conmandi ng
O ficer requesting permssion to deliver on base. Upon approval,
t he owner or manager nmust conply with the enpl oyee access
requirenents |listed below and the foll ow ng vehicle registration
prerequisites:

(a) Delivery in a business-owned vehicle marked so,
wi th proof of commercial insurance and registration of the
vehicle to the business; or business has purchased liability
coverage for enpl oyees delivering on base in POVs.

(b) A copy of the insurance policy nust be provided
to the Security Adm nistration D vision, building 180, before a
vehi cl e pass is issued.

(c) If the business uses POVs, in addition to the
liability coverage, the vehicle nust be marked when delivering on
base; for exanple, portable signs that strap on the top of the
vehicl e or magnetic side door signs. The sign/display nmust be
provi ded by the business. Note: Active duty personnel nust
renove the sign when not delivering. Reference (e) applies.

(d) Omers or managers nust provide to the Security
Adm ni stration Division, building 180, a witten list of

aut hori zed delivery drivers' names, |icense nunbers and, if POvVs
are used, nake, year, and license nunber of the POV. Only
witten changes will be accepted. |If a driver's nane is not

|isted, access nay be deni ed.
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(e) Drivers and passengers will be required to show
| D and a copy of the letter of authorization upon entering the
base.

24. Vehicle Registration and Operating Requirenents

a. Requirenents

(1) Requirenment to Maintain Registration. Al privately
owned and commerci al notor vehicles operated on board NAS Wi dbey
| sl and nmust be currently registered wth Security, Whidbey
Precinct at the Station Decal Ofice, or wwth another mlitary
activity. Vehicles not displaying evidence of current
registration may be deni ed access to NAS Wi dbey.

(2) Requirenment to Display Registration. Evidence of
current registration wll be visibly displayed upon vehicles at
all tinmes when on board NAS Wi dbey. Such evidence wll be one
of the follow ng:

(a) Avalid mlitary registration decal (including
date tabs) issued by NAS Wi dbey or another mlitary activity.

(b) Avalid tenporary registration issued by NAS
Wi dbey or another mlitary activity.

(c) Avalid one-trip pass issued by the naval air
station.

(d) Vehicles bearing valid decals from ot her services
and conponents of the Departnent of Defense are authorized
admttance to the station for a period not to exceed 90 days.
Personnel assigned to duty at NAS Whi dbey Island nust obtain a
NAS Whi dbey decal upon check in at the Station Decal Ofice.

(e) Exenption from Registration. Special comrercia
construction equi pnent, special nobile equipnent, and materi al s-
handl i ng equi prrent not intended for operation on public highways
may be exenpted fromregistration requirenents at the discretion
of the Security Director. However, owners will be required to
nmeet the requirenents for registration (see paragraph 24b bel ow).

(f) Registration Updates. \Wenever a change occurs
in the ownership status of a notor vehicle that alters the
information on the vehicle registration form the Station Decal
Ofice, building 349, nust be notified w thout delay (normally
within 15 days). Failure to do so shall invalidate the
registration. This notification may be nade either in person or
by letter.
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b. Requirenents

(1) Security, \Widbey Precinct, Station Decal Ofice,
buil ding 349, is responsible for adm nistration and control of
the notor vehicle registration program

(2) Security, \Widbey Precinct, Station Decal Ofice,
bui | ding 349, provides base registration services for one-trip
vehi cl e passes, tenporary vehicle passes, and permanent
regi stration during hours of operation. The station guard force
provi des registration service for one-trip vehicle passes only at
the Maui Gate, Seapl ane Base (when threat conditions require
access control), and gate 50, Main Gate, Ault Field, when manned
and the Decal Ofice is closed.

(3) Only notor vehicles that are owned by a person who
resides, performs duty, is enployed on, or frequently uses the
facilities of the mlitary installation may be regi stered per
this regulation. At the tinme of registration, permanent or
tenporary, the foll ow ng nust be presented and nust be valid
during the registration period:

(a) Evidence of ownership is required. Current state
regi stration on which ownership is indicated will satisfy this
requi renent. \Wen the vehicle is | eased, rented, or borrowed,
written docunentation nust be presented. Loan agreenents between
private individuals shall be specific as to length of |ending
period and nust indicate any other restrictions inposed on the
borrower. Borrowed vehicles will be issued a tenporary pass for
a maxi mum of 45 days.

(b) Current state registration certificate or copy
t her eof .

(c) Proof of insurance (card or policy) of liability
and property damage insurance in mnimum anmounts of $25, 000,
$50, 000, and $10, 000, or assets for which a surety bond in the
amount of $60, 000 can be obtai ned.

(d) Avalid driver's license fromthe State of
Washi ngton or other state which authorizes the registrant to
operate the class of vehicle for which a decal is desired.

(e) Evidence of satisfactory conpletion of Personal
Val ues Education and Traini ng (PREVENT) and/or NAS Wi dbey I sl and
t wo- hour Ceneral Mlitary Training (GVIN tape (DW: A Dead End
Road) for all active duty, E-6 and bel ow, younger than 26 years
of age, within six nonths of registering a vehicle to be driven
on base. This requirenent is waived for those individuals who
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have conpl eted PREVENT within the previous 48 nonths, or Level |
or I'll alcohol/drug treatnment during their current enlistnent.
The Decal O fice will issue decals with date tabs valid for six

mont hs for those personnel who will be required to conplete the
above requirenent.

1. Upon conpletion of the above, decal date tabs
wi || be changed upon receipt of a letter fromthe individual's
command certifying satisfactory conpletion

2. Commanding O ficers/Oficers in Charge are
responsi bl e for ensuring assi gned personnel conplete the above
requi renent and for providing the letter certifying conpletion.

3. Under unusual circunstances which preclude an
i ndi vidual from conpleting the above requirenent within the six
month period (e.g., deploynent, detachnent, other operations),
the decal will be reissued for an additional three nonths with a
menor andum or letter signed by the nenber's Conmmandi ng
Oficer/Oficer in Charge certifying necessity and with schedul ed
PREVENT or GMI tape dates.

(f) A conpleted NASW 5512/ 71 from enpl oyi ng
activity/departnent for civilians enployed on NAS Wi dbey.

(g) Additional Requirenents for Mdtorcycle
Regi stration. This article includes requirenents for notorcycles
and nopeds.

1. At the tinme of registration, owner/operators
are required to furnish proof of successful conpletion of an
accredited course in notorcycle safety training approved by the
Naval Safety Center.

2. Personnel who do not neet the requirenents
above may be issued a tenporary (6 nonths) pass to permt
conpletion of a Naval Safety Center approved course in notorcycle
safety. Extensions of this pass wll not normally be granted.

3. Personnel who require notorcycle safety
training may obtain quotas fromthe NAS Wi dbey Cccupati onal
Safety and Health O fice, building 108, extension 72426.

4. At all times, the registrant nust neet the
cl othing and safety equi pnent requirenents stated in paragraph 30
of this instruction.

5. Commercial | y-owned and operated notorcycl es/
nmopeds may be admtted aboard on a one-trip pass and may park for

1-17



NASVH DBEYI NST 5500. 11C
8 Feb 2000

short periods in convenient |ocations to pick up or discharge
car go.

c. Eigibility for Permanent Regi stration. Permanent
registration is limted to notor vehicles owed (as listed on
current registration) by personnel in the follow ng categories:

(1) Active mlitary personnel attached to NAS Wi dbey
| sl and, tenant conmmands, and activities |ocated on board the
station.

(2) O her active, inactive reserve (stationed here with
orders and/or proof of |ocal address), retired mlitary personnel
or their eligible famly nenbers with requirenent to regularly
and frequently visit the station.

(3) CGvilian personnel enployed on board the station.

(4) Contractors or representatives of civilian comrerci al
firms that provide service to naval activities on board the
station on a regular basis (not |less than three tinmes weekly).
Appl i cation nust be nmade on conpany | etterhead paper, signed by
an officer of the conmpany, favorably endorsed by a comm ssioned
of ficer or other responsi ble nenber of the serviced or sponsoring
activity, and either hand-carried or mailed to the Security
Director. Applications nust specify the frequency and the
requi renent to conme on board; notor vehicle I D by make, nodel
state license; notor vehicle insurance by nane of carrier, type
and anount of policy, policy nunber, inclusive effective dates;
and nanes of personnel requiring passes. Renewal procedures are
the sane as for initial application.

d. Eligibility for Tenporary Regi stration Types and D spl ay
of Tenporary Vehicl e Passes

(1) Tenporary registration will be issued to notor
vehi cl es owned by personnel in the foll ow ng categories:

(a) Persons requesting registration of notor vehicles
for a period of less than 6 nonths but otherw se eligible for
per manent registration.

(b) Persons requesting registration of newy
pur chased vehi cl es pending conpl etion of requirenents for
per manent registration and who present docunented evi dence that
conpliance is in process (bill of sale or purchase contract,
tenporary state registration, insurance binder, or personal
certification in lieu thereof). Registration under this
ci rcunstance, normally, shall not be for periods |onger than 60
days. A 30-day extension may be granted to conpensate for
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unf oreseen del ays. (Permanent date tabs will not be issued until
t he owner has permanent registration in his/her possession.)

(c) Newy assigned mlitary personnel, upon
presentation of official orders to report aboard the station or
to a unit at the station, limted to any period during which the
station Decal Ofice is not open for permanent notor vehicle
regi stration purposes.

(d) As listed below, and not nentioned in previous
par agr aphs, station Decal Ofice personnel wll issue a Tenporary
Visitor's Vehicle Pass, NASW5512/35, on a nonthly basis valid up
to 6 nonths or as a short-termpass valid for 2 to 90 days to
suit the needs of the individual or as directed by the Security
Director for:

1. Vehicles owned by naval personnel tenporarily
stationed aboard the naval air station.

2. Vehicles of tenporary civilian enpl oyees.
3. Mdtorcycles while the owner is conpleting the
naval notorcycle safety course.

4. House guests or enpl oyees of personnel
residing in governnent quarters.

5. Contractor enpl oyees.
6. Rented vehicles wll be issued a tenporary
pass for termof rental agreenent.

7. Qher appropriate instances when a vehicle
pass is needed for a brief period of tine.

(e) Authorized patrons of the MAR Autonotive Hobby
Shop whose vehicles are unable to conply with the safety
requi renents, but are otherw se eligible for permanent
registration, and who wish to use the Hobby Shop facilities for
vehicle repair work, must satisfy the conditions contained in
par agr aph 24.

(2) Tenporary registration for autonobiles and trucks
shall be shown by a tenporary vehicle pass displayed prom nently
in the windshield, normally in the | ower |eft corner.

(3) Motorcycle riders nust show evi dence of tenporary
regi stration

1-19



NASVH DBEYI NST 5500. 11C
8 Feb 2000

(4) Al passes will be serialized and will require ful
informati on on the status of the registrant and vehicle.

e. Eligibility and |Issuance of One-Trip Passes

(1) As a general rule, one-trip passes are issued only to
t hose individuals having a valid one-tine requirenent to enter
NAS, or whose requirenents for entry are so infrequent that they
are not eligible for either permanent decals or tenporary vehicle
passes. Specifically, one-trip passes nmay be issued to personnel
under the follow ng conditions:

(a) MIlitary or civilian personnel in a notor vehicle
whi ch tenporarily replaces a registered vehicle.

(b) Tradesnen, solicitors, salesnen, contractor
personnel, technical representatives, vendors, and other
personnel who have official business and a prearranged
appoi ntnment. Sponsors nust notify the station Decal Ofice, in
witing, prior to the visit with specific information (date,
tinme, place and point of contact of visit).

(c) GQuests of mlitary personnel or their famly
menbers, includi ng command-sponsored tours under PAO escort,
guests/visitors in their owm private vehicles with authorized
escorts per reference (f).

(d) During normal working hours (0600-1800), civilian
personnel may visit the Air Term nal, Chapel, or Naval Hospital
as long as a valid reason exists for the visit. After 1800,
Security personnel will verify the reason for the visit.

(e) Pedestrians will be issued the appropriate one-
trip pass. They shall keep the pass with themuntil they depart
the air station.

(2) One-trip passes will not be issued in |ieu of
tenporary or permanent decals to permanently assi gned personnel
whose vehi cl es have been registered in their nanmes for nore than
t hree days.

(3) The follow ng categories of personnel wll not
normal ly be required to obtain a one-trip vehicle pass for their
vehi cl es:

(a) Drivers of commercial vehicles presenting valid
bills of |ading, or delivery (does not include personal service
delivery businesses referred to in paragraph 23.c) or pickup
orders. Vehicles in this category wll use the Charles Porter
Gate (gate 88) only during normal operating hours. After hours
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they may use the Main Gate. Ammunition and Expl osive carriers
shall only use Charles Porter Gate. After hours they shal
utilize the phone provided at Charles Porter Gate to announce
their deliveries.

(b) Cvil |aw enforcenent personnel in an official
vehicle, in uniformor presenting credentials verifying their
st at us.

(4) The requirenments of paragraph 24.e (except for the
| oan agreenent in the case of a borrowed vehicle) nmust be net for
i ssuance of a one-trip pass.

(5) Al passes expire at mdnight of the day of issue or
a specific expirationtine is witten on them "MAR C ub Pass”
expire one-half hour after the club's closing.

f. Registration Decals and Auxiliary Stickers

(1) Placenent of Decal on Vehicle. Per OPNAVI NST
5560. 10B, pernmanent registration of a notor vehicle shall be
shown by the Non-Governnent Vehicle Registration Decal, DD 2220,
affixed to the driver's lower left on the windshield glass, or to
the | eadi ng edge of the frame or fork of notorcycles and nopeds.
Alternate placenent in the upper m ddle section of the w ndshield
glass may be used. |If the decal is issued over the counter to
the custoner it nmust be affixed within 24 hours of receipt. |If
not placed appropriately, Security personnel wll scrape the
decal and an Arnmed Forces Traffic (AFT) citation may be issued.

(2) Registration Decals, Installation Tabs, and Effective

Peri ods

(a) The DD 2220 has a dark bl ue border and | egend on
a white background.

(b) Separate installation tabs will be issued with
each DD 2220 to identify the installation at which the vehicle is
regi stered. These installation tabs are color-coded to indicate
the category of registrant.

(3) Omer Responsibility for Vehicle Registration Decal

(a) Whenever a vehicle with a current registration
decal or tenporary vehicle pass is sold, traded, totally wecked,
or otherw se | eaves the permanent possession of the registrant
(mlitary or civilian), the decal or tenporary vehicle pass nust
be renoved conpletely fromthe vehicle and turned in to the
station Decal Ofice. Sale or transfer of a notor vehicle
w t hout renoval or destruction of the registration sticker by the
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authorized mlitary or civilian recipient of the sticker is a
federal offense in violation of 18 U S. Code, Section 499. Care
shoul d be taken with decals to preserve the serial nunber.
Security Departnent personnel will assist with the renoval when
requested. A new registration may not be made until previous
ones are cleared.

(b) Al registration nmedia or material remains the
property of the Departnment of the Navy. They nust be renoved,
destroyed, or defaced and surrendered, or certification thereof
made to the station Decal Ofice upon the specified expiration
date or earlier termnation of authorization. Despite any
previously authorized expiration date, an authorization
automatically expires upon discharge or release fromactive duty,
or 30 days after reporting to a new permanent duty station or
area, or upon sale, transfer of title, or other disposal of the
vehi cl e.

(c) Except where a special condition or situation
exi sts, not nore than one permanent registration decal nay be
i ssued concurrently for any one vehicle.

(4) Expiration Stickers and Renewal by Mail. Wth each
per manent registration decal issued, there shall also be issued
appropriate stickers indicating the nonth and year of expiration.
Unl ess cancel ed earlier, permanent registration decals expire
automatically at mdnight on the | ast day of the nonth indicated
by these stickers. Expiration stickers may be renewed by mail .
Vehi cl e Regi strati on Renewal Form (NASW 5560/6) is available from
the station Decal Ofice, extension 7-5620 or Security
Adm ni stration, 7-2406/3757.

(5) Commanding Oficer and Executive Oficer Tabs. CGOs
and XGOs of tenant commands at the naval air station wll be
provi ded appropriate stickers that authorize parking in
desi gnat ed reserved spaces. These stickers may be obtai ned from
the station Decal Ofice, building 349.

(6) Insignia Stickers. Wth each pernmanent vehicle
regi stration decal issued to officers, grade 06 and senior, an
appropriate grade sticker shall also be issued and affi xed
i mredi ately below the viewer's |ower right corner of the
regi stration decal with its installation tab and expiration tabs.

g. Requirenents for Driver's License

(1) Governnent-Owed or Leased Vehicle, Cvilian or
Mlitary Operator. Cvilian enployees and mlitary personnel
operating governnent-owned or | eased general - pur pose notor
vehi cl es under 14,000 pounds gross vehicle weight (GVW shall
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have in their possession either an OF 346 or a valid state
operator's license for the class of governnent vehicle operated.

(2) Exenption from Governnent License. The requirenent
for possessing an OF 346 does not apply to personnel who are on
tenporary duty (TDY) away fromtheir official duty station and
whose TDY travel orders authorize the use of a governnent-owned
or | eased vehicle in the performance of their official duties,
provi ded they possess a valid state driver's |icense.

(3) Privately-owned Mtor Vehicles

(a) Every person who operates a privately owned notor
vehicl e on board the station nmust have in his/her possession a
valid state driver's license or an international driver's license
issued fromother than the United States, if tenporarily
assigned, issued to hinmher for the type of vehicle or
conbi nation of types of vehicles he/she is driving.

(b) Driver's licenses issued by other than one of the
50 states, U.S. territories, or Canadian provinces wll not be
recogni zed or authori zed.

25. Motor Vehicle Operating Rules and Restrictions. In addition
to other provisions of this instruction, the follow ng rules,
regul ations, and restrictions are inposed on owners/operators of
vehi cl es on board the NAS:

a. Radar Detection Devices. Per reference (g) the use of
radar devices to indicate the presence of speed recording
instrunments or to transmt sinmulated erroneous speeds is
prohi bited on DoD installations.

b. Operation of Vehicle by Soneone O her Than Regi strant.
Private individuals and managenent officials of commerci al
concerns who register notor vehicles with the Security Departnent
are responsi ble for the operation of such vehicles by persons
they permit to drive the vehicles. Such operation nust be per
the traffic regulations of this or any other mlitary activity
where the vehicle is being operated. Wth the exception of
nmovi ng viol ations/accidents, traffic point assessnents nay be
made agai nst a registrant when a violation is commtted by
soneone el se operating a registrant's vehicle. Mwving violation/
acci dent point assessnents may be nade against a registrant if
he/ she has permtted an unlicensed person to operate his/her
vehicle or if violator is the spouse or other adult nmenber of the
registrant's famly.

c. Driving Under the Influence. It is unlawful for any
person who is under the influence of any narcotic drug,
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intoxicating liquor, or illegal drug or who is under the conbi ned
i nfluence of intoxicating Iliquor and any drug, to drive a vehicle
on the NAS.

d. Inplied Consent

(1) Any person granted the privilege of operating a notor
vehicle on the station shall be deened to have given his/her
consent to a chemcal test of his/her blood, breath, or urine for
determ ning the al cohol or other intoxicant content of his/her
bl ood, breath, or urine. This consent is deened to be inplied if
such person is cited or lawfully apprehended or detained for any
of fense allegedly commtted while driving or in actual physical
control of a notor vehicle on the NAS.

(2) The test shall be incidental to a | awful apprehension
or detention and adm nistered at the direction of the naval air
station | aw enforcenent official having reasonable cause to
bel i eve such person was driving, or was in actual physical
control of, a notor vehicle on the naval air station while under
the influence of intoxicating |iquor or any drug.

(3) Any person who is dead, unconscious, or otherwise in
a condition rendering himher incapable of refusal shall be
deened not to have w thdrawn his/her consent and such tests may
be adm ni stered.

e. Refusal To Submt a Breath Test. Any person who, when
advi sed of the provisions of inplied consent, refuses to submt
to a breath test will be cited, and his/her decal will be renoved
i mredi atel y.

f. Al coholic Beverages-drinking or OQpen Container in
Vehicle. No person shall drink any al coholic beverage while in a
nmotor vehicle on board the station. It is unlawful for a person
to have in his/her possession while in a notor vehicle upon a
hi ghway, a bottle, can, or other receptacle containing an
al coholic beverage if the container has been opened or a seal
broken or the contents partially renmoved. The container may not
be in an area of the vehicle normally occupied by the driver or
passengers if the vehicle does not have a trunk. A utility
conpartnent or glove conpartnent is deened to be within the areas
occupi ed by the driver and passengers.

26. Vehicl e Searches

a. Privately owned vehicles are subject to search at al
tinmes while on board the naval air station, per section 1004 of
this instruction.
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b. Al private and commerci al vehicul ar conveyances and
hand- carri ed baggage, parcels, lunch pails, and simlar bulk
itens of individuals entering or departing the naval air station
are subject to search

27. Speed Laws

a. Safety Considerations. No person shall operate a vehicle
upon a highway at a speed greater than is reasonabl e or prudent
havi ng due regard for weather, visibility, the anmount of traffic
on, and the surface and wdth of the highway, and in no event at
a speed which endangers the safety of persons or property.

b. Maxinmum Speed Limt. No person shall operate a notor
vehi cl e or other conveyance on board the station in excess of 25
m | es per hour unless otherw se posted. Energency vehicles are
exenpt fromthis speed limt while responding to bona fide
energenci es. However, this exenption does not relieve the
drivers of such vehicles fromtheir duty to drive with due regard
for the safety of all persons using the highway/roadway, nor does
it protect themfromthe consequences of arbitrary use of
excessi ve speed.

c. Reduced Speed Limts

(1) 5 MPH No vehicle shall be operated in any hangar/
buil ding in excess of 5 MPH

(2) 10 MPH. No vehicle being operated in any parking
area shall exceed 10 MPH

(3) 15 WPH Al Navy Fam |y Housing Areas.

28. Transporting Cargo and Personnel

a. No operator of any notor vehicle shall allow any person
to ride upon any exterior portion of any vehicle not specifically
designed for such transport.

b. No operator of any enpty vehicle designed for the
transport of cargo shall allow any person to ride in the bed of
such vehicle unless such persons are seated on seats that are
secured thereon and properly equi pped with seatbelts. No
operator of a vehicle carrying cargo wll allow any person to
ride in the cargo area.

c. Al persons operating or riding in, or in any private or
governnment notor vehicle, shall use safety belts in a proper
manner. Individuals shall not ride in seating positions where
safety belts have not been installed, have been renoved or
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rendered inoperative. This does not apply to passengers riding
in forms of public transportation when safety belts are not
avai |l abl e or have been rendered inoperative; nor does it apply to
hi storic/antique vehicle being driven to/fromin parades or

di spl ays, etc., reference (h) applies. Further, operators of

not or vehicles have a noral obligation to ensure that children
and/or infants are securely restrained in an approved restraint
system before the ignition is engaged on any notor vehicle on
this reservation. Operators of notor vehicles on NAS Wi dbey
Island are required to use infant or child safety seats, approved
by the Departnment of Transportation, for all children under age
four weighing | ess than 40 pounds.

d. No operator of any notorcycle or noped shall operate such
vehicle with a passenger unless such vehicle is equipped with
seat and foot rests designed for such purpose.

e. Qperators of passenger vehicles shall not allow nore than
two passengers in the front seats of such vehicles.

f. Operators of cargo-carrying vehicles shall allow no nore
t han one passenger in the cabs of such vehicles unless
specifically designed to accommopdat e nore.

g. Transporting cargo. The operator is responsible for the
safe | oadi ng of his/her vehicle and shall not nove his/her
vehicle until cargo is secured and/or |oaded safely and properly.

h. Pushing other vehicles. No vehicle, except for
gover nment vehicles equi pped with specially designed bunpers,
shal | be used to push anot her vehicle.

29. Parking Rules and Regul ati ons

a. Reserved and Governnent Vehicl e ParKking

(1) No privately owned notor vehicle shall be parked at
any tinme in any space nmarked "Governnent Vehicle Only," except
t hose | eased as governnent vehicl es.

(2) No privately-owned or governnent vehicle shall be
parked at any tine in a space marked "Reserved"” unless the
vehicl e operator is, or has the perm ssion of, the person for
whom t he space is reserved. The witten perm ssion nust be
di spl ayed prom nently on the dashboard of the vehicle to avoid
citation.

b. Designated Parking Areas. Mdttor vehicles shall be parked
bet ween the painted |ines designating authorized parking spaces
and no part of the vehicle may extend beyond the painted |ines.
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Vehi cl es shall not be backed into such spaces if doing so would
require such vehicle to exit against the flow of traffic.

c. Parking Tickets. Al parking tickets will be forwarded
to the Traffic Court Magistrate, building 349, for processing and
poi nt assessnent. Those persons assigned to the naval air
station and all personnel who are enployed by the naval air
station having driving privileges aboard Ault Field, Seaplane
Base, and all property under the jurisdiction of the Commandi ng
O ficer, Naval Air Station, Widbey Island, will be subject to
suspensi on under this instruction. After having received a
parking citation the nenber will have the option to appear before
the Traffic Court Magistrate if he/she wi shes to contest the
citation. |If the menber does not appear within the allotted tine
frame annotated on the citation, it will be assuned there is no
contest. Citations will be conpiled and tracked by the
magi strate's clerk and | ogged on the conputer. Parking citations
wi |l be assessed as foll ows:

1st citation V\r ni ng

2nd citation V\r ni ng

3rd citation 30-day suspension of base
(within a six nonth period) driving privileges

4th citation 30-day suspension of base

driving privileges

5th citation 30-day suspension of base
driving privileges

6th citation 180- day suspensi on of base
driving privileges

d. QOperator Responsibility for Parked Vehicle

(1) No operator of a notor vehicle shall |eave a vehicle
par ked and unattended until such vehicle has its engi ne secured
and parking brake set. Locking the vehicle is recommended.

(2) No child 12 years or younger shall be left unattended
in any vehicle.

(3) No pet shall be left unattended in any vehicle where
the likelihood exists for such pet to suffer disconfort.

e. Parking/ d earance Requirenents
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(1) Five Feet. No vehicle shall be parked within five
feet of any dunpster.

(2) Fifteen Feet. No vehicle shall be parked within 15
feet of the street side of any fire hydrant, fire hose outlet,
driveway, or intersection.

(3) Twenty-five Feet. No vehicle shall be parked within
25 feet of any building unless a marked parking space is
provi ded.

(4) No vehicle shall be parked so as to block any fire
| ane or in such a nmanner as to inpede or obstruct the normal flow
of vehicular or pedestrian traffic.

(5) No vehicle shall be parked so as to block any manhol e
outlined in red or in any area where parking is tenporarily or
permanent|ly prohibited as indicated by a barricade or sign.

(6) Parking on the grass is prohibited unless authorized
by the Commandi ng O ficer for special events.

f. Restrictions on Pier Parking. No vehicle shall be
par ked/ operated on any pier.

g. Handi capped Parki ng. Handi capped parking wll be
desi gnat ed by appropriate sign or synbol and is reserved for
vehicles with special state-issued plates, decals, or placards
per Revi sed Code of WAshi ngton.

30. Bicycle, Mtorcycle, and Mped Regul ati ons

a. Per reference (i), bicyclists are required to wear
hel mets approved by ANSI or SNELL, while riding on streets and
roadways. All bicyclists will wear |ight colored clothing
(during reduced visibility conditions, reflective clothing wll
be worn).

b. Per Revised Code of Washington it is a traffic offense
for a person under the age of 16 to operate or ride a bicycle on
a state highway, county road, city street, public trail or
pat hway, or a public sidewal k adjacent to the forgoing unless
wearing a protective helnet of a type certified to neet the
standards of ANSI or SNELL.

c. Bicyclists desiring to ride through NAS Wi dbey I sl and
gates are encouraged to register with the Station Decal Ofice,
buil ding 349. A DoD decal will be issued and affixed to the
forward | eft-hand side of the safety hel net.
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d. No bicycle shall be operated on sidewal ks or other areas
desi gned solely for pedestrian traffic.

e. Per reference (h), requirenents for operation of
privately owned notorcycles and nopeds on and of f NAS Whi dbey
| sland for both operators and passengers are as follows (applies
to Navy mlitary personnel at all times, and to civilian
enpl oyees in a duty status, on and off base):

(1) Motorcycl es/ nopeds shall have headlights turned on at
all tines.

(2) A properly fastened, under-the-chin protective hel net
that neets U S. Departnent of Transportation (DOTl) standards nust
be worn. It is highly recomended that four square inches of
reflective material or tape be attached to each side and back of
t he hel net.

(3) Eye protection defined as inpact resistant
eyegl asses, goggles, or face shield attached to the helnet. A
w ndshield or fairing is not considered to be proper eye
prot ection.

(4) The followi ng clothing shall be worn while operating
or riding on a notorcycl e/ noped:

(a) A long-sleeved shirt or jacket.
(b) Long trousers.
(c) Leather gloves (full finger).

(d) Hard-sol ed shoes/boots with well-defined heels.
(Riders are encouraged to wear over-the-ankle protection.)

(e) Properly worn (as an outer garnent), a yellow or
orange garnent (vest, shirt or jacket) wth one-half inch to two-
inch wide vertical or horizontal retro-reflective strips
di spl ayed both front and back. This requirenment also includes
bi cycl e riders.

31. Accidents

a. Reporting of Accidents

(1) No person involved in a notor vehicle accident on
station shall nove such vehicle until authorized by a designated
representative of the Commanding O ficer, nmenber of the Security
Department, or other conpetent |aw enforcenent agent.
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(2) Al persons involved in a notor vehicle accident
shall report it to the Security Departnent as soon as possible
and remain at the scene until rel eased by conpetent authority.

b. Responsibility of Governnent Vehicle Operator

(1) Under no circunstances may the operator of a
government vehicle sign any statenent (other than Operator's
Report of Mdtor Vehicle Accident, SF 91), release, or nake any
adm ssion of liability on the part of the United States
Government, unless it be to an authorized representative of the
United States CGovernnent whose duties are to investigate the
acci dent.

(2) Al tickets, citations, sumons, cl ains,
correspondence, warrants, etc., relative to the operation of
station governnent vehicles while off station shall be referred
to the cognizant Legal O ficer as soon as received.

(3) Al operators of governnment vehicles involved in an
accident will conplete SF 91 at the scene. QOperators wll answer
all questions fromlocal |aw enforcenent officials as it relates
to the conpletion of the SF 91. Operators will answer all
guestions fromsecurity personnel as appropriate.

32. Regul ations for Taxicabs

a. Comrercially-owned and operated taxi cabs (except those of
foreign registry or driven by foreign nationals) are permtted
aboard the station under conditions set forth bel ow as an
exception to the requirenents for formal registration. However,
basi c conpliance with the requirenents for permanent registration
shal | be mai nt ai ned.

b. Taxicabs entering the station will do so only to deliver
a passenger or to pick up a prearranged fare.

c. After delivering a fare on board, taxicabs will proceed
to the nearest gate and are not permtted to cruise the station
soliciting fares.

d. Taxicabs shall travel the nost direct route between
entry/exit gate and destination point.

33. Restrictions on Operator Conduct

a. No operator or passenger of any notor vehicle shal
sleep, or loiter in a vehicle parked on board NAS Wi dbey.
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b. No operator of any notor vehicle shall wear portable
headphones, earphones, or other listening devices.

c. No POV shall be repaired on the station except at the
Navy Exchange Garage or the Auto Hobby Shop.

d. No POV shall be washed on the station except in
desi gnat ed areas.

e. No operator or passenger of any notor vehicle shal
operate or use any radar detection device to indicate the
presence of speed recording devices or transmt sinul ated
erroneous speeds.

34. Restrictions on Joggi ng, Skateboards, Roller Skates, and
Uni cycl es

a. No skateboards, roller skates, unicycles, or other
simlar devices may be used on board NAS Whi dbey |sland except in
gover nnment housi ng areas and on Seaview Trail .

b. Jogging is permtted on shoul ders and si dewal ks on board
the air station.

(1) Were no sidewal k is avail able, joggers shall keep to
the outside |left shoul der of the roadway.

(2) Wen jogging on roads and streets, personnel shal
jog in patrolled areas and wear |ight colored clothing. During
periods of reduced visibility, i.e., nighttinme, fog, rain, etc.,
personnel shall wear retro-reflective clothing. Personnel shal
jog facing traffic and obey traffic rules and regul ati ons per
reference (i).

(3) Al joggers fromdusk to dawn nust have reflective
devices affixed to their clothing and be visible per reference

(h).

(4) Jogging on Nortz Gate Road is authorized during
dayl i ght hours only. Joggers nust use the dirt footpath west and
north of the paved road during the hours the gate is open to
vehicle traffic.

d. Waring portabl e headphones, earphones, or other
i stening devices while jogging, walking, or bicycling on roads
and streets on NAS Wi dbey Island is prohibited.

35. Personal Protective Equi pnent. Per reference (Q)
appropriate fluorescent or retro-reflective personal protective
equi pnent shall be provided to and used by all personnel who are
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exposed to traffic hazards in their assigned duties, e.g.,
traffic control personnel and roadway mnai ntenance and
construction crews, electricians, or tel ephone repair personnel
wor ki ng on outside overhead |ines.

36. Troop Formations. Troops in formation nmay use roadways, if
necessary, and shall have the right-of-way over all traffic
except energency vehicles with energency lights/siren activat ed.
Si dewal ks will be used whenever practicable. Troops in formation
are not authorized on Nortz Road when Nortz Gate is open.

37. Authority and Responsibility for Mtor Vehicle Enforcenent

a. Gener al

(1) The Traffic Enforcenent Program shall be adm nistered
by the Security Director through his/her designated
representatives. The primary enforcenent elenents are station
security force, naval air station detectives, base traffic court,
and gate sentries.

(2) Persons designated by the Security Director are
enpowered to issue arnmed forces traffic tickets and, when
appropriate, federal citations for violations that occur on
station in their presence.

b. Traffic Court Magistrate (TCM

(1) The Traffic Court Magistrate, building 349,
adj udi cates Arned Forces Traffic Tickets.

(2) Persons receiving Arnmed Forces Traffic Tickets shal
appear in court per instructions printed on the reverse side of
the citation

(3) Failure of individuals to appear as ordered may
result in automatic suspension of driving privileges for a period
not to exceed six nonths. Continued failure to appear within the
suspension period will result in permanent revocation of driving
privileges and the registration of all notor vehicles owned by
the offender will be canceled and future registration deni ed.
Such suspensi on and revocation applies and is enforced on board
all naval activities.

c. Traffic Point System

(1) GCeneral

(a) Reference (g) establishes a traffic point system
and sets forth penalties for traffic violations, and provides the
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mlitary services an inpartial and uniform adm nistrative device
for evaluating driving performance of personnel under their
jurisdiction. The use of this systemis not a disciplinary
measure or substitute for punitive action. It is not intended to
interfere in any way with the reasonabl e exercise of an
installation commander's prerogative to issue, suspend, revoke,

or deny installation-driving privileges for cause w thout regard
to point assessnent.

(b) The traffic point systemw || not be used for
nonnovi ng vi ol ati ons.

(c) Al persons operating a notor vehicle in
accordance wth the provisions of this instruction are subject to
t he point system

(d) Mandatory revocation of driving privileges for a
period of 12 nonths will be assessed for the accunul ation of 12
points within 12 consecutive nonths, or 18 points within 24
consecutive nonths. Individuals shall be required to
successfully conplete a prescribed course in renedial driving
before driving privileges are reinstated. To alert security
personnel to revocation of an individual's driving privileges,
the Traffic Court Magistrate will direct the individual to the
station Decal Ofice, which wll:

1. Replace the black and white date tabs from
the individual's registered vehicle with colored tabs--green for
civilians/famly nmenbers, orange for mlitary.

2. If the Commandi ng O ficer has authorized the
individual to drive to certain places aboard the station, issue a
Restricted with Special Privilege(s) sticker (NASW5512/81),
lam nate and tape it to the lower left w ndshield of the
i ndi vi dual 's vehicle.

(e) Points shall remain in effect for a 24-nonth
period. At expiration of the suspension period, all points
assessed will be renoved fromthe record. However, driving
record entries for noving violations, chargeabl e accidents,
and/ or suspensions or revocations of driving privileges wll
remain posted in driving records for periods specified in
reference (Q).

(f) Personnel attached or assigned to NAS Wi dbey
| sl and who have been identified with a bl ood al cohol content of
.08 or higher and operating a notor vehicle will be suspended
fromoperating a notor vehicle on property under the cogni zance
of Commandi ng O ficer, NAS Wi dbey Island for a period of 12
mont hs. This suspension will be enforced regardl ess of the
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adj udi cation or defernent from municipal, district, or federal
court. Per reference (g), pleas of nolo contendere are
considered equal to a guilty plea.

(2) Appeal of Court Findings. Appeals frompenalties
and/ or points adjudged by traffic court nmay be submtted within
five days of court appearance. Such appeals nmust be in witing
and include basis for contending penalty awarded was unj ust,
excessive, or otherw se unwarranted. Appeals wll be nmade to the
Security Director, Naval Air Station, \Widbey Island, via the
appel l ant's Commandi ng O ficer.

d. Use of Federal Violation Notices

(1) Reference (g) authorizes inplenentation of the
Federal Magistrate Act and provides for a hearing by federal
magi strates in U.S. District Courts of certain traffic offenses
and other mnor (non-felony) offenses comnmtted on federal
install ations.

(2) This act, except for specified mandatory appearance
of fenses, provides for the posting of collateral by mail, and
subsequently consenting to forfeiture of this collateral in lieu
of appearing in court. The act also provides for the arrest of
of fenders who fail to respond.

(3) Personnel of the Security Departnment Law Enforcenent
and I nvestigative D visions, enpowered by the Commandi ng O ficer
with authority to apprehend offenders, are authorized to cite
of fenders under this program

(4) The Conmmanding O ficer has also directed that
personnel driving on base in excess of the posted speed limt by
21 mles per hour will be issued a Federal Violation Notice for
reckless driving wth a mandatory appearance requirenment before
t he Federal Court Magistrate. The Traffic Court Magistrate al so
assesses six points and suspends the driver's base driving
privilege for 1 year.

(5 Once a U.S. District Court Violation Notice has been
issued, the matter is then entirely the responsibility of the
court and the offender.

e. Vehicle Inpoundnent Policies. Vehicles on board NAS
Wi dbey I sl and may be i npounded per section 10083.

1003. Policies Covering Renoving, Storing, Tow ng, and/or
| npoundi ng Privately Oamed Vehicl es
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1. Purpose. To establish procedures for tow ng, renoving,
i npoundi ng, and/or storing POVs:

a. Wiich are abandoned, illegally parked (including vehicles
marked for sale) or illegally aboard the naval air station, or

b. Wose use in the comm ssion of a crine established the
probability that evidence relating to the crinme is present within
t he confines of the vehicle.

2. Policy. Security Widbey Precinct is designated as the
authority, at the discretion of the Conmanding O ficer, for
determ ning the need to tow, inpound, store, or renove a POV from
t he naval reservation, providing that such action is wthin the
provi sions of Revised Code of Washington, Title 46, or neets the
criteria established in this instruction.

3. Citeria. Revised Code of Washington, Title 46, sets forth
certain conditions which permt police officers to order

i mpoundi ng of vehicles that constitute traffic hazards, create
unsafe conditions, or inpede the reasonable traffic flow of
energency equi pnent. Under provisions of 18 USC, Sections 7 and
13, this portion of the RCWhas been assimlated for use within
this jurisdiction. References (f) and (g) established the

requi renents that nust be met by personnel driving POVs within

t he naval reservation. POVs nay be towed, renoved, inpounded, or
pl aced into storage under the foll ow ng circunstances:

a. Abandoned Vehicles. Vehicles observed to have renmai ned
in the sanme | ocation for 24 hours w thout having been noved are
to be decl ared abandoned. Personnel residing in the BEQ are
exenpted fromthis rule provided that they declared their hone
address to be the BEQ upon registering their vehicle at the Deca
O fice. After 24 hours, and upon conpletion of Decal
regi stration check as to the residency of the owner, an Arned
Forces Traffic Ticket (DD 1408) and a Decl aration of Abandoned
Vehi cl e-Notice of Intent to Tow I npound Vehicle (NASW 5560/ 15)
wll be affixed to the windshield of the vehicle indicating the
time and date the vehicle was decl ared abandoned. |If the vehicle
is not voluntarily renmoved fromthe reservation within the
assigned tinme limt, it wll be inpounded per paragraph 4b(1).
Vehicles located in the designated 30-day parking areas across
Princeton Street from barracks 8 are subject to a 30-day parking
l[imt, vice 24 hours. Long-term parking for personnel on
detachnments or deploynents will be permtted in the parking | ot
south of building 117 and west of Wasp Street.

b. Illegally Parked Vehicles. Normally, illegally parked
vehi cl es are not subject to tow, inmpound, storage, or renoval
The vehicle may be towed at no cost to the governnent and
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i npounded wi thout prior warning or further delay if one of the
foll ow ng conditions exists:

(1) It is parked so that it obstructs the normal flow of
traffic, creating a hazardous condition.

(2) It is parked so that it obstructs aircraft
operations, maintenance, or aircraft operational areas (hangar
doors, taxiways, runways, etc.).

(3) It is parked so that it obstructs a fire lane, fire
fighting equipment, fire hydrant, sprinkler standpipe, energency
fire exit, or any energency vehicles (fire truck, anbul ance,
police vehicles). Violation of this section exists only in those
areas where pavenent markings, signs, or red zones, etc., are
present and readily visible.

(4) When authorized by the Traffic Court Magistrate,
provi ded a warning and notification have been issued through the
use of DD 1408 and NASW 5560/ 15, that the vehicle is in violation
of Revi sed Code of Washington (RCW, Title 46 and/ or concerning
vehicle registration, licensing, or insurance requirenents.

(5) Wien it is parked on base in direct violation of a
revocation of base driving privileges, and it has been confirnmed
that a famly menber's restricted pass has not been issued.

(6) When it violates provisions set forth by a threat
condition established by reference (a).

(7) When a vehicle marked for sale is in violation of
reference (I).

c. Inpoundnent of Vehicles for Probable Cause and Safety

(1) A vehicle may be inpounded for evaluation as evidence
if investigative authorities have probable cause to believe that
the vehicle in question:

(a) Was used in the conm ssion of a serious crine (a
fel ony under Washington State | aw or puni shabl e by bad conduct
di scharge under the Uniform Code of MIlitary Justice (UCMJ)), or
a hit-and-run accident involving personal injury or property
damage estimated to be in excess of $1,000, and its retention as
evi dence i s necessary;

(b) The vehicle is stolen or has been reported stolen
by the | egal or registered owner;
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(c) Inmpoundnment of the vehicle is necessary to
safeguard the vehicle, and no reasonable alternative to
i npoundnent exi sts.

(2) The vehicle is being driven on base in direct
violation of an order by Commandi ng O ficer, Naval Air Station,
Wi dbey Island, and there is no other reasonable nethod to renove
the vehicle fromthe naval reservation

d. Tow ng or Renoving Vehicles for the Needs of the
Governnment. Any vehicle that has to be noved for the needs of,
and at cost to the Governnent (i.e., construction, access to or
from etc.) nust have prior approval fromthe NAS Vehicle | npound
Control O ficer (TCM NAS N21A, extension 7-3063).

4. Responsibilities

a. Security Drector

(1) Appoint, in witing, the Vehicle |Inpound Control
Oficer as a duty of the Traffic Court Magistrate.

(2) Ensure that the tow ng conpany used is properly
licensed as required by state I aw, and can provi de 24-hour tow ng
and i npound servi ce.

b. Traffic Court Magistrate

(1) Review DD 1408s with NASW 5560/ 15s ensuring that a
m ni mum of 24 hours has el apsed prior to approving the inpound
and provi ded the discrepancy has not been corrected.

(2) Supervise the record-keeping duties required by this
i nstruction.

(3) Notify the owner, if mlitary and depl oyed, by
message of the action taken; if mlitary or civilian (local), by
registered letter.

(4) Provide periodic publication of extracts of this
instruction in appropriate on-base nmedia sources; i.e., Plan of
the Day, Crosswi nd, etc.

c. Security Wi dbey Precinct, Qperations Division, Patrol
Branch

(1) Issue DD 1408 and NASW 5560/ 15, and renove the date
tabs fromthe decal on the vehicle in question, if the
regi stration has expired and when the enforcenent date has
passed.
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(2) When inmpounding or towing is warranted and/ or
aut hori zed, other than at the request of the owner or operator,
use the follow ng nmethods to safeguard property and docunent
removal :

(a) Ensure that reasonable efforts were nade to
contact the owner, except in situations where possible injury or
property damage may result by further delay, prior to actually
tow ng, renoving, or inmpounding the vehicle.

(b) Take phot ographs to docunent the condition of the
vehicle, its location, and the specific reason for renoval.

c. Watch Commander. Upon notification to inpound or tow a
POV fromthe naval reservation:

(1) Ensure a patrol officer has renoved the date tabs
fromthe base decal affixed to the vehicle, and that an inventory
has been conpl et ed.

(2) Notify the civilian tow ng agency of the requirenent
to tow the vehicle.

5. Authority

a. The Security Director, and the Security Operations
Division Oficer, have the authority to order or approve the
i npound of any vehicl e described in paragraph 3 above.

b. The Crimnal |nvestigations Division and Naval
| nvestigative Service have authority to i npound as described in
par agr aph 3c(1).

c. The Traffic Court Magistrate has authority to order or
approve inpounds described in paragraphs 3a, 3b(4), 3b(5), 3c(2),
and 3d.

d. The Watch Conmmander has authority to order or approve
i npounds descri bed in paragraphs 3b(1) through 3b(3), 3b(6), and
3c(2).

1004. Searches and Sei zures

1. Purpose. To establish the authority for ordering searches
and sei zures of persons and property by nenbers of this command
and to publish procedures, regul ations, and gui delines governing
such searches and seizures. This paragraph shall not be
construed as limting or affecting in any way the authority to
conduct searches and sei zures pursuant to a |awful search warrant
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i ssued by a court of conpetent jurisdiction, or pursuant to the
freely-given consent of the owner or custodian of property, or a
search incident to the | awful apprehension of an individual.

2. (Objective. To ensure that every search and seizure conducted
by menbers of this command is performed according to the I aw, so
that individual rights will not be violated and so that
incrimnating matters and materials which are di scovered or

sei zed are conpetent evidence at any judicial or disciplinary

pr oceedi ng.

3. Definition

a. Search. Any quest for information or material with a
view to the discovery of contraband or incrimnating evidence
that may be used at a judicial or disciplinary proceeding.

b. Seizure. Taking custody or possession of property,
material, or information fromthe person possessing it. Seizure
of a person is when an individual is deprived of his/her freedom
to | eave.

c. Probable Cause. A reasonable belief that the person,
property, or evidence sought is located in the place or on the
person to be searched. Probable cause to seize a person exists
when there is a reasonable belief that an offense has been
commtted and that the person to be seized commtted it.

d. Consent. The voluntary perm ssion of a person allow ng
t he search of his/her personal property or property over which
that individual is exercising control. The voluntariness of
consent will be determned by all the surroundi ng circunstances
of the consent, but mere subm ssion to the authority of personnel
conducting the search alone is not voluntary consent.

4. Authority

a. Reference (j), Manual for Courts-Martial, United States,
(1998), MRE 313-315, authorizes the Commanding O ficer to order
searches of the foll ow ng:

Category 1 - Persons subject to the UCMI and the
Commandi ng O ficer's authority.

Category 2 - Privately-owned property, physically | ocated
in an area under the Commanding Oficer's
jurisdiction, if such property is owned,
used, or occupied by a person subject to the
UCMJ.
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Category 3 - U S. CGovernnent-owned or controlled
property under the Commanding O ficer's
jurisdiction, issued to an individual or
group of individuals for their private use.

Category 4 - Al other U S. Governnent-owned or control -
| ed property under the Commanding O ficer's
jurisdiction.

b. Property described in category 4 above may be searched by
any mlitary authority at any tine. Evidence or property seized
as a result of such search will be handl ed per applicable
evi dence- handl i ng procedures.

c. Per reference (j), a search of any person or property
falling within categories 1 through 4 above may be conducted
W t hout probabl e cause, in energency circunstances, to save a
life or to effect a related purpose. So long as such search is a
good faith effort to render imedi ate nedical aid, to obtain
information that wll assist in rendering such aid, or to prevent
i mredi ate or ongoi ng personal injury.

d. Absent energency circunstances as described in paragraph
4c above, itens or evidence seized as a result of a search of
persons or property in categories 1 through 3 above will only be
adm ssible in a subsequent judicial or courts-martial proceeding
if the search was based on probable cause. This neans that:

(1) Before the search is ordered, the Conmanding O ficer
is in possession of information and facts supporting a reasonabl e
belief that the person, property, or evidence sought is |ocated
in the place or on the person to be searched. The information
and facts nust first be reviewed by the Staff Judge Advocate.

(2) The Commanding O ficer with jurisdictional authority
has a reasonabl e belief that an offense has been commtted, and
that the search will disclose evidence of the offense or the
identity of the offender.

(3) The information and facts supporting the reasonable
belief required in subparagraphs (1) and (2) above nmay be based
in whole or in part upon hearsay evi dence.

(4) The determ nation that there is probable cause to
order a search will be based upon any or all of the foll ow ng:

(a) Witten statenents conmmuni cated to the Commandi ng
O ficer;
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(b) Oral statenents conmmunicated to the Commandi ng
O ficer in person, via tel ephone, or by other appropriate neans
of conmmuni cation; or

(c) Such information that may be known by the
Commandi ng O ficer that woul d not exclude himfromacting in an
i npartial manner.

e. Pursuant to reference (j), the Conmanding O ficer is the
only person authorized to grant the search authorization
descri bed above.

5. Criteria

a. The Commanding O ficer, when nmaking a determ nation
whet her to authorize a search of persons or property described in
categories 1 through 3 above, is exercising judicial, vice
di sciplinary, discretion. Therefore, no search authorization
w Il be issued without a dispassionate and detached review of the
avai lable information. |In addition to determ ning whet her
probabl e cause to search exists, the Commanding Oficer, before
i ssuing a search authorization, will also decide whether the best
interests of the naval service will be served by such
aut horization. The information and facts nust first be revi ened
by the Staff Judge Advocate.

b. If the Commanding Oficer has any doubt as to the
exi stence of probable cause, other nmethods to prevent tanpering
or destruction of suspect evidence should be enployed until such
time as the facts and circunstances upon which the request for a
search authorization is nmade beconme nore fully devel oped.
However, the Conmmanding O ficer must exercise independent
judgnent in determ ning whet her probable cause to search exists.

c. The follow ng exanples are intended to assist the
Commandi ng Officer in determning the proper category, as set
forth in paragraph 4a above, under which to consider the persons
or property of which a search authorization is requested:

Category 1 - Limted to persons subject to mlitary
| aw or the | aw of war wherever found or
persons situated on or in property under the
Commandi ng O ficer's control;

Category 2 - Includes such itens as autonobiles, |uggage,
civilian clothing, privately-owned parcels,
etc., physically located on NAS Whi dbey
| sl and property and owned or used by a
menber of the Arned Forces;
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Category 3 - Includes |ockers issued for stowage of
personal effects, governnent quarters,
or other spaces and containers issued the
i ndi vi dual for private use;

Category 4 - Includes workspaces, governnent-owned
vehicles, restricted-access spaces where
no private use has been authorized and
where no reasonabl e expectation of privacy
of an individual exists.

d. In the event any question arises as to the proper
category under which to consider persons or property, the Staff
Judge Advocate shall be contacted for a determ nation before any
search of the questioned property is conducted.

6. Exceptions

a. A search authorization is not required before a search is
conducted under the following limted circunstances.

(1) Insufficient Time - Wiere there exists a reasonable
belief that the delay necessary to obtain a search authorization
woul d result in the renoval, destruction, or conceal mnent of the
property or evidence sought.

(2) Lack of Communications - There is a mlitary
operational necessity that is reasonably believed to prohibit or
prevent conmunication with a person enpowered to grant a search
aut hori zation. There is a reasonable belief that the del ay
necessary to obtain a search authorization would result in the
renmoval , destruction, or conceal nent of the property or evidence
sought .

(3) Operable Vehicle - Where a vehicle is functional for
t he purposes of transportation, and delay in obtaining a search
aut hori zation would result in the renoval of the vehicle from
mlitary jurisdiction or the conceal nent or destruction of
property of evidence sought.

b. Even though a search authorization is not required for
t he narrow excepti ons under paragraph 6a above, before a search
may occur, probable cause is necessary. Therefore, before a
search is conducted w thout a search authorization, the
i ndi vi dual enpowered to conduct the search nust be able to
articulate a reasonable belief that the evidence sought is
| ocated in the area to be searched and why one of the listed
exceptions is applicable.
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c. |If there exists any question whether the exceptions or
probabl e cause to search exists, contact the Staff Judge Advocate
or simlar conpetent authority for a determ nation.

7. | nstruction

a. The Commanding O ficer, when authorizing a search under
this instruction, shall expressly give perm ssion, either orally
or in witing, to search a person or area for specific property,
evi dence, or person, and to seize such property, evidence, or
person. Additionally, the search authorization may contain an
order directing subordi nate personnel to conduct the search in a
speci fi ed manner.

b. The Affidavit for Search and Sei zure (OPNAV 5527/10) and
the Authorization for Search and Sei zure (OPNAV 5527/9) shall be
prepared in detail by the person(s) requesting authority to
search. The affidavit shall explain known facts and information
required to establish probable cause and shall be personally
presented for review to the Commandi ng O ficer when practical.
The actual search will only be conducted after obtaining the
Commandi ng O ficer's witten authorization. |In those instances
where the Commandi ng Officer cannot personally review and sign
t he docunents, he may grant verbal perm ssion to proceed with the
search provided he is presented the aforenenti oned docunents for
signature as soon as practical.

c. Advance notice of the search authorization need not be
given to the person whose property is to be searched. |If the
person whose property is to be searched is present when the
search authorization is executed, that person should be notified,
by those executing the search, of the act of authorization and
t he general substance of the authorization.

d. Any conmm ssioned officer, warrant officer, petty officer,
and when in the execution of guard or police duties, any crim nal
i nvestigator, shore patrol, Security Director, or a person
designated to performguard or police duties may conduct a search
aut hori zed by the Commandi ng O ficer.

e. An inventory of property seized during a search under
this instruction shall be nade at the tinme the property or
evidence is seized or as soon as practicable thereafter. A copy
of the inventory so prepared will be given to the person from
whose possession or prem se the property was taken as soon as
practical and possi bl e.

f. Although a suspect nmay be present during a search under

this instruction, the function of interrogation will be kept
separate and apart fromthe function of conducting the search.
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g. Personnel conducting a search under this instruction wll
search only those persons or spaces ordered searched by the
aut hori zation. Expansion of the scope of search nay only be
aut hori zed by the Commandi ng O ficer.

h. Personnel conducting a search pursuant to the instruction
shall seize all itens that conme to their notice in the course of
the search, which fall within the follow ng categories, even if
their existence was not anticipated at the tinme the search was
aut hori zed:

(1) Fruits of products of any offense under the UCMI;

(2) Instrunentalities of any such offense, or
instrunentalities that may be used to effect the escape of the
of f ender ;

(3) Any other evidence of the comm ssion of any such
of fense or of the identity of the offender;

(4) Any contraband or property, the nmere possession of
which is prohibited by Iaw or | awful regul ations.

i. No person shall be allowed to tanper with itens seized in
any way, including those conducting the search. As soon as
possi bl e after seizure of any itens of evidence, such itens wll
be turned over to the designated evidence custodian. Al
i ndi vi dual s sei zi ng and handl i ng any evidence shall ensure that a
proper and |l egal chain of custody is maintained using
Evi dence/ Property Custody Recei pt (OPNAV 5527/ 22).

1005. Random I nspections for C assified Papers and Articl es of
Persons Entering or Exiting Ofices and Buil di ngs

1. Purpose. To establish the procedures for conducting random
i nspections for classified papers and articles of persons

entering or exiting offices and buildings at Naval Ar Station,
Wi dbey Island, which are depositories for classified material.

2. ojective. To ensure that every randominspection of persons
for classified papers and articles conducted by nenbers of this
command is perforned per applicable |aws.

3. Authority
a. The Commanding O ficer, NAS Wi dbey Island, is
responsi ble for the security, readiness, fitness, health,

wel fare, and safety of the air station, its personnel, and its
equi pnent. Pursuant to this responsibility, reference (j), and
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Navy Regul ations (reference (k)), the Commanding O ficer is
authorized to inspect all persons and property entering or
exiting offices or buildings aboard Naval Air Station, Wi dbey
| sl and.

b. The purpose of the randominspection is strictly
adm nistrative. Therefore, randominspections shall not be
conducted in order to discover evidence or fruits of a crine, the
primary purpose of which is used in a trial by courts-martial or
ot her disciplinary proceedi ngs.

c. Probable cause, as defined in Section 1004, paragraph 3c,
is not a requirenent for randominspections. Random inspections
are not to be used as a pretext to inspect specific persons or
property suspected of crimnal activity.

4. Procedure. Randominspections of persons entering or exiting
of fices or buildings are perm ssible so long as they are
conducted w thout the influence of subjective personal

di scrimnation or unfettered individual discretion which could

j eopardi ze the necessary inherent fairness. To that end, the
foll ow ng procedures shall be foll owed:

a. Proper notice of random i nspections of personnel entering
or |leaving offices or buildings will be provided to all persons
prior to entering Naval Air Station, Widbey Island. Such notice
w Il be provided by signs conspicuously posted on ways |eading to
the air station fromthe civilian sector as well as inside the
air station. In addition, such notice nust be included in the
application for access to controlled areas.

b. The Commanding O ficer will authorize the Command Duty
O ficer and security personnel to conduct random i nspections.
The letter authorizing the inspection will designate the dates,
tinmes, location of the building or office, direction of personnel
to be inspected, and the length of tine the inspection is to be
conduct ed.

c. Security personnel will inspect persons during the tine
peri od designated by the Commanding Oficer's |letter of
aut hori zation for each date and tine designated therein. 1In

sel ecting the persons to be stopped and inspected, the follow ng
criteria nust be used:

(1) Al persons, regardless of any factor such as rank,
status, age, sex, and race shall be included in the personnel
counts. No person is exenpt.

(2) The first person to pass through the door at the tine
desi gnated by the Commanding O ficer's letter of authorization
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shall be the initiation person and wll not be inspected. The
third person followng the initiation person seeking entrance to
or departure fromthe office or building through the door, at

whi ch the randominspection is being conducted, shall be the
first person inspected. Thereafter, every third person shall be
i nspected. The counting of persons shall comrence upon the
conpl etion of an inspection, and only persons traveling in the
direction designated in the letter of authorization shall be
count ed.

d. Upon the random sel ection of a person to be inspected,
the i nspecting personnel shall follow the procedures stated in
reference (j).

e. The procedure for conducting random personnel inspections
of persons entering or exiting offices or buildings will differ
dependi ng on whet her the subject of the inspection is civilian or
mlitary.

(1) Gvilian personnel seeking entrance to the office or
bui | di ng cannot be inspected without their consent. Upon
obj ection of request to inspect, inspecting personnel shal
explain that entrance to the office or building and continued
presence on board Naval Air Station, \Widbey Island, is prem sed
on subm ssion to reasonabl e inspection. Should the civilian
persist in refusing to be inspected, such person shall be denied
the right to enter the office or building and will be escorted
of f of Naval Ar Station, Whidbey Island. Before future entrance
to the air station is permtted, a hearing with the Conmandi ng
O ficer shall be arranged through the NAS Security Director. No
civilian exiting a building or office may refuse reasonable
i nspection of their person, property, papers, or articles.

(2) Mlitary personnel, both entering and departing the
office or building, wll be inspected.

f. Security personnel shall ensure that air station passes
are renmoved fromincom ng vehicl es whose occupants have refused
to submt to randominspection. G vilian personnel refusing
i nspection shall, in addition, surrender their activity badge/lD
card. If they do not have ID cards, the nanes of the individuals
shall be taken and reported to the station Decal Ofice, building
349. A letter of exclusion shall be prepared and issued by the
SJA

g. The procedures outlined in this instruction shall not

precl ude inspections of all incom ng and outgoi ng persons when
ordered by the Commandi ng O ficer.
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h. If a randominspection under this instruction results in
t he di scovery of contraband, weapons, or other objects that are
properly subject to seizure, the objects shall be seized and the
i ndi vi dual placed under mlitary apprehension or detention. At
this time, the individual will be read his/her Article 31 rights
and the appropriate investigating official shall be notified
i mredi ately. Once placed under mlitary apprehension, the
i ndi vi dual may be searched incident thereto. bjects seized
shal |l be handled as outlined in section 1004.

1006. Random Gate | nspection of Persons, Property, and Vehicles

1. Purpose. To establish the procedures for conducting random
gate inspections of persons, property, and vehicles at Naval Air
Station, Wi dbey I sl and.

2. ojective. To ensure that every random gate inspection
conducted by nmenbers of this command is performed per applicable
| aws.

3. Authority

a. The Commanding O ficer, Naval Air Station, Wi dbey
| sland, is responsible for the security, readiness, fitness,
health, welfare, and safety of the air station, its personnel,
and its equipnment. Pursuant to this responsibility and
references (j) and (k), the Commanding Oficer is authorized to
i nspect all persons, property, and vehicles entering or departing
Naval Air Station, Widbey Island.

b. The purpose of the random gate inspection is strictly
admnistrative. Therefore, random gate inspections shall not be
conducted in order to discover evidence or fruits of a crine, the
primary purpose of which is use in a trial by courts-martial or
ot her disciplinary proceedi ngs.

c. Probable cause, as defined in section 1004, is not a
requi renent for random gate inspections. Random gate inspections
are not to be used as a pretext to inspect specific persons,
property, or vehicles suspected of crimnal activity.

4. Procedure. Random gate inspections are perm ssible so |ong
as they are conducted w thout the influence of subjective
personal discrimnation or unfettered individual discretion that
coul d jeopardi ze the inherent fairness. To that end, the
foll ow ng procedures shall be foll owed:

a. Proper notice of random gate inspection wll be provided

to all persons prior to entering Naval Air Station, Wi dbey
I sland. Such notice will be provided by signs conspicuously

1-47



NASVH DBEYI NST 5500. 11C
8 Feb 2000

posted on ways leading to the air station fromthe civilian
sector as well as inside the air station. In addition, such
notice nust be included in the application for station entrance
permts.

b. The Commanding Oficer will authorize Security personnel
to conduct random gate inspections. The |etter authorizing the
inspection wll designate the date, tine, |ocation of gate,
direction of vehicle traffic, and nunerical selection
instructions; e.g., every third or fifth vehicle.

c. Security personnel will inspect the vehicles and
occupants thereof designated by the Commanding O ficer's letter
of authorization for each date and tinme designated therein. In

sel ecting the vehicles to be stopped and inspected, the foll ow ng
criteria nust be used:

(1) Al vehicles, including, but not limted to,
aut onobi | es, vans, notorcycles, and trucks, regardless of any
factor such as rank, status, age, sex, and race of the occupants
therein, shall be included in the vehicle counts. The only
vehi cl es exenpt are bona fide security, fire, or nedical vehicles
on energency business and those of mlitary personnel being
recalled or enroute to energencies (doctors, nurses, duty
officers, etc.).

(2) The first vehicle to pass through the gate at the
ti me designated by the Coomanding Oficer's |etter of
aut hori zation shall be the initiation vehicle and will not be
i nspected. The randommess of vehicles to be inspected thereafter
wi |l be designated in the Conmanding Oficer's letter of
aut hori zation. The counting of vehicles shall commence upon the
conpl etion of an inspection, and only vehicles traveling in the
direction designated in the letter of authorization shall be
count ed.

d. Upon the random sel ection of a vehicle to be inspected,
Security personnel shall follow the procedures as stated in
reference (c).

e. The procedure for conducting randomgate inspections wl|
di ffer dependi ng on whet her the subject of the inspection is
civilian or mlitary.

(1) Gvilian personnel seeking entrance to the air
station cannot be inspected wi thout their consent. Upon
obj ection of request to inspect, Security personnel shall explain
that entrance to the facility is prem sed on subm ssion to
reasonabl e inspection. Should the civilian persist in refusing
to be inspected, such person shall be denied the right to enter.
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Before future entrance to the air station is permtted, a hearing
with the Commanding Oficer shall be arranged through the NAS
Security Director. No civilian departing the air station may
refuse reasonabl e inspection of his or her person, property, or
vehi cl e.

(2) Mlitary personnel, both entering and departing the
air station, may be inspected. |[If, upon entering the air
station, mlitary personnel object to vehicle inspection,
Security personnel shall explain that they, as individuals, wll
be inspected and the vehicle in which they are traveling wll be
deni ed access to the base if an inspection is not perforned.
Shoul d the incomng mlitary personnel persist in refusing
i nspection of the vehicle, the individual mlitary persons wl|
be i nspected but the vehicle will not. The vehicle shall not be
allowed to enter the installation. No mlitary personnel
departing the air station may refuse reasonabl e i nspection of
their person, property, or vehicle.

f. Security personnel shall ensure that air station passes
are renmoved fromincom ng vehicl es whose occupants have refused
to submt to randominspection. G vilian personnel refusing
i nspection shall, in addition, surrender their activity badge/lD
card. If they do not have an ID card, the nanes of the
i ndi viduals shall be taken and reported to the Station Decal
Ofice, building 349. A letter of exclusion shall be prepared
and issued by the SJA

g. The procedure outlined in this instruction shall not
precl ude inspections of all incom ng and outgoi ng vehicles when
ordered by the Commandi ng O ficer.

h. If a randominspection under this instruction results in
t he di scovery of contraband, weapons, or other objects, which are
subject to seizure, the objects will be seized and the individual
pl aced under mlitary apprehension or detention. At this tine,
the individual will be read his/her Article 31 rights and the
appropriate investigating official shall be notified imedi ately.
Once apprehended or detained, the individual may be searched
incident thereto. Objects seized shall be handled as outlined in
section 1004.
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CHAPTER 2
MATERI AL CONTRCL
2001. Material Control. Commercial carrier drivers and hel pers

operating or acconpanying commercial carriers will only be
admtted through Charles Porter Gate (Ault Field) and Torpedo
Gate (Seapl ane Base), upon presentation of valid Bills of Lading
or invoices indicating a requirenent for delivery or pickup
aboard NAS Whidbey Island. It is not necessary that such
carriers stop at the Station Decal Ofice for passes.

2002. Property Pass (NAVSUP 155). The formthat authorizes
removal of certain specifically described governnment or private
property froma naval activity through control point and/or
access gates. It is the standard formto be used by NAS Wi dbey
| sl and when appropriate docunentation show ng proof of ownership
or authorization for possession is not with the governnent or
private property. (Property Pass Book, NAVSUP Form 155 (Rev. 8-
71) S/ N 0108-LF-500-3901).

2003. Transportation of Arns, Amunition, and Expl osives.
Drivers of vehicles carrying anmunition and expl osive supplies
shall conply with the reporting instructions contained within
their individual Governnent Bills of Lading (GBLsS).

a. Drivers of vehicles carrying ammunition and expl osives
shal | enter NAS Wi dbey through Charles Porter Gate and shall be

escorted onto the station by weapons personnel. The gate sentry
shall call the Wapons Departnment Duty O fice, extension 72403,
to arrange for the escort. 1In the event that a weapons represen-

tative cannot be nade avail able i medi ately, the vehicle shall be
escorted onto the station by security personnel, who will remain
with the vehicle until properly relieved by weapons personnel .

At no time will any amunition/expl osive vehicle be |eft
unat t ended outside of a secured storage area.

b. Per reference (n), explosive laden trucks arriving after
nor mal wor ki ng hours, during periods of civil stress, or during
public and/ or natural disturbances shall be parked in a "safe
haven" parking area until the next working day and/or when the
period of stress has been contai ned.
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CHAPTER 3
PROTECTI VE LI GHTI NG

3001. Security Areas. Protective lighting is used in the
foll ow ng areas:

a. Naval QOcean Processing Facility (NOPF), building 2700.

b. Special Security Ofice, Northwest Regional Naval
Intelligence Center (NRNIC), building 2739.

c. NAS Wi dbey Island, CV5 Safe, building 410.

d. Anti-Submarine Comuni cati ons Detachnent (ASCOWM DET),
bui | di ng 135.

e. Tactical Support Center, building 2771

f. A NMD Cryptol ogi cal Equi pnent Repair, building 2547.
3002. Inspections and Mai ntenance Responsibilities. Public
Wor ks Departnment personnel are responsible for the inspection of

security lighting with the mai ntenance under the jurisdiction of
t he Base Operating Support Contract (BOSC)

3003 Actions to be Taken in the Event of Power Failure. 1In the
event of a commercial power failure, Security shall notify the
tenant command, who shall provide a watch stander to protect the
area until the problem has been rectified. NAS Security Police
shal | provide increased security until the tenant command's
sentry can arrive. 1In the event that the tenant command declines
to post a sentry, NAS Security Police shall nake hourly spot
checks. NAS Security Police shall also contact the Public Wrks
Troubl e Desk, extension 73358, which is responsible for the
starting of generators and transferring auxiliary power to the
foll ow ng security areas:

a. Security, Widbey Precinct, building 220,
b. Communications Transmtter, building 135, and

c. Operations Building, Radar Air Traffic Control Center
(RATCC), buil ding 385.

3004. Auxiliary Cenerators in Use. There are other auxiliary
generators for lighting and power in use. Locations and use are
defined in reference (n).
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CHAPTER 4
| NTRUSI ON DETECTI ON SYSTEM
4001. Intrusion Detection System (IDS). |IDS is designed to
detect, not to prevent actual or attenpted penetrations. IDS is
useless unless it is supported by a pronpt security force
response when the systemis activated. |IDS nmust contribute to

the overall physical security posture and the attainnent of
security objectives. The IDS system used at NAS Wi dbey I sl and
is of the proprietary type. The IDS systens will be conpatible
with all termnals at the NAS Security Police al arm panel
Security, Wi dbey Precinct personnel will respond to all IDS
alarnms activated at the NAS Security Police station.

4002. Responsibility

1. Commanding Oficer, NAS Wi dbey Island is the approval
authority for all IDS systens |inked to the Central Al arm Consol e
(CAOQ) .

2. Security Director, \Widbey Precinct, shall provide and
monitor the CAC located in the Security headquarters. He/she
shal | be responsible for ensuring that user commands foll ow
est abl i shed procedures for al arm use.

3. Commanding Oficers of User Activities shall be responsible
for the proper installation of all alarns in their buildings/
spaces. NAS Physical Security Assist Team (PSAT) nust approve
all systenms prior to installation to ensure systemconpatibility.

4003. Standards. The standards for sel ection concerning
installation of IDS alarns as identified by reference (a) shal
be foll owed.

4004. Maintenance and Testing. Per reference (a), maintenance
techni cians shall inspect and test all systenms nonthly. At a
mnimum this will include testing of the backup/enmergency power
source. The mai ntenance technicians shall maintain records on
all systens to include tests, maintenance, false alarns, etc.

4005. Al arm Response (Dispatcher). Wen directing nobile units
in response to alarns, the dispatcher shall use the fornat as
prescribed in reference (p).

4006. Al arm Response (Patrol Oficers). Wen responding to an
alarm patrol officers shall conply wth the applicable sections
of reference (a), (p) and (Q).
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CHAPTER 5
PROTECTI VE BARRI ERS

5001. Physical Barriers. NAS Wi dbey Island includes two
separate areas. The Seapl ane Base has approximately 7.2 mles of
structural perinmeter barrier consisting of barbed wire and chain
link fencing and 9.8 mles of unfenced shoreline. Ault Field has
approximately 13.5 mles of structural perineter barrier

consi sting of barbed wire and chain |ink fencing and 4.5 m|les of
unfenced shoreline. Additional fencing has been installed al ong
the west side of the flight |Iine and hangar mai nt enance areas.
Mlitary forces conpensate for the |ack of adequate fencing. In
the event of increased security neasures such as THREATCON, Ault
Fi el d, Seapl ane Base, and the flight line area are reinforced
with Auxiliary Security Force (ASF) personnel and MAD t eans.

O her areas include RACON Hill, Lake Hancock, OLF Coupeville, and
numer ous structures throughout the island.

5002. Restricted Areas

1. Al restricted areas listed in Chapter 1 of this instruction
have clearly defined perineters. Limtations are covered by
wai vers or exceptions.

2. Infrequently used gates are secured with high security
padl ocks, and periodically checked by security personnel.

3. Cear zones are inspected by NAS Wi dbey PSAT and nai nt ai ned
by BGOSC.

4. The waterfront, and all fencing and gates are posted per
references (a) and (b).



NASVWH DBEYI NST 5500. 11C
8 Feb 2000

CHAPTER 6
COVMUNI CATI ONS

6001. Security Force Communi cati ons

1. Security Force Communications shall serve as Security
Communi cations Net Control. They shall operate on Primary ECHO
NET and Secondary ALPHA NET | ocated in building 220. ECHO NET
W ll be used for routine, initial response, and situation
containnent. ALPHA NET will be used as a backup and as an

adm nistrative net for security units in the field, or as
directed by the Security Director or his direct representative.
Unl ess ot herw se directed, ECHO and ALPHA NETS shall be referred
to as ECHO and ALPHA. Security Net Control will have access to,
and use of, the NET and CRASH NET. Net control will nonitor the
radio nets to ensure that:

a. Radio discipline is maintained;
b. Only necessary and authorized transm ssions are nmade and;
c. Messages are as brief and conci se as possible.
6002. Frequencies. During energencies such as power | oss,
di sasters, etc., It may becone necessary to activate the Mbile
Command Post (MCP). \When activated, the MCP will assune duties

as Control or On-Scene Commander as the situation dictates or
requires.

6003. Transm ssion Security. It nust be renenbered that radios
are subject to nonitoring by anyone with a scanner. Therefore,
any reference to mlitary titles or nanes of mlitary
establishments shall be avoided. Oficers shall be referred to
as "M." or "Ms." regardless of rank. Enlisted and civilian
personnel shall be referred to by nane and initials, wthout
reference to rating or title.

6004. Call Signs. Reference (q) sets forth all of the radio
call signs that shall be used by Security, Wi dbey Precinct
personnel .

6005. Testing. The Security Dispatcher shall test al

communi cation circuits daily. Additionally, enmergency situation
testing shall be conducted nonthly. Test results will be
recorded and any di screpancies corrected i mmedi ately.

6006. Response Codes. The follow ng response codes will be used
by security personnel as authorized by the Watch Conmander:

1. Code 1: Proceed nornmally.
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2. Code 2: On base. Urgent response with lights only (no siren
no faster than 10 nph over the posted speed limt).

3. Code 3: Energency response with lights and siren (Watch
Commander nust authorize; no faster than 10 nph over the posted
speed limt on base only).
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CHAPTER 7
KEY CONTRCL

7001. Key Security and Lock Control. Each naval activity nust
establish a strict key and | ock control program per reference
(a). Included within this programare all keys, |ocks, padl ocks,
and | ocking devices used to protect or secure restricted areas
and activity perineters, security facilities, critical assets,
classified material, and sensitive materials and/or supplies.

Al so included are keys, |ocks, and padl ocks used for convenience,
privacy, admnistrative, or personal use. Key security and |ock
control for classified material and equi pnent will be per
reference (0).

a. Key Control Oficer. The Security Director is the Key
Control O ficer for NAS Wi dbey Island and is directly
responsible for all security-related keys and | ock functions.

b. Key Custodian. The head of each major functional area
(e.g., departnent, tenant conmand, etc.) will designate in
witing a key custodian who will be responsible to the Key
Control Oficer for all keys controlled by that activity.

c. Key Control. Each key custodian nust institute a system
showi ng keys on hand, keys issued, to whom date/tinme the keys
were issued and returned, and the signature of person drawi ng or
returning security keys. Continuous accountability of keys is
required at all tines.

d. Lockouts. All |ockouts involving restricted areas/
bui | di ngs nust be investigated by security force personnel to
determne if the failure of the |ocking device occurred because
of a product failure or as a result of attenpted or actual
illegal penetration.

e. Action. Keys for security |ocks and padl ocks will be
i ssued only to those persons with a need and nmust be approved by
the Security Director. Convenience or status is not sufficient
criteria for issue of a security key. The key custodian w ||
ensure an access list, established by the activity Security
Director, is posted beside the key control |ocker in clear view
Al l sub-custodians will be aware of the list and will issue keys
only to authorized personnel.

f. Storage. Al keys covered by this instruction wll be
stored in the controlling activity's key | ocker when not in use.

g. Check Qut. Personnel checking out a key will first sign

a key control log held by the Key Custodian or his designated
representative.
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h. Key Log. A key log will be maintained with each key
| ocker. Wen not in use it wll be kept under constant control
of the cognizant custodi an. Wen no personnel are available to
oversee the log, it will be secured in an area qualified to hold
classified material. The log will contain information to
i nclude: Kkeys issued, to whom date/tine issued and returned,
and the signature of the person draw ng or returning the key.
The controlling log wll be checked against the key | ocker at the
end of each watch to account for all keys, and an appropriate
notation will be made in the Command Duty Log.

i. Central Key Room Cuidelines used for the security and
control of keys, l|ocks, and buil dings under NAS Whi dbey I sl and
BOSC are listed in the contract under Annex 2 Service Pl an.

j]. Spare Keys. No nore than two duplicate/spare keys wll
be kept on hand. Duplicates will at no tine be checked out to
personnel for convenience. Before a duplicate key is checked
out, the key custodian will establish the need for the duplicate
and the disposition of the original. Al requests for duplicate
keys or locksmth services will be routed through the key
custodi an, Security Departnent, for approval/authorization, then
to Public Wrks Departnment. A record of keys replaced wll be
kept in the key | ogbook for future reference and revi ew.

k. Lock Rotation. Security |ocks, padl ocks and/or | ock
cores used to protect restricted areas will be rotated annually.

I . Open Padl ock. Wen the door, gate, or other equi pnent
that is intended to be secure is open or operable, the padl ock
w Il be | ocked onto the staple, fence fabric, or nearby securing
point to preclude the switching of the padlock (by a thief,
saboteur, or terrorist) to facilitate surreptitious entry.

m Gates. Inactive and infrequently used gates are | ocked.
All gates are checked daily by security personnel. Discrepancies
are reported to security patrol dispatch

n. Application. Al |ocks and padl ocks used for security
applications wll nmeet the mnimummlitary specifications for
the appropriate | evel of security use.

0. Inspections. The Key Control O ficer will nmake quarterly
i nspections of all activities to ensure the proper operation of
t he Key Control Program

p. Tenant Activities. Tenant activity Conmanding O ficers/
O ficers-in-Charge, shall enforce internal security in their
assigned areas. Security personnel will patrol all commobn areas
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(streets, roads, parking lots, etc.) and inspect external
structures and facilities. Violations will be reported
accordingly by security personnel. Departnent heads will provide
a statenent of corrective action or conpletion date of proposed
action.

(1) Al NAS Wi dbey Island buildings and spaces wll be
secured at the close of the normal workday and anytinme not

occupi ed by assigned personnel. Unnecessary utilities wll be
secured and all external doors, w ndows, and other openings that
coul d provide access will be secured and | ocked. Inactive or

infrequently used areas (gates, doors, storage areas, etc.)
shoul d be | ocked and have seals affixed. Locked control seals
(car ball type, ML-S23769C) will be accounted for by the key
cust odi an by nunber and | ocation and frequently checked for

i ndi cations of tanpering. Each check of the seal wll be | ogged.

(2) Individuals assigned to work in buildings or spaces
after normal working hours will ensure all neans of access to the
area not under their immedi ate observation are closed and | ocked.
The Security Departnent nmust be notified of each incident where
m ssion necessity requires a space to be open and unoccupi ed.

(3) Wiere there is evidence of possible forced entry into
a building or space, Security, Wi dbey Precinct will be notified
i mredi ately. The inmmediate area will not be disturbed until
rel eased by the Security Director or his designated
representative.
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CHAPTER 8
SECURI TY STAFFI NG STANDARDS

8001. Discussion. Security Wi dbey Precinct provides the

enf orcenment nedi um for NAS Wi dbey |Island | aw enforcenent and
physi cal security progranms. This departnent consists of
personnel who are specifically organi zed, trained, and equi pped
to protect the physical security interest of the command.

8002. Staffing. Reference (a) and (r) set forth the criteria to
determ ne the appropriate staffing standards for Security.
Reference (p) details the Whidbey Precinct's force structure.

8003. Records and Reports. Records and reports relating to

vi ol ati ons and breaches (including indications thereof) of

physi cal security measures and procedures, including corrective
action(s) taken, shall be retained until conpletion of the
command i nspection cycle or a m ninum of 2 years, whichever is
greater.

8004. Normal Watch Stations. Contained in reference (p).

8005. Standard Operating Procedures. Security Wi dbey Precinct
is conprised of the Security Director, Crimnal |nvestigations

Di vision, Operations D vision, Adm nistrative D vision, and
Training Division. References (a) and (r) set forth the primary
duties and responsibilities of the Security Departnent in
general, and reference (p) sets forth the specific duties and
responsi bilities at NAS Wi dbey I sl and.

8006. Special Orders. Special orders for each security post are
mai nt ai ned at each post/site for immedi ate access and review.
Special orders will be reviewed by the Commanding O ficer sem -
annual | y.
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CHAPTER 9
ARM NG OF SECURI TY PERSONNEL

9001. Arm ng Requirenents

1. Al personnel in the Security Whidbey Precinct shall, prior
to being arnmed, becone famliar with the contents of references

(a), (p), (r), (s) and (t).

2. Armng of personnel shall be considered only after conpliance
with the foll ow ng:

(a) Conpletion of an Enlisted Service Record Check for any
prior disciplinary action within the previous 2 years of a nature
whi ch woul d refl ect upon the candidates suitability to carry a
firearm

(b) Oal board/interview by the Security Director
representative and two senior qualified nenbers of the
depart nent.

(c) Conpletion of all applicable requirenents as set forth in
references (a), (p), (r), (s), and (t).

9002. Range Qualifications

1. Qualification shall be per references (a), (p), (r), (s), and
(t). Additionally, all security force nmenbers shall fire their
weapon sem -annually for famliarization, and will fire annually
for qualification.

2. Failure to neet annual m ninmum qualification scores wll
result in inmediate term nation of authorization to carry
firearms. This failure shall be reported in witing to the
Security Director by the Range Master supervising the firing. A
copy shall be placed in the individual's departnental files.

3. Once armng authorization has been term nated, the individual
shall not carry a firearmuntil all qualifications are net and
rearmng is authorized by the Security Director

9003. General Requirenents

1. The Authorization to Carry Firearnms Card, OPNAV 5512/2, and,
when appropriate, the police/guard badge shall be carried at al

ti mes when in possession of a weapon. These credentials shall be
present ed upon request by proper authority. Under no
circunstance shall the weapon be surrendered or control

relinqui shed without authorization fromthe Security D rector or
hi gher authority.
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2. Firearns may be worn or carried off base while engaged in the
performance of official duties and per |ocal and federal
regul ations. Additional guidelines are contained in references

(a), (p), (r), (s), and (t).

4. Al coholic beverages shall not be consuned while in possession
of a firearmor 12 hours prior to assunption of arnmed duties.

5. Al personnel authorized to be arnmed shall wear the assigned
firearmat all tines while on duty.

6. Under no circunstance shall security personnel show or handle
their weapons other than in an official capacity or as required
in the performance of their duties. Use of deadly force wll be
in strict conpliance with references (a), (p), (r), (s) and (t).

7. \Wenever the weapon is drawn by personnel in civilian attire,
t he badge (as appropriate) or other credentials shall be

conspi cuously displayed to clearly identify the individuals as
security personnel.

8. Anytime a firearmis drawn, the Watch Commander shall be
notified i mediately and a witten report of the incident shal
be submtted as soon as practicable to the Security Director via
the Operations Division Oficer/LCPO. The Security D rector
shal |l be contacted i medi ately and advi sed of the situation.

9004. Custody of Wapons. To assure stringent custody of al
weapons:

1. For each weapon assigned to NAS Security Police, a sub-
cust ody docunent shall be on file at the arnory, signed by the
Security Director

2. Personnel checking out duty weapons will submt an Ordnance
Cust ody Receipt Card (NAVMC 10520) prior to being issued a
weapon. All weapons not in the personal possession of a patrol
officer will be stored in the class five weapons contai ner

| ocated in the Ready For |ssue Room building 220. Duty weapons
wi Il not be stored in the Bachelor Enlisted Quarters (BEQ BOQ or
any private residence.

3. Tenporary |Issue of Wapons. Reference (s) details the
procedures to be used for tenporary issues.

4. Turnover of Weapons. Wen relieving the watch, or any other
time a weapon nmust be handed from one person to another, the
weapon shall be unloaded in the clear barrel, action or cylinder
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open, and the weapon shall be handed to the other person butt
first, ensuring the nuzzl e does not point at anyone.

5. Storage of Shotguns in Vehicle

a. The riot shotgun, when carried in a vehicle, wll be
securely locked in the holder. The unlocking sequence shall not
be perfornmed until an actual need exists to renove the shotgun
fromthe vehicle.

b. If it is necessary to | eave the shotgun unattended in the
vehicle, park the vehicle in a well-lighted area and securely
| ock all doors and w ndows.

9005. Authority to Arm Security Force Personnel. References (a)
and (b) authorize the Commanding Oficer to armthe security
force and sets forth the criteria to be followed in the arm ng of
personnel .

9006. Use of Force. There are varying degrees of force that may
be justified in a | aw enforcenent situation depending upon its
gravity. The escalation of force by an officer nust be
consistent with the need for the |east anount of force required
to effect the apprehension of the suspect and the guidelines
promul gated in reference (a), (p), (r), (s), and (t).
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CHAPTER 10
AUXI LI ARY SECURI TY FORCE

10001. Ceneral. The Auxiliary Security Force (ASF) shall be
used to augnent the permanent security force during increased
threat conditions or when directed by the Conmandi ng O ficer, NAS
Wi dbey 1 sl and.

10002. Definitions

1. Auxiliary Security Force. An arned force conposed of |ocal,
non-deploying mlitary assets, derived from host and tenant
commands under operational control of the host command.

2. Arned Sailor. A Sailor trained and assigned as a nenber of a
security force ashore or afloat. He/she is able to work with a
team or independently, possessing the shooting and other skills
required to prevent, deter, or neutralize a terrorist attack or
ot her unlawful act, and has a sound understandi ng of deadly
force.

3. Threat Conditions (THREATCONS). A series of designations
describing levels of terrorist threats to U S. mlitary
facilities and personnel. The primary purpose is to identify the
various levels of terrorist threats and i nprove conditions and
mut ual support in anti-terrorismactivities.

4. Anti-Terrorism Defensive neasures to be used by DOD, its
personnel, and their famly nmenbers to prevent terrorism and
unconventional acts.

5. Counter-Terrorism O fensivel/reactive techniques taken to
respond to terrorist acts, including the gathering of information
and threat analysis in support of these neasures.

10003. Manni ng Requi renents

1. General. Per paragraph 0412 of reference (a), each naval
installation shall organize, equip, and train an ASF to augnent
t he permanent security force in times of increased security
requirenents.

2. Responsibility. The establishnent, training, equipping, and
operational control of the ASF shall be the responsibility of the
Security Director. The Security Director shall ensure that the
ASF is trained in anti-terrorismtactics, general physical
security techni ques, and weapons proficiency.

3. Training. Reference (a), Appendix V contains the m ni num
training requirenment for the ASF.

10-1



NASVH DBEYI NST 5500. 11C
8 Feb 2000

4. (Organi zation and Conposition

a. Manning of the ASF shall be provided by augnentation of
| ocal, non-deploying mlitary assets. ASF conposition shall be
based on mlitary popul ati on using permanently assigned mlitary
personnel fromthe host and tenant conmands. Personnel shal
serve a mninmumof 18 nonths, after the initial 2-week training
phase.

b. Personnel shall be augnmented fromthe followi ng Iist of
host and tenant commands:

Command/ Tenant Per sonnel Required
NAS Departnents 13
Al ND 15
PERSUPPDET 1
NOPF 5
NAMTRADET 4
FASOTRAGRUPACDET 1
VAQ 129 14
CPRW 10 3
CBU- 417 1
VAQW NG 2
TOTAL 60

5. Assignnent. Augnented personnel shall be assigned on an

addi tional duty basis and shall be screened by the parent conmand
prior to assignnment to ensure they neet all required
prerequisites as set forth in paragraph 6 bel ow

6. ASF Assignnment Prerequisites. Personnel assigned additional
duty as NAS Wi dbey Island ASF shall be conprised of petty

of ficers, and non-rated personnel possessing a valid state
driver's license. Personnel shall neet Navy wei ght standards and
be able to pass the Physical Readiness Test. Further, assigned
personnel nust have no nonjudicial punishnment/courts-martial/
civil court convictions or drug/al cohol related dependency within
the previous two years. Finally, all personnel assigned to ASF
must have a m ni num of 18 nont hs renai ni ng on assi gnment after
initial training.

7. Duty Requirenents. Assigned personnel shall be required to
stand two watches per nonth and participate in a quarterly
exercise for the purpose of continued training. Al assigned
personnel shall be required to maintain their weapon
qualifications. Those personnel that do not conply with these
requi renents shall be termnated fromthe ASF and the
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i ndividual's parent conmand will be tasked with providing a
replacenent within five working days.

10004. ASF Standard Operating Procedures and Special Orders
(SO . NAS Wi dbey Island's ASF SOP and special orders are
contained in reference (p). Al ASF personnel shall be
thoroughly famliar wth the applicable sections of references
(o) and (u).

10005. Authority and Jurisdiction. The overall |aw enforcenent
responsibility for on-post terrorist incidents belongs to the
Federal Bureau of Investigation (FBlI) supported by the Naval
Crimnal Investigative Service (NCIS) and the Security Director.

10006. Task Organi zations. The task organization is considered
to be that necessary action required to conduct anti-terrorism
and to protect NAS Wi dbey |sl and.

1. NAS Wi dbey Command Response Team shall be conposed of the
foll owm ng nenbers:

a. Commanding O ficer or Executive Oficer
b. Command Duty O ficer
c. Security Drector
d. ASF Coordi nat or
e. Public Wrks Oficer
f. Supply Oficer
g. Admnistrative Oficer
h. Operations Nonconm ssioned Oficer/Aternate
i. Liaison Oficer
(1) FBI
(2) NCI'S
(3) Commander, Navy Regi on Nort hwest
]. Comunication Oficer/Aternate
k. Medical Oficer

| . Public Affairs O ficer
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m Staff Judge Advocate (SJA)
n. Chaplain
0. Explosive Ordnance Disposal (EOQD) Staff Oficer

NOTE: The Medical Oficer shall remain on call at the nedical
facility. The Public Affairs Oficer, Chaplain, and SJA shall be
| ocated in the designated Public Affairs Center (PAC). Expl osive
Ordnance Disposal and Liaison Oficers will report to the

desi gnated exterior security force conmand post. All staff
menbers are on call for briefings and consultation.

2. Security Forces. Al security forces are under the direct
operational control of the Security Director, and shall consi st
of the follow ng:

a. On Site Conmander, ASF O ficer
b. One Watch Supervisor, On Scene Team Leader
c. Five Security Departnent personnel

d. One phot ographer (who shall be on call and shall be
| ocated wth the PAO

e. Negotiations/Intelligence Team NC S

3. Medical Team The nedical team shall be conposed of a team
| eader and a nedi cal specialist, who shall remain at the nedica
facility but will be prepared to respond to and work at the on-
site command post as required.

4. Expl osive O dnance D sposal Conmand. An EOD Team shall be on
call and shall be prepared to depart for the on-site command post
within 30 mnutes of the onset of THREATCON BRAVO and within five
m nut es of THREATCON CHARLI E.

5. Public Affairs Center. The PAC will be under the operational
control of the Public Affairs Oficer. The PAC team shall
consi st of the follow ng nenbers:

a. Public Affairs Oficer
b. Information Specialist
c. Two clerk typists

d. One phot ographer
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(1) Chaplain shall relocate to the PACin the "waiting
area."

(2) Staff Judge Advocate shall relocate to the PAC
6. Communi cati on Team Communi cation El ectronic Specialist, as

required to establish and maintain a comuni cati ons system
provi ded by QOperations Oficer.

7. Engineer Team- Facility Engineer. As determ ned by the
Commandi ng O ficer.

10007. Activation of ASF

1. ASF Response Tinme. The ASF will be prepared to respond and
operate within two hours after activation of the recall.

a. Response Conditions. The ASF will operate from Naval
Security Command Center (NSCC), under the operation and control
of the Security Qperations Division Oficer and/or Security
Depart ment Wat ch Commander .

b. ASF operations are divided into two categories. The
category of the incident will be specified by the Commandi ng
O ficer when he orders the activation of the NSCC

(1) Category One. Category one will be initiated when
the situation is severe enough that normal functions at NAS
Wi dbey cannot be conducted safely, or the assigned m ssion
cannot be perforned until the problemis neutralized. During
category one operations, the installation will be closed to al
civilian traffic except those persons deened essential for ASF or
ot her rel ated energency operations. All non-essential mlitary/
civilian personnel who reside off post will be sent hone.

(2) Category Two. Category two will be initiated when
the situation is such that danger can be contained in a small or
i sol ated area and the assigned m ssion can continue w t hout
endangering those not involved. During category two operations,
installation activity will continue as normal, except in those
areas cordoned off by the Security Departnent.

(3) Courses of Action. Reference (p) contains detailed
information relative to the courses of action that are avail able
to the ASF.

10008. Action/Responsibilities

1. Commanding O ficer, Naval Hospital, Oak Harbor
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a. Organize, train, and equip a nedical teamto assune the
responsibility for medical treatnent and evacuati on of
casual ti es.

b. Coordinate with service support to establish a field
hospital in case of attack on the nedical facility.

c. Provide imedi ate access to the proper nedical
psychiatric records of any known or suspected mlitary, civilian,
or dependent abductors or hostages, if avail able.

d. Provide alternate nedical facilities to accomvpdate
casualty overfl ow

2.  NAS Wi dbey Island Supply Oficer

a. Provide a representative at the NSCC on a 24-hour basis.
b. Direct logistic support for the operation.

3. NAS Wi dbey Island Public Wrks Oficer

a. Provide representation on ASF operations staff at the
NSCC on a 24-hour basi s.

b. Prepare to cut off or reroute utilities to designated
facilities.

c. Provide selected maps and utility diagrans to the
Security Director including construction diagrans and buil di ng
floor plans for the facilities or other facilities as directed by
the ASF O ficer.

d. Provide one 25-passenger bus and driver for use in
transporting and controlling nmedia representatives.

4. Admnistrative Oficer

a. Prepare to establish, in coordination with PAQ a
"waiting area" for famlies of hostages or abductors.

b. Provide selected volunteers to assi st persons and
famlies in the "waiting area.”

c. Obtain information release policy fromthe Conmmandi ng
Oficer.

10-6
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d. Provide personnel records to the command center of known
or suspected mlitary or civilian enpl oyee abductors or hostages
when avai |l abl e.

e. Screen personnel records as requested by the ASF O ficer.

5. Public Affairs O ficer

a. Serve on the ASF operations staff.
b. Provide personnel for the PAO team
c. Establish a PAC.

d. Coordinate with the Admnnistrative Oficer in
establishing a "waiting area" for famly nenbers of hostages and
abduct or s.

e. Provide photographer(s) to the security force.
Phot ogr aphers will be equipped with a canera with tel ephoto
capabilities.

6. Chaplain. The Chaplain wll provide mnisterial support to
the "waiting area."

7. Staff Judge Advocate (SJA). The SJA is assigned to the ASF
operation staff on a 24-hour basis. The SJA shall be present at
t he PAC and avail able to the NSCC on call.

10009. Coordinating Movenents

1. Reference (p) provides conprehensive details as to when and
how t he ASF shall respond. The Security Director shall ensure
that the plan is kept current.

2. The Security Director shall ensure that all nenbers of the
ASF are thoroughly famliar with the ASF Plan and their roles,
duties, location, and responsibilities as it pertains to the ASF
and t he NSCC.
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CHAPTER 11
SECURI TY FORCE TRAI NI NG

11001. Purpose. This chapter addresses training requirenents
for basic security training, in-service security training, and
firearns training.

11002. Basic Training Requirenents. Al mlitary personnel who
perform physical security functions at NAS Whi dbey I sl and shal
attend the Navy Security Guard Course |ocated at Naval Techni cal
Trai ning Center (NTTC), Lackland AFB, San Antoni o, Texas or the
Master-at-Arns Rate Conversion Course at Fort MCellan, Al abanma.
(G her training may be substituted.) See reference (a).

11003. In-Service Training Program The in-service training
program enconpasses four areas: In-service, Roll Call, GCeneral
Mlitary Training, and Field O ficer Training. The course of
instruction is outlined in reference (a), Appendices VIII and I X

11004. Firearns Training. Firearns training is addressed in
chapter 9 of this instruction.

11-1
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APPENDI X A
ANTI - TERRORI SM FORCE PROTECTI ON
AND
CRI SI' S MANAGEMENT ACTI ONS
STANDARD OPERATI NG PROCEDURES

101. Purpose. To set forth the procedures to be used upon
recei ving bonb threats, acts of sabotage, hostage or barricaded
subj ect, mmjor accidents/disasters, dissident activity alerts,
civil disturbance, sniper situations, and hijacking of aircraft.

102. Bonb Threats

1. Background. In the past there have been a nunber of
terrori st bonbi ngs and bonb scares originated by dissident
groups. Targets have included: «civil aircraft, public
institutions, and federal activities. This worldw de bonb threat
activity could result in an increased propensity for disaffected
or mal content personnel to resort to simlar actions. The talk
of bonb threats should be mnimal, as individuals have been known
to use threats to disrupt routine, cause delays, and avoid work.

I f a bonb threat causes |ost work, panic, or interruption of
normal work routine each time one is received, nore calls of the
sane nature may be expected. However, each threat nust be

eval uated and consi dered as potentially valid and essenti al
measures must be expeditiously taken to ensure the safety of
personnel and equi pnent. CQuidance and direction are required to
counter the possibility of these actions.

2. Responsibilities. Conmmanding Oficers/Oficers in Chargel
depart nent heads and special assistants are responsible for the
education and training of personnel within their areas who woul d
nmost likely be recipients of bonb threats. Ensure a Tel ephonic
Threat Conplaint, OPNAV 5527/8, is |ocated at each phone
extension. The nost inportant decision to be nmade by the senior
of ficer present of a threatened command, the Conmand Duty O ficer
(CDO is whether or not to evacuate the threatened area.

3. Receiving a Bonb Threat Call. Upon receipt of a bonb threat
call, remain cal mand:

a. Keep the caller on the phone as | ong as possible and use
the tel ephone threat conplaint form Ask the caller to repeat
the message. Mentally/physically record every word spoken by the
person, note the exact tine the call was received, on what
t el ephone line, and note any background noi ses or conversation.
Leave the phone off the hook if/when the caller term nates the
call.
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b. If the caller does not indicate the |ocation of the
device or the tine of detonation, ask the person the information
listed, in order, fromthe tel ephone threat conplaint form

c. Informthe caller that the building is occupied and the
detonation of a bonb could result in death and/or serious injury
to many i nnocent people.

d. Once the conversation with the caller ends, DO NOT HANG
UP THE TELEPHONE. |Inmmediately notify your supervisor and
Security Wi dbey Precinct, extension 257-3121 or 911 (emergency)
using a different tel ephone line. Remain calmand answer all
questions asked by security personnel to the best of your
ability. Fill out and present OPNAV 5527/8 to the security
i nvesti gator.

4. Pr ocedur es

a. FEvacuation Notification. Wen the order to evacuate is
received fromthe Commanding O ficer, Executive Oficer, CDO or
senior officer present, use caution in the words used to evacuate
the area. NAS Security Police personnel have been trained in
evacuation techni ques and should be used in evacuating threatened
ar eas.

b. Personnel to be Used for Bonb Searches. Upon
notification of a bonb threat, personnel used in searching for
bombs will normally be Security Force personnel and shop
representatives (preferably shop supervisors) fromthe threatened
activity. Additional personnel fromthe threatened activity my
be used to participate in the general search and to inspect
i mredi ate work areas. Random searches of vehicles entering NAS
Wi dbey Island will be conducted to reduce the opportunity for
the introduction of bonbs. Searches will increase dependi ng upon
t he defense condition or current threat analysis.

c. Notification Responsibilities. Upon receipt of a bonb
t hreat:

(1) Fleet or tenant activities notify:

(a) NAS POOW 257-2631/2. NAS CDO preparel/rel ease
OPREP or unit SITREP nessage, as appropriate.

(b) Security Wi dbey Precinct, 257-3121 (energency).
(2) NAS POOWnotify

(a) Security Wi dbey Precinct, 257-3121 (energency).
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(b) CDO
(c) Executive Oficer and/or Commandi ng O ficer.

(d) Mobile Unit 11 (EODMJ 11) Detachnent Whi dbey
| sl and, 257-4480/ CDO pager 679-7067.

(e) NC S Resident Agency, 257-3359.
(f) NAS Fire Departnent, 257-3333.

(g) Naval Hospital, 257-9978/9500. Request two
corpsnen and an energency vehicle to proceed to MCP | ocati on.

(h) ODO, 257-2681, if EODMJ 11 has been put on alert.
(1) NAS PAQ, 257-2286.

(3) Security Wi dbey Precinct Watch Commander Notify

(a) NAS POOW 257-2631/32, to confirm he/she has been

notified.

(b) Security Director (SD), 257-2406 or home phone/
pager .

(c) NC'S, 257-3359.

(d) Cimnal Investigation Division (CID), 257-1821.

(e) Operations Division Oficer/Chief Petty Oficer,
257-6702/ 5.

(f) ASF, as directed by higher authority.

(g) NAS PAO 257-2286.

(h) Local city and county |l aw enforcenent, only if
threatened area is under civil jurisdiction.

d. NAS Command Duty O ficer (CDO Responsibilities

(1) Notify NAS Commanding O ficer/Executive Oficer.

(2) Prepare/rel ease operational report (OPREP) or unit
situation report (SITREP), if appropriate and relay subordinate
unit voice reports.

e. Degree of Evacuation. The degree of evacuation wll be
determ ned by the CDO and/or by the senior officer present of a
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fleet/tenant activity. The degree of evacuation wll|l be based on
an assessnment of the nature of the threat. The NAS Comrandi ng

O ficer or Executive Oficer shall be consulted as necessary.
Bonb threats against fleet hangars will usually require that the
aircraft in the threatened hangars be evacuated. Prior to
openi ng hangar doors or noving aircraft, inspect themfor trip
wires or devices that could be triggered by novenent. Threats
agai nst other facilities may or may not result in total
evacuati on, dependi ng upon existing circunstances. Wen
evacuating a public facility, a cover story such as | eaking
furnace should be used to avoid panic and to account for opening
of doors and w ndows. Security Police personnel shall be used if
at all possible when evacuation of an area is ordered. Personnel
shall be instructed not to touch office machi nes or equi pnent,
lights, or personal property. Personnel wll be directed not to
touch any suspicious itens discovered during this tinme and to

i mredi ately report suspicious itens to a Security nenber at the
scene.

f. Method of Response. All energency units respondi ng nust
do so in an expeditious manner. Use of sirens and/or flashing
lights is not appropriate. Flashing lights (code 2) will be used
when absol utely necessary and only as needed. Vehicles shal
remai n clear of hangar doors so that aircraft may be evacuated if
ordered. The On-Scene Conmander nust retain control of the
situation so that vehicle accidents, aircraft ground acci dents,
or personnel injuries do not occur. Use of portable radios or
mobile radios is prohibited within 300 feet of the threatened
ar ea.

g. Control Centers. Security personnel will establish a
nmobi | e Emergency Operating Center (EOC) or Command Post (CP) in
the imedi ate area of the threat to serve as a rendezvous point
bet ween responding units, the CDO, search personnel, and EQOD
O her personnel dispatched to assist during the incident wll
report to the EOC/ CP for assignnment and instructions. Personnel
attenpting to gain entry into the threatened area will do so only
t hrough the nobile EOC/ CP for proper accountability of personnel.
The On- Scene Conmmander wil | :

(1) Ensure sufficient guards are posted to establish
control of the danger area. @uards should be |l ocated at a safe
di stance fromthe area (300 feet m nimum behind adequate cover).
The area shall be roped off and warning signs posted if tinme
permts. No pedestrian or wheeled traffic shall be all owed
wi thin the evacuated area.

(2) Establish safe distance perineters from potenti al
bonmb fragnments. In an open area, clear 900 feet. Cear
bui | di ngs by 300 feet.
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(3) Issue orders for search and di sposal.
(4) Verify CDO and EOD have been notifi ed.

(5) If evacuation is ordered, coordinate the evacuation
effort by use of Security Police personnel.

(6) If a search is ordered, coordinate efforts of the
search team and brief personnel prior to search on precautions to
be taken involving aircraft, hangar doors, |ight swtches, closed
doors, and other parts of the area. Verify custody of master
keys to all doors in the affected area.

(7) Ensure Security gate guards conduct positive ID
checks at all gates of outbound traffic until perinmeter is set.
Notify gate guards of any suspicious vehicles sighted.

h. Search Techni ques for Buil di ngs

(1) Check the area around the outside of the building
i ncl udi ng dunpsters, shrubs, and bushes before entering the
bui | di ng.

(2) Security personnel will be search coordinators with
representatives of each shop or workspace fromthe threatened
activity.

(3) Start roomto roomsearch fromthe | owest | evel
Begi n searches in passageways and conmon areas such as | ounges,
rest roons, furnace roons, and storage roons; then work into
offices. Conplete the search in tw sweeps.

(4) Select first searching height by | ooking at the
furniture in the roomand establishing the average hei ght of the
majority of itenms resting on the floor. |In an average roomthis
hei ght usually includes table or desktops, chair backs, etc. The
first search height usually covers up to hip height.

(a) First Room Sweep. After the room has been
di vided and a search hei ght has been sel ected, both persons go to
the end of the room and conduct visual search fromthe first
search height down. This is the starting point, and each
successive search will start there. Each person sweeps his/her
way around the room checking all itens resting on the floor
around the wall area of the room \When the two searches neet,
they will have conpleted a "wall sweep"” and then shoul d work
t oget her and check all itens in the mddle of the roomup to the
first search height selected (don't forget areas under rugs).
This first search sweep should also include itens nounted to the
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wall or built into the walls, such as air conditioning ducts,
baseboard heaters, built-in cupboards, etc. The first sweep is
the nost tine consum ng. Use a stethoscope on walls and
furniture, if one is avail able.

(b) Second Room Sweep. This height is usually from
the hips to the ceiling. The two people return to the starting
poi nt and repeat the searching technique at the second sel ected
searching height. This sweep usually covers pictures hangi ng on
the wall, built-in bookcases, tall table | anps, etc. Upon
conpletion of the search, a piece of tape will be placed
di agonal |y over the door to show the room has been searched and
cl eared.

i. Searching Ships. The crew of ships noored at NAS Wi dbey
I sland w Il conduct their own searches. Security Police
personnel will secure the external area around the ship and
control traffic in the vicinity of the pier.

j]. Searching Aircraft. The Plane Captain/crew of the
aircraft wll conduct their own search, coordinated with Security
Pol i ce personnel who will seal off the area around the aircraft
at a safe distance.

k. Vehicle Searches. This is normally [imted to the area
around and under the vehicle. An inspection of the wheel wells
and the undercarriage with a flashlight and/or mrrors should be
made. |If there is a chance that a bonb has been attached to the
vehi cl e, make no attenpt to open doors, hood, or trunk, as there
may be a triggering device attached.

. Qutside Open Area. Conducting a search of an outside or
open area is perhaps the nost frustrating of all. You may wal k
mles looking in street drai nage systens, manholes in the street
or sidewal k, checking trash receptacles, garbage cans, dunpsters,
vehicles, etc. Be prepared for the worst. Dress for the
occasion if tinme permts.

m  Devi ce/ Questionable Item Di scovered. Personnel involved
in the search nust be instructed that their mssion is only to
search for and report suspicious objects. Do not nove, jar, or
touch the object or anything attached to it. The renoval/

di sarm ng of a bonb or device nust be left to the professionals
in the EOD unit. Renenber that bonbs and expl osives are nade to
expl ode, and there are absolutely no safe nethods of handling
them Take the follow ng action:

(1) Report the exact l|location and accurate description of
t he object.
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(2) Place sandbags, mattresses, or bonb suppression
bl anket around the object. Do not attenpt to cover the object.

(3) Identify the danger area and block it off with a
cl ear zone of at |east 900 feet.

(4) Check to see that all doors and wi ndows are opened to
mnimze primary damage fromthe blast and secondary damage from
fragnent ati on

(5) Evacuate the building, if you have not already done
so.

(6) Do not permt entry into the building until the
devi ce has been renoved/ di sarned, and the buil ding declared safe
for reentry.

n. Device Explosion/Detonation. |f a device explodes or is
detonated, the On-Scene Commander shall use the follow ng
gui del i nes:

(1) The Command Post will coordinate the response of al
enmergency vehicles such as fire trucks, anbul ance crews, etc.
The primary concern is to prevent further injury to personnel or
damage to property.

(2) Tighten perineter control to keep all personnel not
needed for fire fighting efforts or renoval of the injured out of
t he area.

(3) Use Security Police personnel to establish an
evacuation route to Naval Hospital, OGak Harbor and civilian
hospitals, if required.

(4) Coordinate with civil authorities and hospitals if
overflow of injured personnel require treatnent at the command
post hospital.

(5) Request duty photographer report to the Command Post.

(6) Once fire fighting is under control and the injured
have been renoved, a personnel search should be conducted. Upon
conpl eti on of personnel search, secure the area.

(7) Request NCI'S debrief enmergency crews, EOD, and
Security personnel.

(8) Secure the crinme scene.
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(9) If blast/explosion occurs on the runway or taxiways,
coordinate wth the On-Scene Commander prior to cleanup to ensure
i nvestigators have conpleted that portion of the investigation.
Notify the POOWof the affected area so a cl eanup crew can be
pl aced on standby.

0. Dearm ng and Di sposal of Devices. Once a device has been
| ocated and the area secured as outlined above, EOD will take
charge of the device. Security personnel will keep the area
secured until ECD has disarnmed and/or renoved the device.
Security will maintain the perimeter until NCI'S conpletes the
i nvesti gati on.

p. POOW CDO Caution. Upon conpletion of the search, be
cautious of what is said. If the search teamdid not find a
device, report to the appropriate authorities that no devices
were found. Search team nenbers do not have the authority to
rel ease informati on about the activities they were engaged in.
Do not state that an area is clear; only the CDO has that
authority.

g. Coordination with Cvil Authorities. Information and
gui dance i n OPNAVI NST 8027. 1G does not include the responsibility
for disposal of explosive sabotage devices; nonmlitary,
comerci al -type expl osives; or dangerous articles, in areas under
jurisdiction of civil authorities. Local civil authorities are
responsi ble for the disposal of all such devices, except on
Departnent of Defense installations.

r. Publicity. Necessary precautions and constrai ned actions
shall be taken to ensure that planning for bonb threats does not
spark runors, undue concern, or unrest that could spread to the
community. All bonb incidents shall be handl ed wi thout publicity
whenever possible, so that mninmumvisibility is afforded. The
PAO or On- Scene Conmander is the only person authorized by the
Commandi ng O ficer to release information.

103. Sabot age

1. Definition. Sabotage is an act or acts perfornmed with intent
toinjure, interfere with, or obstruct the national defense of a
country by destroying any national defense or war material,

prem ses or utilities, including human and natural resources.

2. Ceneral. Sabotage, if successfully carried out, can create
destruction and initiate or increase donestic unrest. Sabotage
is a tactic of revolutionaries. It nust be assuned that an

out break of hostilities against this country woul d probably be
preceded by efforts to sabotage the ability of the United States
to defend itself.
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3. Methods. The tools and nethods of the saboteur are limted
only by skill and ingenuity. They can include destruction by
arson, explosive devices, foreign object danage, or numerous

ot her neans.

4. Responsibilities. Security is the direct, immed ate and
noral responsibility of all persons in the naval service and
civilians enployed by the Navy. To properly counter saboteurs
requi res an intense awareness by all personnel while on board the
naval air station. Security awareness is the best aid in
defending the naval air station from sabotage attenpts. The
Security Wi dbey Precinct is tasked with safeguarding |lives and
property. The key facilities listed under threat conditions are
primary targets for sabotage. Personnel working or patrolling

t hese areas nust be conversant with policy or authority to
apprehend or detain suspicious person(s) observed in these areas,
and their responsibility to protect governnment property. Access
control/visitation privileges nust be strictly enforced and
further limted, or restricted during increased threat

conditions. The Naval Crimnal Investigative Service (NC'S) nust
maintain liaison with |ocal | aw enforcenent agencies to advise
them of the current threat analysis. The Commandi ng O ficer, NAS
Wi dbey Island has the authority to increase the |ocal threat
condi ti on based upon information supplied by the NCI'S. The
Security Wi dbey Precinct will respond per this instruction to
any increased threat condition, and as directed by the Commandi ng
Oficer.

104. Hostage or Barricaded Subject

1. Background. Hostage situations are delicate and critical
because human lives are at stake. The first priority of a
hostage situation is the preservation and safe rel ease of the
hostage(s). The second priority is to apprehend the hostage
taker(s). The follow ng are guidelines that nmay be executed by
command authority during a hostage situation aboard Naval Air
Station, Widbey Island. Where hostage situations exist:

a. Isolate, evacuate, and negotiate; the preferred sol ution.

b. Contain aggressors and demand surrender.

c. Use chemcal agents to force surrender.

d. Use Washington State Patrol/FBlI snipers to neutralize the
suspect. This is obviously dangerous to the hostage(s), as there

may be nore than one individual who is holding hostage(s) or the
host age(s) m ght be m staken for the suspect(s).

A-10
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e. Assault entries will be conducted by the FBI or
Washi ngton State Patrol SWAT Team as covered by MoUs. This is
t he nost dangerous nethod as bodily harmmay be inflicted upon
t he host age(s).

These alternatives should al ways progress fromone of the earlier
responses to one of the later responses. It is virtually

i npossible to return to negotiations after an assault has taken
pl ace.

2. Policy

a. Once it has been established that a hostage situation
exists, the first Security patrol officer on the scene shal
refrain fromgunfire and confine the suspect(s) to the small est
area possible consistent with safety. An inner and outer
perineter to control pedestrian and vehicular traffic around the
affected area shall be established.

b. Obtain tactical advantage over the suspect(s) hol ding
hostage(s). The Security Director shall coordinate with the
Washi ngton State Patrol /Federal Bureau of I|nvestigation (FBI).
This will include establishing a nobile energency operating
center/negoti ati ons post.

c. Use designated negotiators to establish conmunications
with the suspect(s). Negotiation may allow a safe conclusion to
the situation. Non-negotiable demands include weapons,
ammuni ti on, and exchange of host ages.

d. Gather intelligence via the Security forces surroundi ng
the suspect(s), information from personnel records, crimnal
hi story, doctors, psychiatrists, chaplains, famly, or friends.

e. |If unable to establish negotiations, the On-Scene
Commander at the field Conmand Post will continue to contain the
si tuati on.

f. The situation is no |longer negotiable if the suspect
kills a hostage. Upon orders of the Commanding Oficer, a
coordi nated assault may becone necessary by the Washington State
Patrol / FBI SWAT Teans. Security forces may be used as a | ast
resort.

g. Nothing in this plan shall preclude nmenbers of any team
fromensuring their own self-protection

3. Action

A-11
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a. Radio dispatcher/watch commander receives notification
that a hostage situation exists:

(1) The policy of refraining fromgunfire is enphasi zed
to responding patrol wunits.

(2) Backup patrol units are dispatched to the scene, and
establish inner and outer perineters.

b. The Dispatcher notifies the Security Director, Duty
Security Oficer, CDO, and NCIS of the current situation. The
Security Director staffs the NAS Wi dbey |sland Command Center

c. The POOWnotifies the Conmand Duty O ficer, Executive
O ficer, Commanding Oficer, Operations Duty Oficer, and
Squadron Duty O ficer, if applicable.

d. The On- Scene Commander (senior patrol officer) with
avai l abl e units establishes inner perineter (snallest possible
area) to seal off escape routes, contain the situation and
evacuates the imedi ate area if safe to do so, establishes
communi cations wth suspect(s) if possible and acts as the On-
Scene Commander until relieved by higher authority.

e. Recall Security force personnel, negotiation team and
other Security Police Departnent personnel required to contain
the situation

f. Watch Conmander relieves outer/inner perineter personnel
using Security Departnment recall personnel and return patrol
units to normal patrol. Ensure outer perineter excludes
uni nvol ved personnel and the press fromentering the inner
perinmeter. Any personnel desiring access shall be referred to
t he Emergency Managenent Center, buil di ng 2547

g. Al departnent heads, Public Affairs Oficer, Comrandi ng
Oficers, and Oficers in Charge concerned with the incident wll
report to the Emergency Managenent Center. The Security Director
or designated representative, NCIS, FBI, and |local |aw
enf orcenment personnel w Il provide experts/assistance in various
fields. The PAOw Il coordinate all press releases through the
Emer gency Managenent Center.

h. Establish field command post within the outer perineter
out of sight of the suspect(s) and hostage(s). The On-Scene
Commander will be in charge of the field command post. The field
command post shall include communications with the Naval Security
Forces, negotiations post, watch conmander, and the Energency
Managenent Center.

A-12
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i. Establish a negotiations post away fromthe field command
post and, ideally, within the inner perineter. Make contact with
t he suspect(s) via tel ephone, |oudspeaker, or wal ki e-tal ki es.

Radi os, tape recorders, and |ogs should be used by the
negoti ation team Provide field command post with pertinent
i nformati on and progress.

. Cautiously deploy the specially trained Washi ngton State
Patrol /FBI SWAT Team and withdraw the initially involved patro
units fromthe inner perineter, debrief, and return to norm
duty. Al units will operate on frequency TAC 4 unl ess ot herw se
directed by the field command post.

k. Intelligence gathered shall be relayed to the field
command post. Intelligence may be gathered fromtactical units,
negoti ati on team personnel records, crimnal history, doctors,
psychi atrists, chaplains, famly, and friends.

(1) OQotain maps and bl ueprints of area.
(2) Survey the area.
(3) Obtain nanes(s) of suspect(s) and hostage(s).
(4) Record(s) checks.
. Renove heat, lights, and water from area invol ved.
m Use services of a psychologist, if avail able.

n. Field command post ensure unified conmand if situation
becones nobile and jurisdiction changes.

0. The Security Director shall ensure that a thorough
investigation of the situation is conducted, coordinating as
necessary with assisting and/or other |aw enforcenent agencies
havi ng jurisdiction.

105. Major Accidents/Di sasters

Di sasters

1. CGvil D sasters. Disasters are civil enmergencies, either
natural or induced, resulting fromfires, floods, tornadoes,
eart hquakes or expl osi ons which may di srupt normal processes of
governnment or endanger |ife or property. Security Police
personnel are seldom called upon for assistance during civil

di sasters occurring off naval air station property unless
government property or equi pnent is involved.
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2. Arcraft and/or Mssile Accident. Security Police personnel
are used to secure the areas around the crash site. The
procedures for on-base and off-base aircraft and/or mssile
accidents are as foll ows:

a. On Base. Security Police personnel secure the scene and
protect all governnent property. One of the nobst inportant
aspects of this protection is to ensure that all classified
material is properly secured. This includes covering any exposed
mat erial, and erecting physical barriers, if possible, to ensure
those sensitive areas are effectively isolated. This procedure
woul d al so apply off base, with followon details to be
coordinated with local authorities. Security Police personnel
al so have the obligation to keep spectators at a reasonabl e
di stance for their protection and to prevent them from handling
wr eckage or interfering with rescue operations. Allow only
aut hori zed personnel onto the scene. Direct traffic control so
enmergency vehicles have priority. Prevent snoking to prevent
explosion. Carry out any additional instructions given by
conpetent authority.

b. Of Base. Security personnel do not have jurisdiction
outside the station, so civilian police normally control
spectators and direct traffic control. The Security Wi dbey
Precinct's role will be restricted to indirect support to the
civil authorities upon their request and as approved by the
Security Director

3. Control of Photography. The follow ng information summarizes
how phot ography is controlled at the scene of an aircraft
accident. Security's function is to carry out the orders of
conpetent authority.

a. Of Station. |If no classified material is exposed,
phot ographs may be taken at the discretion of the PAO All
phot ography shall be denied until a NAS representative has given
permssion to allowit. |[If exposed classified material cannot be
renmoved or covered i medi ately, the On- Scene Comrander shal
advi se news phot ographers that he/she cannot give permssion to
t ake phot ographs and ask themto cooperate. He/she shall inform
them t hat taking photographs of classified material is a
violation of crimnal statutes, Title 18 USC 793(E), 795, and
797. No force is to be used if news photographers refuse to
cooperate, but civilian police shall be asked to hel p prevent
phot ographs and to help recover all photographs, negatives, and
sketches presuned to contain classified material or information.
The On- Scene Commander shall report to NCIS all infractions or
refusals by news nedi a personnel to cooperate.
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b. On Station. |If no classified material is exposed,
phot ogr aphs nmay be taken when authorized by the PAO. If
classified material is exposed and cannot be renoved or covered,
only official Navy photographers may be permitted to take
phot ographs. |If persons other than official Navy photographers
t ake photographs, the filmshall be taken into custody for pronpt
devel opment and exam nation by NCIS. Property receipts for al
phot ographs and phot ographic material taken into custody shall be
i ssued.

c. Releasing Information. The Commanding O ficer or the PAO
provides all releasable information to newspersons as quickly as
possible. |If questioned after an accident, refer the questioners
to the Commanding O ficer or the PAO. [|If newspersons continue to
ask your opinion on the subject, you wll reply, "No comment."

4. Nuclear Accidents/Incidents. 1In the event of a nuclear
accident or a nuclear incident, specific duties and
responsibilities of the Security Police Departnment shall be
external perineter control of the area to preclude intrusion by
unaut hori zed persons. The Security Police Departnent is
responsi ble for coordinating with civil police agencies for such
functions as clearing accident/incident |ocations and control of
personnel to include isolating or roping off the scene, guarding
t he weckage, protecting classified material, and providing

assi stance in evacuation of personnel.

5. Fires. In disaster areas ravaged by fire, security personnel
may be used to control the flow of traffic in the disaster area,
keep spectators at a safe and reasonabl e di stance, keep fire

| anes open to avoid hindering the Fire Departnent, and secure the
scene after the fire to prevent pilferage or |ooting.

6. Severe Weather. The extent to which security personnel are
enpl oyed during disasters resulting from severe weat her
conditions depends on climatic conditions. Before the occurrence
of severe weather conditions, security personnel may notify
personnel living in base housing of the seriousness of the
situation. They may assist in the renpoval of personnel from
unsafe quarters to places of safety and renove articles or

equi pnent that m ght be danmaged or destroyed. During or after
the occurrence of severe weather, security personnel may assi st
in caring for the injured, directing traffic, guardi ng washed- out
roads until barricades can be erected, and guarding the scene to
prevent pilferage or |ooting.

7. Assistance to Civil Authorities. Disaster or civil

di sturbance energency operations are primary responsibilities of
the Arny and collateral responsibilities of the Navy and Air
Force. |If enmergency operations are undertaken, conmanders of the
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appropriate mlitary services may be authorized to provide
energency mlitary support. Security personnel are not to
undertake such assistance w thout prior approval of the
Commandi ng O ficer. Relief nmeasures in disaster areas are
primarily a civil responsibility aided by the American Red Cross
and State National Guard. However, federal agencies are
authorized to provide assistance in all major disasters when
directed by the President.

106. Dissident Activity Alert

1. Background. 1In the event dissident activity is anticipated,
this prelimnary plan/checklist and warning contingency wll be
pl aced into effect.

2. Planning and Force Coordi nati on Responsibility.

a. Wth advance planning, a general evaluation of the
probabl e situation can be ascertained. The foll ow ng personnel
will neet at a prearranged tine:

(1) Commanding O ficer (257-2345).

(2) Executive Oficer (257-2122).

(3) Security Director (257-2406).

(4) Physical Security Specialist (257-1622/3735).
(5) Security Police Departnment Operations Oficer
(6) Chief Crimnal Investigator (257-1608).

(7) Naval Crimnal Investigative Service (257-3359).
(8) NAS Staff Judge Advocate (257-2011).

(9) NAS Whi dbey Public Affairs Oficer (257-2286).

b. The Security Police Departnment Operations Oficer shal
contact the personnel |isted above and the foll ow ng upon
notification of actual dissident activity:

(1) On duty patrol personnel, Security Wi dbey Precinct.

(2) Normal patrol augnment/call in off-duty section

3. Equipnment. Security \Widbey Precinct Operations Oficer,
(257-6715) shall nake avail abl e:
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a. Extra radios.

b. R ot batons.

C. Helnets.

d. Face shield for hel net.
e. Gas nasks/body arnor.

f. Extra vehicles/notor transport - Security Watch Comrander
ensure that vehicles are properly fueled, etc.

(1) Bus/van for denonstrators.
(2) Bus for additional forces.

4. Further logistics. Physical Security Specialist shal
provi de:

a. Mobile Command Post for Commandi ng O ficer.
b. Portable radio for Commandi ng O ficer.

c. Maps of area and building diagranms, Public Wrks
Departnent, 257-3348.

d. Glley notification (neals, coffee, etc.), 257-2441
(Supply O ficer/Assistant Supply Oficer).

5. Threat. Prepare, ready, and deploy forces to neet the
anticipated threat for:

a. Peacef ul denonstrators.
b. MIlitants.

6. Further coordination. Physical Security Specialist.

a. Resident Oficer in Charge of Construction, 257-3085/
3348.

b. Departnment heads, as necessary.

c. Medical (257-9974/9500) and Dental (257-2106/9341)
al erted.

d. COWAVREGNW Seattle - PAO, DSN 941-3432, and the Regi on
Security Director, DSN 315-5370.
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e. Fire trucks, Fire D vision, 257-3333.

107. Cvil D sturbance

1. Purpose. To promulgate policy and basic procedures for
dealing with civil disturbances which involve NAS Wi dbey I sl and.

2. Di scussi on

a. There have been cases of civil disturbances directed
agai nst public officials, synbols of the United States, and
mlitary ship and shore installations. These disturbances have
i ncl uded denonstrations, picketing, sit-ins, passive resistance,
civil disobedience, destruction of governnent property, riots,
and vandal i sm

b. G vil disturbances present a possibility that
unaut hori zed persons nmay attenpt to interfere with the nornma
course of activities at this installation and may attenpt to gain
unaut hori zed access to the station. Because civilian personnel
over whomthe Departnent of the Navy has no jurisdiction are
usually involved in this type of action and will attenpt to
capitalize upon any alleged act of violence, injury, or force
exerted upon them by the Departnment of the Navy or its
representatives, certain precautionary neasures are necessary.

3. Legal Responsibility

a. Wen the civil disturbance takes place outside the
installation, on private property or public thoroughfare as
di stingui shed fromshore installations or governnent
reservations, the appropriate |local |aw enforcenent authorities
have responsibility and jurisdiction. COWAVREG\W Di saster
Preparedness Pl an provides instructions regarding action to be
taken when | ocal authorities request Navy assistance in
connection wth a civil disturbance.

b. The right to "peaceful picketing" or "peaceful
denonstration” does not include the right to interfere with or
i npede the normal business activity of a naval installation.
When a group creating a civil disturbance gains unauthorized
access to a naval installation, the federal |aw enforcenent
authorities have jurisdiction. Reference (a), Appendix VI,
paragraph 3, states in part, "...that trespassing, photography,
and other activities inimcal to the security of the Navy
installation are prohibited and that violators may be prosecuted
provi ded that pertinent regul ati ons have been posted in the
area..." Therefore, although detention of unauthorized civilians
gaining access to the installation is a responsibility of naval
authority, the actual arrest should be effected by the U S.
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Marshal or other civilian authority. |In this connection, the
foll ow ng points should be strictly adhered to:

(1) The period of detention, awaiting the arrival of the
U.S. Marshal or other civilian authority, shall be kept to an
absolute mnimum Physical force shall be restricted to that
necessary to ensure the safekeeping of unauthorized persons.

(2) Control actions shall be acconplished in an orderly
and busi nessl i ke manner.

(3) Physical handling of wonmen or children shall be
avoided if possible. If physical handling is required, it should
be acconplished in such a manner as to preserve the personal
dignity of the individual concerned, as well as that of the
menbers of the security force.

c. The Commanding Oficer will use any neans reasonably
necessary to enforce |l aw and order on the naval installation, to
protect naval personnel and property, or to prevent undue
interference with naval m ssions or functions.

4. Action

a. The Security Director shall ensure placenent of
"Government Property - No Trespassing” signs per reference (a).

b. Commanding Oficers/Oficers in Charge/ Departnent Heads
shal | :

(1) I'ndoctrinate personnel regarding the continuing need
for maxi mum security and individual responsibilities in this
area, as outlined in reference (a) and this instruction.

(2) Ensure that any person having information, from any
source, that this or any other mlitary installation nmay be
subject to civil disturbance, shall imedi ately advise the CDO
and Security Director

(a) The Security Director shall informlocal |aw
enforcenent officials, as appropriate, and will act as NAS
Wi dbey Island coordinator for action required on the part of
| ocal civil authorities.

(b) The CDO shall nmake a prelimnary eval uation and
notify the Commandi ng O ficer, Executive Oficer, NC S,
COWAVRECGNW Duty O ficer, and Security Director

c. Inthe event of a civil disturbance directed agai nst NAS
Wi dbey |sland, every precaution shall be taken to ensure that
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the participants do not enter the mlitary reservation through
the main gates or by other neans. |f such a disturbance occurs
during duty hours, mninmum precautionary neasures shall be taken
as follows:

(1) The first person becom ng aware of the denonstration
shall notify the CDO, who shall alert security forces. The
Secretary of the Arny has been designated as the Executive Agent
(depl oynent and enploynent) of mlitary resources in the event of
civil disturbances. The Arny G vil D sturbance Pl an has been
assi gned the code nane "GARDEN PLOT." Naval area conmanders
participate as area coordinators with appropriate Conti nent al
Arny Commanders in support planning for civil disturbance
operations wthin their area of jurisdiction.

(2) Sentries at the main Ault Field gate (Langley Blvd.)
wi |l be augnented by additional Security Wi dbey Precinct
personnel. Al other gates wll|l be secured as directed.

Barri cades, guarded by Security Whi dbey Precinct personnel, wll
be established at the other ingress points on Coral Sea Avenue,
Tor pedo Road, and Wake Avenue.

(3) Execute the Security Wi dbey Precinct Enmergency
Recall Bill.

(4) At least one fire truck shall be dispatched to each
gate for possible use as an instrunent of riot control at the
di scretion of the Commanding Oficer, Executive Oficer, Security
Director, or senior officer present. No attenpt shall be nmade to
forcibly restrain the participants unless they attenpt to enter
the mlitary reservation by force.

(5) Roving patrols shall be dispatched by the Security
Wi dbey Preci nct Watch Commander to patrol the perineter of the
reservation and report unusual activity.

(6) The Security Director shall make sound equi pnent
avai l abl e at the scene for use by the trained negotiator present
to address the denonstrators and attenpt to disperse the
gat heri ng.

(7) Station Decal Ofice shall report to the security
headquarters by tel ephone, for duties as directed by the Security
Director.

(8) Armed security force and augnentation personnel shal
be di spatched to each of the gasoline storage areas, nagazine
areas, and antenna farnms to protect these areas from attenpted
sabot age or arson.
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d. In the event of a civil disturbance occurring outside of
duty hours, the CDO, or senior officer present should i medi ately
execut e "GARDEN PLOT."

e. Although the possibility of denonstrations from NAS
Wi dbey Island's consi derabl e shoreline seens renote it renmains a
possibility. Assigning watches in that area should be
considered. (The control tower offers an excellent vantage point
for this purpose.)

f. The Security Director shall submt the reports required
by COWAVREGNW Di saster Preparedness Plan. Requests for
assi stance for civil authorities shall be forwarded to the
Commandi ng O ficer or Executive Oficer or, in their absence, to
the CDO. They will notify COWAVREGNW as the area coordi nator
COWAVREGNW Wi | | notify the Chief of Naval Operations.

5. Bonb Threats. Special instructions for dealing with bonb
threats in connection with civil disturbances are contained in
t hi s appendi x.

108. Sni per Situation

1. The following is a guide to be used by conmand authority
during a sniper situation aboard NAS Whi dbey. A person can
resort to this type of action for revenge (disciplinary case,

di sm ssed fromjob), or because of nental instability
(depression, psychotic tendencies). A sniper nust be treated as
a definite threat to the |life of any person approaching w thin
the sniper's range of vision and nust be dealt with pronptly.

2. Because of the serious and imediate threat to human life,
certain specific actions nust be taken upon the initial alert
that there is a sniper |ocated on the station or in naval
housi ng:

a. Establish a perinmeter immedi ately, isolate the entire
area controlled by the sniper, and evacuate personnel if possible
and safe to do so.

b. The CDO and Security Director nust be notified of the
situation and the Security Whi dbey Precinct requested to send
security forces to the scene. The CDOwW Il ensure that the
Commandi ng O ficer and the Executive Oficer are notified and
kept abreast of the situation.

c. Establish a Mbile Command Post for use by command
authority.
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d. Break out and issue body arnor to personnel in the area
of operation.

e. \Wien an adequat e nunber of personnel arrive on scene and
the situation permts, rescue and evacuate personnel injured by
the sniper. Mke use of anything avail able (vehicles, equipnent,
etc.) for protection. All actions taken should point toward
i solation of the sniper and denial to targets.

3. Should this action take place in naval housing, the Gak
Har bor Police Departnent and |Island County Sheriff's Ofice
(1CSO nust be notified i mediately. They have concurrent
crimnal jurisdiction, depending on the area, and may assune
command of the situation.

4. Upon conpletion of the above steps and stabilization of the
situation, attenpts should be made to establish comrunications
with the sniper and ascertain the reasons, if any, for the

sni per's actions.

5. After the above steps have been acconplished, the sniper is
to be apprehended in a manner involving least risk to friendly
personnel .

109. Hijack of Aircraft

1. The hijacking of a mlitary aircraft could create a serious

i nternational incident and raise concern for the safe return of
the aircraft and passengers. Air Term nal personnel shall use
est abl i shed procedures for checking passengers and baggage onto
aircraft, and concerted effort shall be nmade to prevent hijacking
by detecting potential hijackers prior to boarding. Anti-

hi j acki ng procedures shall be instituted when:

a. A passenger refuses to submt to an inspection under the
passenger/ baggage provi sions.

b. For any reason a passenger becones a suspected hijacker.

c. A potential hijacker, whose identity is known through
intelligence alerts, etc., appears in the Air Term nal or NAS
Wi dbey.

d. Unauthorized articles or contraband useful to a hijacker
are found, or a person appears to be viol ence prone.

2. The recipient of a hijack notification or alarmw || alert
the foll owm ng as necessary:

a. Security Director (Watch Commander), 257-3121
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b. Operations Duty Oficer.

c. Command Duty O ficer, 257-2631/2

d. Squadron Duty Oficer, if applicable.

e. NC S Resident Agent in Charge, 257-3359.

f. Commanding O ficer/Executive Oficer.

3. After it is determned not to be a false alarmnotify the
fol | ow ng:

a. FBlI, Everett, WA, telephone (425) 252-3500 or FBI
Seattle, WA, telephone (206) 622-0560.

b. If the aircraft is "in-flight," the FAA Nort hwest
Regi onal Duty O ficer shall be contacted by the FAA AT Rep (NAS
N33, 257-1314). An aircraft is considered to be "in-flight" from
the noment the external doors are closed foll ow ng enbarkation
until the nmonment when one door is opened for disenbarking.

4. Security, Wi dbey Precinct

a. Establish a perineter around the aircraft or |ocation of
suspected hijacker using buildings, vehicles, and ground-handling
equi pnent as cover.

b. Make no attenpt to board the aircraft (or enter building)
to apprehend the suspected hijacker.

c. |If a hostage has been taken or if the aircraft is being
used as a neans to extort money or passage to another area,
foll ow the hostage procedures described in hostage or barricaded
subj ect s.

d. Ensure that watch personnel are famliar with the Ar
Termnal facilities, as well as the Operations Departnent,
bui | di ng 385.

5. As a general rule, an act or statenment that would be viewed
as hostile by the suspect should be avoided. Any hijacker may be
assunmed to be either nentally deranged or under unusual nental
stress; his/her reactions will be unpredictable and nay be
violent if triggered by a careless word or action. The primary
objective is to take the suspect into custody without harmto

ot her personnel, the aircraft, or the suspect.
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6. The Fire Protection Division Oficer shall publish an
operating procedure for the response of fire crash vehicles upon
receipt of a hijack alert notification.

7. Reports. Any operating unit/activity having know edge of a
suspected or actual hijacking will inmmediately initiate a

t el ephoni ¢ OPREP-3, Event and Incident Report, to appropriate

hi gher headquarters center and follow up wth a nmessage OPREP- 3,
Event and | ncident Report per appropriate guidelines.
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APPENDI X B
TERRORI ST THREAT CONDI TI ONS ( THREATCONS)
FOR COMBATI NG TERRORI SM

1. Introduction. Information and warnings of terrorist activity
agai nst NAS Wi dbey Island and attached personnel will normally
be received fromsecurity authorities or through security
agencies. Information may cone from |l ocal police, be received
directly by the command or agency as a threat or warning froma
terrorist organization, or be in the formof an attack.

2. Threat Information and Decl aration of Terrorist THREATCONS
and Measure Inplenentation. NAS Wi dbey Island w il make use of
threat information provided by the |ocal Naval Crim nal

| nvestigative Service. The declaration of THREATCONS and

i npl ementati on of nmeasures nmay be decreed by a U S. command or
agency or by the Commandi ng O ficer, NAS Wi dbey Island foll ow ng
recei pt of intelligence through official sources or an anonynous
threat nmessage. Lateral, as well as vertical, reporting wll
occur to ensure notice of the THREATCON i s given to other
potentially affected areas.

3. Weapons and Ammunition. Reference (s) sets forth the policy
and procedures for the issuance of weapons and |ive amunition.

4. Threat Assessnment Cuideli nes

a. Ceneral CGuidelines. The follow ng general guidelines
provide for uniforminplenentation of security alert conditions.
Assessnent factors are defined as foll ows:

(1) Existence. A terrorist group is present, or able to
gain access to a given country or | ocale.

(2) Capability. The acquired, assessed, or denonstrated
| evel of capability to conduct terrorist attacks.

(3) Intentions. Recent denonstrated anti-U. S. terrorist
activity, or assessed intent to conduct such activity.

(4) H story. Denonstrated terrorist activity over tine.

(5) Targeting. Current credible information on
activities indicative of preparations for specific terrorist
oper ati ons.

(6) Security Environnment. The internal political and
security considerations that inpact on the capability of
terrorist elenments to carry out their intentions.
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b. Threat Levels. Threat |evels are based on the degree to
whi ch conbi nations of the followi ng factors are present:

(1) Critical. Factors of existence, capability and
targeting nust be present. Hi story and intentions nmay or may not
be present.

(2) H gh. Factors of existence, capability, history, and
i ntentions nust be present.

(3) Medium Factors of existence, capability, and
hi story nust be present. Intentions nmay or may not be present.

(4) Low. Existence and capability must be present.

Hi story may or nmay not be present.

(5) Negligible. Existence and/or capability may or may
not be present.

c. Environnment. Security environnent is considered
separately as a nodifying factor and may influence the assigned
threat |evel

d. Limtations. These guidelines apply only to the
assessnment of a terrorist threat against U S. or DoD interest.

5. Intelligence Estimate - Threat Analysis

a. ldeally, an intelligence estimate/threat analysis should
be a routine, continuous function perfornmed by the NAS Wi dbey
| sl and Commandi ng O fi cer.

b. Questions to be considered:
(1) Is the area ripe for terrorisn?

(2) Are terrorist groups formng and, if they are, are
t hey becom ng viol ent?

(3) Are acts of terrorismlikely to happen here?
(4) What are the likely targets on this installation?

c. U S CGovernnent agencies that are excellent sources of
information include the FBI, which is responsible for dealing
with terrorisminvolving mlitary personnel on NAS Whi dbey
| sl and. The Naval Crim nal Investigative Service wll provide
I'iaison between U. S. Navy assets and ot her governnent agenci es.
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6. THREATCONS. Per reference (a) a description of THREATCONS
and determ ni ng what should be considered for inplenentation
under each are as foll ows:

a. THREATCON NORVAL. A general threat of possible terrorist
activity exists, but warrants only a routine security posture.

b. THREATCON ALPHA. A general threat of possible terrorist
activity, the nature and extent of which are unpredictable, where
ci rcunstances do not justify full inplenmentation of the neasures
contai ned in THREATCON BRAVO. However, it nay be necessary to
i npl enent sel ected nmeasures from hi gher THREATCONS resulting from
intelligence received or as a deterrent. The nmeasures in that
threat condition nust be capabl e of being maintained
indefinitely.

(1) Measure 1. At reqgular intervals, rem nd al
personnel, including famly nenbers, to be suspicious and
i nqui sitive about strangers, particularly those carrying
sui tcases or other containers. Be alert for unidentified
vehicles on or in the vicinity of naval installations,
activities, or facilities; and be alert for abandoned parcels or
sui tcases or any unusual activity.

(2) Measure 2. Keep the Security Director or other
appoi nted personnel who have access to plans for evacuating
bui Il dings and areas in use, and for sealing off any areas where
an expl osion or attack has occurred, available at all tines.
Keep key personnel who may be needed to inplenent security plans
on call.

(3) Measure 3. Secure buildings, roons, and storage
areas not in regular use.

(4) Measure 4. Increase security spot checks of vehicles
and persons entering the installation and non-cl assified areas
under the jurisdiction of the installation or command.

(5 Measure 5. Limt access points for vehicles and
personnel commensurate with a reasonable flow of traffic.

(6) Measure 6. As a deterrent, apply one of the
foll ow ng neasures from THREATCON BRAVO i ndi vi dual | y and
random y

(a) Secure and regularly inspect all buildings, roons
and storage areas not in regular use. (Measure 15)

(b) At the beginning and end of each workday and at
ot her regular and frequent intervals, inspect the interior and
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exterior of buildings in regular use for suspicious activity or
packages. (Measure 16)

(c) Check all deliveries to nesses, clubs, etc.
(Advise famly nmenbers to check all hone deliveries.) (Measure
18)

(d) As far as resources allow, increase surveillance
of donestic accommobdati ons, schools, nesses, clubs, and other
soft targets to inprove deterrence and defense and build
confidence anong staff and famly nenbers. (Measure 19)

(7) Measure 7. Review all plans, directives, personnel
details, and logistic requirenents related to the introduction of
a hi gher THREATCON.

(8) Measure 8. As appropriate, review and inpl enent
security measures for high-risk personnel; e.g., direct use of
I nconspi cuous body arnor.

(9) Measure 9. As appropriate, consult |ocal authorities
on the threat and nutual antiterrorism neasures.

(10) Measure 10. Spare.

c. THREATCON BRAVO. An increased and nore predictable
threat of terrorist activity exists. The neasures of this threat
condition nust be capable of being maintained for weeks w thout
causi ng undue hardshi p, w thout affecting operational capability,
and wi thout aggravating relations with |ocal authorities.

(1) Measure 11. Repeat Measure 1 and warn personnel of
any other formof potential attack to be used by terrorists.

(2) Measure 12. Keep all personnel involved in
i npl enmenting antiterrorist contingency plans on call.

(3) Measure 13. Check plans for inplenmentation of the
measures contained in the next higher THREATCON.

(4) Measure 14. \Were possible, cars and objects such as
crates, trash containers, etc., are to be noved at |east 80 feet
(25 nmeters) frombuildings, particularly those buildings of a
sensitive or prestigious nature. Consider the application of
centralized parking.

(5) Measure 15. Secure and regularly inspect al
bui | di ngs, roons, and storage areas not in regular use.
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(6) Measure 16. At the beginning and end of each workday
and at other regular and frequent intervals, inspect the interior
and exterior of buildings in regular use for suspicious activity
or packages.

(7) Measure 17. Examne all mail for letter or parcel
bonmbs. (This exam nation is increased above nornmal .)

(8) Measure 18. Check all deliveries to nesses, clubs,
etc. (Advise famly nenbers to check all hone deliveries.)

(9) Measure 19. As far as resources allow, increase
surveillance of donmestic accommodati ons, schools, nesses, clubs,
and other soft targets to inprove deterrence and defense and
buil d confidence anong staff and fam |y nenbers.

(10) Measure 20. Make staff and famly nenbers aware of
the general situation to stop runors and prevent unnecessary
al arm

(11) Measure 21. At an early stage, inform nenbers of
| ocal security commttees of any action being taken and why.

(12) Measure 22. Upon entry of visitors to the command,
physical ly inspect them and a percentage of their suitcases,
parcel s, and ot her contai ners.

(13) Measure 23. \Werever possible, operate random
patrols to check vehicles, people, and buil dings.

(14) Measure 24. Protect off-base mlitary personnel and
mlitary transport in accordance with prepared plans. Rem nd
drivers to | ock parked vehicles and to institute a positive
system of checking before they enter and drive cars.

(15) Measure 25. Inplenent additional security measures
for high-risk personnel, as appropriate.

(16) Measure 26. Brief personnel who may augnent guard
force on use of deadly force and/or rules of engagenent.

(17) Measure 27. As appropriate, consult | ocal
authorities on the threat and mutual antiterrorism neasures.

(18) Measure 28. Provide increased security surveill ance
of waterfront areas including wharves, piers, caissons, critical
communi cations facilities/assets, etc.

(19) Measure 29. Recall Auxiliary Security Force.
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d. THREATCON CHARLIE. When an incident occurs or when
intelligence is received indicating that some formof terrorist
action against installations or personnel is inmmnent.
| mpl enmentation of this nmeasure for nore than short periods wll
create hardship and wll affect the peacetine activities of the
installation and its personnel.

(1) Measure 30. Continue all THREATCON BRAVO neasures or
i ntroduce those outstandi ng.

(2) Measure 31. Keep all personnel who are responsible
for inplenmenting antiterrorist plans available at their places of
duty.

(3) Measure 32. Limt access points to absolute m ninum

(4) Measure 33. Strictly enforce control of base entry
and search a percentage of vehicles.

(5) Measure 34. Enforce centralized parking of vehicles
away from sensitive buil dings.

(6) Measure 35. |ssue weapons to guards. (Local orders
nmust include specific orders on issue of amunition.)

(7) Measure 36. Introduce increased patrolling of the
installation to include waterfront areas, wharves, piers,
cai ssons, and critical conmunication facilities/assets, dry-
docks, etc.

(8) Measure 37. Protect all designated vul nerable points
and give special attention to VPs outside naval installations and
activities.

(9) Measure 38. Erect barriers and obstacles to control
traffic flow

(10) Measure 39. Consult local authorities about closing
public (and naval) roads and facilities that m ght nmake sites
nmore vul nerable to terrorist attacks.

(11) Measure 40. Spare.

e. THREATCON DELTA. Inplenentation applies in the i mediate
area where a terrorist attack occurred or when intelligence has
been received that terrorist action against a specific |ocation
is likely. Normally, this THREATCON is declared as a |ocalized
war ni ng.
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(1) Measure 41. Continue or introduce all neasures
listed for THREATCON BRAVO and CHARLI E

(2) Measure 42. Augnent guard and/or police forces as
necessary.

(3) Measure 43. ldentify all vehicles already on the
installation within operational or m ssion support areas.

(4) Measure 44. Search all vehicles and contents
entering the conplex or installation.

(5) Measure 45. Control all base access points and
i npl emrent positive ID of all personnel.

(6) Measure 46. Search all suitcases, briefcases,
packages, etc., brought into the installation or conmand.

(7) Measure 47. Control access to all areas under the
jurisdiction of the naval installation or command concer ned.

(8) Measure 48. Make frequent checks of the exterior of
bui | di ngs and parki ng areas.

(9) Measure 49. Mnimze all admnistrative journeys and
visits.

(10) Measure 50. Consult local authorities about cl osing
public (and naval) roads and facilities that m ght nmake sites
vul nerable to terrorist attacks.

(11) Measure 51. Man posts as necessary to prevent
attack against vulnerable facilities outside the base boundaries
(e.g., energency power generators close to base boundary,

m crowave relay towers |ocated off base, etc.)
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APPENDI X C
SAFETY PRECAUTI ONS FOR | NDI VI DUALS

1. Information. No one is imune fromterrorist threats. A
person who mai ntains a security-conscious attitude, however, can
m nimze and prevent such acts.

2. Action. The NAS Security Director shall, on an as needed
basis, provide training that will provide in-depth information
regardi ng individual safety precautions. Al DoD personnel are
encouraged to attend such classes as workl oad permts.
Antiterrorism Training will be conducted quarterly/annually to
depl oyi ng squadrons and to individual personnel in receipt of out
of CONUS PCS orders.
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APPENDI X D
EMERGENCY RECALL LI ST FOR ESSENTI AL PERSONNEL

1. Purpose. To prescribe procedures for an Emergency Recal l
Li st for essential personnel.

2. Action. The NAS Security Director shall ensure that an

updat ed Enmergency Recall List is maintained and that all
appropriate personnel who may require access have said access. A
copy of the list shall be forwarded to the NAS CDQ POOW buil di ng
385.

D1
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APPENDI X E
FLI GHT LI NE & SUPPORT FACI LI TI ES ACCESS CONTRCL

1. Purpose. Reference (a) directs the establishnent of physical
security prograns within all naval commands. This appendi x
publ i shes regul ati ons governi ng access to and control of
personnel and notor vehicles in and around the flight |ine and
support facilities during periods of increased threat conditions,
and to establish individual and organizational security

responsi bilities pertaining thereto.

2. Responsibilities

a. The Security Director, NAS Wi dbey Island is designated
as the station’s representative for the Flight Line and Support
Facilities Physical Security Program The Security Director is
responsi ble for the creation, inplenentation, enforcenent, and
supervi sion of this program

b. Commanding Oficers, Oficers in Charge, departnent
heads, and special assistants, are responsible for conplying with
the provisions of this instruction.

3. Action

a. Commanding Oficers, Oficers in Charge, departnent
heads, and special assistants shall designate in witing a Flight
Li ne Access Control Representative (FACR) and an alternate (first
cl ass petty officer or above, or GS-4 or above) per paragraph 6
of this appendix. Submt copies of such appointnments to NAS
Security Police (NAS N21A).

b. Flight Iine and support facilities are designated as
Level Il restricted areas per reference (a) and this instruction.
Poi nts of ingress and egress shall be kept to a m ninmm as
required for airfield operations. Al building and hangar doors
with access to the flight Iine, except for designated access
points, shall be secured at all tines and operated as energency
exits only. Entry and exit to flight [ine and support facilities
shal | be through the designated manned gates |listed below Al
other gates will be | ocked. Commands or departnents requiring
access through gates other than those which are open, shal
request assistance from NAS Wi dbey | sl and Operati ons Departnent,
Facilities Division, 257-6707 and Security Wi dbey Precinct,
Physi cal Security Assist Team (PSAT/ N22B) extension 257-1622 or
257- 3735.

c. Flight line gate watches shall conply wth paragraph 7.
Entrance to and exit fromthe flight line and support facilities
are permtted only through accesses |isted below. These accesses
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shal |

Gate 107
Hangar 5,
bui | di ng 386

Gate 108
Sout h end
Hangar 5,
bui | di ng 386

Gate 114
Fire Station,
bui | di ng 2526

Gate 124
North end
Hangar 6,
bui |l di ng 410

Gate 125
Hangar 6,
bui |l di ng 410

Gate 109
Hangar 12,
bui | di ng 2737

Gate 139
Tor pedo &
Kitty Hawk

be manned and manpower

provi ded as indi cat ed.

PRI MARY FLI GHT LI NE (ACCESS) GATES

Vehi cl e & Pedestri an

Vehi cl e & Pedestri an

Fi re Depart nent
Vehi cl es only

Vehi cl e & Pedestri an

Pedestri an

Pedestri an

Fuel & Wapons
Trucks only

24 hours

24 hours

Cl osed

24 hours

24 hours

24 hours
daily

C osed

Squadr on
per sonnel

VAQ 129
per sonnel

Fre Sation
per sonnel

CPRW 10
per sonnel

Squadr on
per sonnel

Squadr on
per sonnel

NAS Security,
NAS N414, N3
Mayt ag staff

PRI MARY FLI GHT LI NE ACCESS HANGARS AND BUI LDI NGS

Hangar 7,
bui | di ng 2544

Hangar 8,
bui | di ng 2642

Hangar 9,
bui | di ng 2681

Hangar 10,
bui | di ng 2699

Hangar 11,
bui |l di ng 2733

Pedestri an

Pedestri an

Pedestri an

Pedestri an

Pedestri an

24 hours

24 hours

24 hours

24 hours

24 hours

Squadr on
per sonnel

Squadr on
per sonnel

Squadr on
per sonnel

Squadr on
per sonnel

Squadr on
per sonnel
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Bui | di ng 385 Pedestri an 24 hours NAS POOW
(front door)
Air Term nal Pedestri an 24 hours Air Termna
bui l di ng 2734 per sonnel

4. NAS Wi dbey Island Points of Contact. Flight Line Physical
Security Coordinator(s) (PSAT/ NAS N22B) nay be reached at 257-
1622 or 257-3735. Flight Line Access Control Oficer (FLAK) (NAS
N21A) may be reached at 257-3063. Flight Line Vehicle Access
Program Manager, Operations Departnent, NAS Wi dbey Island may be
reached at 257-1624.

5. Flight Line Personnel Control Procedures and Badge | ssuance

a. Badges or mlitary identification (Arned Forces
| dentification Card (DD 2N, OMC, 2A and QAF); Geen (active duty
personnel only); Geen/Red (reserve personnel) DDE Roes nust be
in the possession of all personnel on the flight line. Badges
W Il be issued and controll ed by NAS Whi dbey Island Security
Pol i ce Departnent via designated Farces.

b. Badges (NASW5512/2) will be issued to:

(1) Gvilian Enployees. G vilian enployees (GS, GM WAG
NAIF) requiring access to the flight Iine and support facilities.
The badge will be valid for the period the enpl oyee requires
flight line access, but no |l onger than 3 years from date of
issue. The hiring activity point of contact shall indicate on
t he NASW Access Application (NASW5512/71) if flight |ine access
IS required.

(2) Contractors and Vendors. Contractor badges may be
i ssued for the duration of the contract or 2 years. The
contracting office point of contact shall conplete the NASW
5512/ 71 and indicate if flight Iine access is required.
| nfrequent contractor flight |line access requirenents wll be
processed as unescorted visitors unless otherwi se directed by the
Security Director, NAS Wi dbey Isl and.

(3) Visitor Control. Visitors to the flight line area
must have a specific purpose. General visitation will not be
permtted. Visitors going to the flight line to perform
mai nt enance or other official business will check out a visitor’s
badge at one of the manned primary access gates cited in
paragraph 3c. Visitors shall use the nearest access gate for the
area, building or hangar to be visited. Each manned primary
access gate shall have visitor badges.




NASVH DBEYI NST 5500. 11C
8 Feb 2000

(4) Air Termnal Flight Line Access. Air term nal
personnel will control flight |ine access through the air
termnal. Air termnal personnel nust escort to and fromthe
aircraft all arriving and departing passengers.

(5) Widbey Island Navy Flying Club (WNFC). WNFC
menbers are required to be on an access list. The WNFC Manager
i s designated as the FACR and shall conply with this instruction.

(6) Public Affairs Tour. Visits to the flight line and
hangars arranged by the PAO (NAS NO1P) wll be permtted if the
group is escorted by a PAOmlitary staff nmenber with an
appropriately issued badge or on an access list. The PAO office
Wil provide a list of visitors, if available. One copy wll be
given to the gate guard upon entry to the flight Iine.

(7) Lost/ Stol en/ Damaged Badges. A report of |ost/stolen/
damaged badges will be nade to the appropriate FACR by the person
i ssued the badge. The FACRwi Il submt witten notification to
t he FLACO, NAS Wi dbey I sl and.

6. Access Control. FACRs should be a First Cass Petty Oficer
or above, or a GS5-4 or above. Designations wll expire at the
PRD unless relieved in witing sooner. Commanding O ficers,
Executive Oficers, Oficers in Charge (OC), Assistant Oficers
in Charge (AOC), FACRs and/or their alternates are authorized to
sign access lists or the NASW5512/71 request for flight line
access or badges. FACRs w il determ ne the absolute m nimum
nunber of personnel (mlitary, civilian and contractors)
requiring access to the flight |ine.

a. Access Lists. FACRs shall submt access lists quarterly
(January, April, July, Cctober) to the FLACO (NAS N21A) for
distribution to the appropriate access gates. The FLACO w ||
mai ntai n copies of the access lists. Access lists shall have
name, rate/rank, social security nunbers and departnent/command.

b. Special events. The requirenent for badges and access
lists may be waived for planned special events, such as, air
shows, change of command, or other official event, if a witten
request is submtted to the Commandi ng O ficer, NAS Wi dbey
| sl and (NAS N32), 30 days in advance of the schedul ed event.

7. Duties of Flight Line Fixed Post Watch

a. Responsibilities. Flight line gate watch and hangar
access wat ch personnel are responsible for granting authorized
personnel and vehicles access to the flight |ine through assigned
access points. Additionally, they are tasked with the foll ow ng
responsibilities.
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b. Identification Checks. Ensure civilian or contractor
personnel entering on foot or in a vehicle are positively
identified and display a valid Access Badge (NASW5512/2). Ensure
mlitary personnel display a valid mlitary identification and
their nanes are on a current access list. Al hand carried itens
are subject to inspection.

c. Vehicle Checks. Al vehicles shall be positively
identified and shall display a Flight Line Vehicle Pass per
Chapter 3.20.1 of reference (v). Vehicle passes will be issued
per paragraph 8 of this appendi x. The only exception wll be
energency vehicles (fire, crash/rescue, police, nedical)
requiring i mredi ate access to flight |ine during enmergency
responses.

(1) Vehicles will be subject to random i nspection as
directed by the Commanding O ficer, NAS Wi dbey Isl and.

(2) During THREATCON CHARLI E 25 percent of all (including
al | marked/ unmar ked governnent) vehicles accessing the flight
line and support facilities wll be inspected.

(3) During THREATCON DELTA 100 percent of all (including
al | marked/ unmar ked governnent) vehicles accessing the flight
line and support facilities will be inspected.

(4) Vehicles must exit the flight line through the sane
gate that they entered. Supply Departnent vehicles are exenpted
fromthis requirenent if they have a permanent vehicl e pass.

(5 No privately owned vehicle (POV) will be allowed
on/in the flight line area, unless special authorization is
obtai ned fromthe NAS Commandi ng O ficer.

d. Communication. Primary access gates: 107, 114, 124, 125,
and 139 shall be equi pped with portabl e hand-held radi os and/ or
tel ephones. Radios wll be kept on ALPHA Channel. This wll
enabl e posts to communicate with the roving flight line patrol,
fire departnment and security dispatcher

e. Flight Line Visitor Badges. Personnel who do not have a
badge, or whose nanmes are not on a current access list wll be
issued a visitor badge. The gate/hangar access watch wll | og
name, rate, social security nunber (SSN), visitor badge nunber,
destination, signature of visitor, tinme in and tinme out. Visitor
badges nust be returned to the sanme gate/ hangar access where
i ssued from upon departure.

f. Equipnment. Flight Iine gate watch personnel shall have
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the followng gear: duty belt, baton, whistle, flashlight,
radi o, and foul weather gear when needed. Hangar entrance watch
personnel should be equi pped with: duty belt, baton, whistle,
and flashlight. Watch personnel shall have ready access to a

t el ephone or radio.

g. Training. Flight Iine gate/hangar entrance watch
standers w Il receive and successfully conplete the Flight Line
Wat ch Standers Course provided by Security Whi dbey Precinct.
Squadron Duty O ficers, Assistant Squadron Duty O ficers, and
Petty Oficers of the Watch will receive training fromthe
Security Wi dbey Precinct concerning watch standi ng requirenents
and trai ni ng.

8. Flight Line Vehicle Pass Procedures

a. Flight line access is strictly controlled by Chapter
3.20.1 of reference (v).

b. Responsibilities. Personnel requesting vehicle access to
the flight line nmust obtain a NASW Flight Line Vehicle Pass,
i ssued by NAS Operations Departnent (NAS N32). Privately owned
vehicles will not be allowed on the flight Iine, except for pre-
approved events. Comercial vehicles that are making deliveries
will obtain flight [ine vehicle passes. All occupants of the
vehi cl e must have appropriate access identification. Each
vehicle must display a valid NASW Flight Line Vehicle Pass on
the lower left corner of the windshield. Vehicles will exit
t hrough the same gate that they entered. Supply vehicles with
per manent passes are exenpt from sane gate entrance and exit
procedures during THREATCON BRAVO and bel ow. The NAS QOperati ons
Oficer, or his designated representative, will approve, on a
case by case basis, those vehicles that will receive pernmanent
passes. Support equi pnent and fuel trucks are exenpt from
vehi cl e pass requirenents. Permanent vehicle passes will be
pul l ed and retained by the command to whi ch assi gned when a
vehi cl e i s undergoing Preventive Mintenance Service (PM5).

9. Special Arcraft Security Standards. The Commandi ng O ficer,
NAS Wi dbey Island, with transit aircraft aboard requiring

addi tional /special protection (TACAMD, CSA, Special Wapons
Transports, AWACS, etc.) is responsible for ensuring conpliance
with reference (w). Access to these types of aircraft via flight
i ne/ support facility ingress/egress control points wll be
strictly nonitored and limted to designated and required
(aircrew, maintenance, etc.) personnel only. As a m ni num

pl anni ng, practice and application, Security Wi dbey Precinct
shall provide for (within resource capability):

a. One entry controller in the aircraft parking area (nay be
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static or nobile).

b. One roving patrol (in addition to entry controller) when
two to six aircraft are parked in the sane area.

c. One boundary sentry (flight line/support facility
perineter area surveillance) for two to four aircraft and two
boundary sentries for nore than four aircraft during darkness or
periods of reduced visibility.



